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DISCLAIMER

The information presented in this publication of the Dynamic Positioning Committee of the Marine
Technology Society (“DP Committee”) is made available for general information purposes without
charge. The DP Committee does not warrant the accuracy, completeness, or usefulness of this
information. Any reliance you place on this publication is strictly at your own risk. We disclaim all liability
and responsibility arising from any reliance placed on this publication by you or anyone who may be
informed of its contents.

IN NO EVENT WILL THE DP COMMITTEE AND/OR THE MARINE TECHNOLOGY SOCIETY, THEIR
AFFILIATES, LICENSORS, SERVICE PROVIDERS, EMPLOYEES, VOLUNTEERS, AGENTS,
OFFICERS, OR DIRECTORS BE LIABLE FOR DAMAGES OF ANY KIND UNDER ANY LEGAL
THEORY, ARISING OUT OF OR IN CONNECTION WITH YOUR USE OF THE INFORMATION IN
THIS PUBLICATION, INCLUDING BUT NOT LIMITED TO, PERSONAL INJURY, PAIN AND
SUFFERING, EMOTIONAL DISTRESS, LOSS OF REVENUE, LOSS OF PROFITS, LOSS OF
BUSINESS OR ANTICIPATED SAVINGS, LOSS OF USE, LOSS OF GOODWILL, LOSS OF DATA,
AND WHETHER CAUSED BY TORT (INCLUDING NEGLIGENCE), BREACH OF CONTRACT OR
OTHERWISE, EVEN IF FORESEEABLE.

THE FOREGOING DOES NOT AFFECT ANY LIABILITY WHICH CANNOT BE EXCLUDED OR
LIMITED UNDER APPLICABLE LAW.
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SUMMARY

DPSI is a method of addressing the effects of failures, malfunctions and incompatibilities in embedded
controllers that form part of a DP System. It was developed as a pragmatic and cost-effective way to
address software-based functionality in DP system FMEAs.

DPSI is the method used in the industry guidance document, ‘A Unified Approach to the Verification
Validation and Assurance of Single fault Tolerance in DP Systems’.

This MTS TECHOP provides guidance on applying DNV-RP-0684 in support of achieving the intent of
EBCV? as described in JDP01 in the DP system FMEA process:

The DPSI RP primarily focuses on the concepts of vertical dependencies and controller authorities and
describes the process to be followed including information on roles and responsibilities.

This TECHOP describes the process of identifying and analyzing vertical dependencies that emerged
from review of the DPSI information sharing templates. Two worked examples are provided in the
appendices to aid in understanding the process of identifying unmitigated fault propagation paths or
potential for unacceptable control actions. Guidance is also provided on incorporating testing associated
with output from DPSI into the DP FMEA Trials program.

Note: Use of DPSI is not intended to exclude the use of other methods such as ISDS, ISQM and HIL.
° DPSI is a method for analyzing the behavior of such systems:

. ISDS and ISQM are frameworks for more rigorous system development.
° HIL testing is a simulation-based test method that can verify system behaviour.

DPSI can provide:
. Safety requirements for the development process in ISDS and ISQM.

. Input to test case design and provide guidance on expected results through the safety
requirements for HIL.
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ABBREVIATIONS
ABS American Bureau of Shipping
DNV Det Norske Veritas
DP Dynamic Positioning
DPCS Dynamic Positioning Control System
DPSI Dynamic Positioning System Integration
EBCV? Evidence Based Comprehensive Verification and Validation
ESD Emergency Shut Down
ETR External Thrust Reduction
F&G Fire & Gas
FDS Functional Design Specification
FMEA Failure Modes Effects Analysis
1/0 Input / Output
JDP Joint Development Project
MSF Marine Safety Forum
MTS Marine Technology Society
OCIMF Oil Companies International Marine Forum
OEM Original Equipment Manufacturer
PLC Programmable Logic Controller
PMS Power Management System
PRS Position Reference System
SFPA Single Failure Propagation Analysis
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TECHOP Technical and Operations Guidance Notes
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1 INTRODUCTION
1.1 PREAMBLE
1.1.1 The guidance documents on DP (Design, Operations and People) were published by the

MTS DP Technical Committee in 2011, 2010 and 2012, respectively. Subsequent
engagement has occurred with:

o Classification Societies (DNV, ABS)

. United States Coast Guard (USCG)

. Marine Safety Forum (MSF)

. Oil Companies International Marine Forum (OCIMF)

1.1.2 Feedback has also been received through the comments section provided in the MTS DP
Technical Committee web site.

1.1.3 It became apparent that a mechanism needed to be developed and implemented to address
the following in a pragmatic manner:
° Feedback provided by the various stakeholders.

° Additional information and guidance that the MTS DP Technical Committee wished to
provide and a means to facilitate revisions to the documents and communication of
the same to the various stakeholders.

1.14 The use of Technical and Operations Guidance Notes (TECHOP) was deemed to be a
suitable vehicle to address the above. These TECHOP notes will be assigned the following
categories:

. General TECHOP (G)
o Design TECHOP (D)
o Operations TECHOP (O)
. People TECHOP (P)

1.2 TECHOP NAMING CONVENTION

1.21 The naming convention, TECHOP (CATEGORY (G / D/ O/ P) — Seq. No. — Rev.No.
MmmYear) TITLE will be used to identify TECHOPs as shown in the examples below:
Examples:
. TECHOP (D-01 - Rev1 - Jan21) Addressing C3EI? to Eliminate Single Point Failures
o TECHOP (G-02 - Rev1 - Jan21) Power Plant Common Cause Failures
o TECHOP (0O-01 - Rev1 - Jan21) DP Operations Manual

Note: Each category will have its own sequential number series.
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1.3
1.3.1

1.3.2

1.3.3

MTS DP GUIDANCE REVISION METHODOLOGY

TECHOPs, as described above, will be published as relevant and appropriate. These
TECHOPs will be written in a manner that will facilitate them to be used as standalone
documents.

Subsequent revisions of the MTS Guidance documents will review the published TECHOPs
and incorporate as appropriate.

Communications with stakeholders will be established as appropriate to ensure that they
are notified of intended revisions. Stakeholders will be provided with the opportunity to
participate in the review process and invited to be part of the review team as appropriate.
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2.11

2.2
2.2.1

2.3

24
2.4.1

25

SCOPE DEFINITIONS AND IMPACT
SCOPE / OBJECTIVE

A DP system is comprised of subsystems which interact by way of physical and logical links
between:

. Redundant DP equipment groups — Horizonal Dependencies.
° Controllers in a hierarchical chain — Vertical Dependencies.

This TECHOP focuses on the analysis of vertical dependencies between controllers.
Identification of these dependencies is described in DNV-RP-0684 on DP System
Integration. Once these dependencies have been identified, the effects of controller actions,
propagated by way of controller authorities, is analyzed for compatibility with the DP
redundancy concept and the vessel's worst case failure design intent. This TECHOP
provides guidance on the incorporation of identified vertical dependencies into the DP
System FMEA to create a single analysis covering both the horizontal dependencies
between redundant DP equipment groups and the vertical dependencies between
controllers in a hierarchical chain. This combined and comprehensive DP system FMEA is
a key document forming part of the Evidence Based Comprehensive Verification and
Validation (EBCV?) process described in the JDP publication on ‘A Unified Approach to the
Verification, Validation and Assurance of Single Fault Tolerance in DP systems’.

IMPACT ON PUBLISHED GUIDANCE

None.

DOCUMENT REFERENCES

. DNV Recommended Practice 0684, ‘Dynamic positioning systems — system
integration’, March 2025.

. JDP — ‘A Unified Approach to the Verification, Validation and Assurance of Single Fault
Tolerance in DP Systems’.

. OCIMF, Information Paper, Dynamic Positioning Failure Mode Effects Analysis
Assurance Framework, Risk-based Guidance’, 2020.

PRE READING

The reader of this TECHOP should be familiar with the contents of DNV-RP-0684 on the
subject of DP System Integration before reading the content that follows. In particular,
readers should be familiar with the terms and definitions provided in the RP.

DEFINTION AND USE OF THE TERM CONTROLLER

The term ‘Controller’ has multiple definitions depending on the context where it is used. In
general:

‘A controller is a device, system, or person with the authority, ability, or function to manage,
direct, control, or regulate the behaviour, function, operation, or performance of a machine,
process, operation, activity, or organization. This can apply to various contexts, including
computing, electronic devices, finance, and management..
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2.5.1

2.5.2

253

As evidence by the definition above, different industries and applications develop their own
vocabulary and definitions to suit a particular use case.

The use of the term ‘controller’ and the methodology in its application in the development of
DNV-RP-0684 has its roots in ‘System Theory’ where a controller is an abstract construct
that has the authority to perform some or all of the following actions:

Exercise control over:

) Itself
. Other controllers.

Accept control by:
° Other controllers.

DPSI methodology is agnostic to the physical form of the equipment containing controllers.
In some industries the term ‘controller’ may be a contraction of the terms Programmable
Logic Controller, Micro Controller or Temperature Controller but in DPSI, the physical form
is not important. The controller may be any of the above or simply one of many subroutines
running in a computer program. This is an important concept intended to allow the user to
see beyond the physical form.

The term ‘unsafe’ also originates from system theory and System Theoretic Process
Analysis and is intended to identify controller behaviours resulting in effects exceeding the
severity defined by the acceptance criteria (loss of position in the case of DP). Such unsafe
actions may occur because of design flaws or incompatibilities between logical controllers
within the same hardware. The state of these controllers may not be directly accessible to a
human observer but ultimately, these unsafe actions will manifest themselves in the physical
world, through the interface to, and actions of, the equipment under control.

Part of the objective of DPSI is to assist FMEA practitioners in addressing ‘embedded
controllers’ and integrating them into the DP system FMEA. As such it may be helpful to
visualise them as hardware controllers when analysing their impact on single fault tolerance
and station keeping integrity.

10
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3.1
3.1.1

3.1.3

3.1.5

3.1.7

DP SYSTEM INTEGRATION
INTRODUCTION

The concept of addressing logical links between controllers in a hierarchical chain, as a
means to enhance the value of the DP FMEA process, is described in DNV-RP-0684 on DP
System Integration. The information in the RP explains the concept of controller authorities
and focuses heavily on the logistical and organizational aspects of obtaining the information
to be analyzed. This TECHOP focuses on how the FMEA practitioner uses that information
once it has been obtained from the OEMs whose supply includes control systems.

The methods used to analyze the information will be very familiar to DP FMEA providers
and thus the reason why the DP FMEA provider was selected to be the user of the
information described in the RP.

In simple terms, the DPSI concept examines dependencies between embedded software
dependent controllers in a similar manner to the way that FMEA considers the dependencies
between different physical systems and redundant DP equipment groups. A controller is not
necessarily synonymous with a computer. A computer may contain several logical
controllers.

DP system FMEAs focus on proving single fault tolerance by demonstrating that no single
failure will cause a loss of position through drive off or drift off. Two fundamental properties
must be present for this to be true:

° Independence between redundant DP equipment groups is required to prevent a drift
off.

° Each redundant equipment group must fail safe to prevent a drive off.

Although DP System FMEAs are required to consider fail-safe conditions, the bulk of the
work done in DP FMEAs focuses on fault propagation paths between redundant DP
equipment groups. The focus of fail-safe analysis in DP system FMEAs currently produced,
tends to be limited. As examples:

o Proving that a thruster controller fault cannot cause a thruster to fail to uncontrolled
thrust magnitude and / or direction.
. Verifying that there are means to:
i. Reject faulty Position Reference Systems (PRS) and vessel sensor data.
ii. Ensure that the DP controller will relinquish control, to a standby controller on
failure.

The concept of dependencies between redundant groups and between controllers in a
hierarchy of controllers gave rise to the concept of horizontal and vertical dependencies as
a way to visualize these relationships.

o Horizontal dependencies exist between independent redundant DP equipment
groups (e.g., port and starboard).

o Vertical dependencies exist between controllers in a hierarchical chain (e.g., DP
control system through PMS and VMS to thruster controller).

Figure 3-1 shows a typical DP redundancy concept with a two-way Port / Starboard split.
The overlap in the Venn diagram identifies all the components that are common to both
redundant DP equipment groups (Groups A & Group B).
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3.2
3.21

3.2.2

3.3
3.3.1

3.3.2

HORIZONTAL VERTICAL
DEPENDENCIES f DEPENDENCIES

GROUP A GROUP B

INDEPE NDENCE

FAILURE f , FAILURE

EFFECTS ' EFFECTS
Figure 3-1 Horizontal and Vertical Dependencies in a Two-Split DP Redundancy Concept

HORIZONTAL DEPENDENCIES

Failure effects that occur within a redundant DP equipment group propagate horizontally
through common points to affect the operation of other redundant groups.

Failures that occur within the shared system or components can propagate outward to affect
both (all) redundant DP equipment groups.

VERTICAL DEPENDENCIES

Vertical dependencies arise from controllers, some of which will be common to both
redundant DP equipment groups, such as:

. The online DP controller in a duty standby controller arrangement.
. The PMS controller in a duty standby controller arrangement.
. ESD and F&G systems.

A controller performs control actions that, through logical links, can influence other
controllers. When these actions propagate upward or downward in the hierarchy, they may
lead to failure effects at the system level. For example, an effect may occur in the DP control
system and propagate through the PMS to the thruster control system. Alternatively, an
effect may originate in a thruster controller and propagate to the DP control system directly
without passing through the PMS. The control action may not be invalid as such, it may be
(and often is) deliberate and implemented to meet the specifications. These actions may
fully comply with the local subsystem’s specifications but still result in unsafe conditions for
the integrated system and do not achieve the functional requirement to demonstrate single
fault tolerance.

12
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3.3.3

3.4
3.4.1

3.4.2

3.4.3

3.4.4

3.4.5

Effects may also propagate between several logical controllers within the same computer.
Notes:

. The term ‘hierarchy’ is used in this TECHORP to indicate a general order of authority.
For example, the DP control system at the head of a vertical chain and the thruster
control system at the bottom. In practice, data flows in both directions.

° Logical controllers are software modules within a computer dedicated to a specific
purpose.

FUNCTIONALITY AND FAILURES

One of the limitations of the DP system FMEA process, which is often cited, is that systems
can exhibit unacceptable behavior for reasons other than failures. This limitation was
addressed in more comprehensive DP system FMEAs by considering functionality, not just
failures. RP-0684 formalizes that process and provides a standardized model of controller
authority to assist the DP FMEA provider in visualizing and analyzing the effects vertical
dependencies on the DP redundancy concept and post failure capability.

Both types of dependencies can be physical or logical. Physical dependencies typically
involve interfaces, such as hardwired connections. Logical dependencies refer to
interdependencies between controllers, which may or may not be physically interfaced. The
focus of DPSI is on logical vertical dependencies. Examples include relationships defined in
software programs or data exchanged over a network.

The questions to ask, when analyzing vertical dependencies in a controller hierarchy, are
what actions a controller can perform:
° On other controllers in the hierarchy - i.e., Controller Output Authority.
. On itself - i.e., Controller Autonomy Authority.
and what actions can be performed on it:
. By other controllers in the hierarchy - i.e., Controller Input Authority.

Note: The OEMs and the integrator are expected to participate in the DPSI process with the
DP FMEA provider to identify these authorities for each controller in the templates provided
in RP-0684.

The FMEA practitioner must then determine, from that information and analysis, whether
any of these actions compromise the fail-safe condition or are incompatible with:
. The DP system’s redundancy concept,
° Its single fault tolerance, post failure capability,
and
o Station keeping integrity generally.
If any vertical dependencies between controllers result in incompatible behavior with system

objectives or prevent the system from failing safely, the FMEA provider will advise the
relevant stakeholders.. Together, all stakeholders will actively participate in determining:

. Are the vertical dependencies causing the incompatibility necessary (or can they be
removed from the design)?

. If they are necessary (as many will be), then:
ii.  What changes are required to ensure they fail safe?

iv.  What mitigating measures should be added to make them compatible (e.g.,
protective functions)?
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3.5
3.5.1

3.5.2

3.5.3

Note: There is potential for a common mode failure when multiple controllers, in different
redundant DP equipment groups, react adversely to a common stimulus. This type of
common mode failure mechanism is often caused by inappropriate / incompatible protective
functions. (Example — Power management system controllers react to the voltage dip
associated with a short circuit fault as though it was a real blackout and initiate blackout
recovery by tripping all generators and thrusters unnecessatrily).

PROTECTIVE FUNCTIONS

Protective functions play an essential role in limiting the effects of fault propagation whether
it is between redundant DP equipment groups or between controllers A DP vessel can lose
position by drift-off or drive-off as a result of a failure or a control action that, while it may be
valid from the local controller’s perspective, creates unsafe behavior at the system level.

. Drift off is typically mitigated by active redundancy. Another redundant DP equipment
group, which is already operating, provides the thrust previously provided by the failed
unit simply by accepting the increase in demand.

Notes:

o Active redundancy is often mandated by the Class rules but standby
redundancy can be accepted for certain limited applications (example, standby
redundancy is used for duplex DP control systems, provided there are effective
protective functions in the system to trigger the changeover between DP
controllers).

o Avoid treating thrusters and generators as installed spare units or standby
redundancy when they are part of the vessel’s redundancy concept and post-
failure capability.

. Drive off tends to be mitigated by protective functions that identify improper control
actions and disable the faulty controller and/or switch to another controller. Other
functions will remove power or permissives from equipment that is no longer
responding to control.

The FMEA provider must consider two issues when addressing vertical DP dependencies
between controllers and other parts of the DP system:

° Analysis of horizontal dependencies is primarily focused on the effects of equipment
faults or component failures (these should not have unacceptable effects).

° Analysis of vertical dependencies is primarily focused on the effects of controller
interactions and resulting control actions (these should not have unacceptable
effects).

Note: What constitutes ‘unacceptable effects’ would be defined by the acceptance
criteria being applied in the FMEA but would always include effects that defeat the DP
redundancy concept and influence the post failure capability.

For both vertical and horizontal dependencies, unacceptable effects can be caused by:

. Inappropriate protection actions
° Lack of suitable protective functions
. Lack of redundancy

i. There is no redundant unit to take over the function that has been lost.
ii. There is a redundant function, but it does not take over when needed.
iii.  The redundant function has inadequate capacity to fully compensate for the
function that has been lost
Note: Sometimes, the reason a backup does not take over is because the failed unit will not
relinquish control.

14
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3.5.4 In general terms, the analysis of vertical dependencies drives a focus on identifying designs
flaws, inappropriate protection or lack or protection rather than failures.

3.6 CONTROLLERS WITHIN CONTROLLERS

3.6.1 Figure 3-2 shows a much-simplified hierarchy of controllers, each with their own input, output

and autonomy authorities. However, as can be seen from Figure 3-3, each of these
controllers may be made up of several controllers (logical functions). In the case of the
Thruster Control System (TCS) there is an Azimuth Controller, a Speed Controller and a
Protection System. The latter could also be considered as a type of controller for the purpose
of this analysis or simply an extension of the other two controllers.

d
Y
» DPCS
,,’f <
4 ‘ THRUST
REDUCED
POWER BY
Three main controllers -~ STATUS CONSUMED EXTERNAL
DPCS, PMS and TCS SYSTEM
COMMAND
kY PMS PN M
READY ', L]
A A
FEEDBACK ;
POWER POWER \
CON?UMED AVAILABLE The significance /
! importance of output
y authorities like this onein
4 the PMS will be made clear
TCS
Figure 3-2 Controllers in a Hierarchy Exchanging Data for Thruster Control and Power
Management
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N AZIMUTH
Drive off protection
v
STEERING
Figure 3-3 Controllers Within Controllers
3.7 GUIDANCE TO DP FMEA PRACTITIONERS IN RP-0684
3.7.1 The guidance in RP-0684 has the following advice for the DP FMEA provider:

. Are there sufficient barriers against unintended manual operations?
. Are there sufficient barriers against unintended automatic actions, e.g., actions which
could result in:
i. Unnecessary blackout, partial blackout, lack of power or unintentional power
reduction?
i Unintended consequences of signal validation, faulty signal, loss of signal,
communication errors.
ii.  The conditions which cause systems to give load reduction or shutdown
signals?
o Are there any failure modes or conditions that can result in unintended load reduction?
o Are there any failure modes or conditions that can result in unintended trip of thrusters
or generators?
. Relevant failures shall be considered to occur in all operational modes.
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3.7.2

3.7.3
3.7.3.1

3.7.3.2

3.7.4
3.7.41

3.7.5

As indicated by the points above, these considerations closely align with those applied by a
DP FMEA practitioner when reviewing the functionality of a PMS, ESD system or the
protection scheme in a switchboard. These are the same issues that would arise if the
dependencies being analyzed were physical links such as hardwired connections or 1/O
outputs from a field station. It is emphasized that the possibilities to be considered should
include ‘conditions’, not just failures.

Note: A system does not necessarily need to suffer an internal failure to exhibit unacceptable
behavior; it only needs to enter an unstable, invalid or illegal state that was not anticipated
during design. Such behavior should be categorized as a failure in FMEA terms, even though
it was not caused by a physical fault. The FMEA provider can list these manifestations of
unacceptable behavior as failure modes which can be addressed by:

. Evidence from the system OEM proving that they cannot occur.

° Identification, verification, validation and documentation of an effective form of
mitigation (example — protective function).

Practical Approach to Analysing Vertical Dependencies

This section provides guidance for DP FMEA practitioners on addressing vertical
dependencies in line with RP-0684. While RP-D102 focuses on component failures and
redundancy verification, RP-0684 extends the analysis to controller interactions, authority
hierarchies, and control actions across all operational modes. These interactions can create
unsafe system behaviour even when no physical fault exists.

The goal is to identify control actions that may lead to unacceptable system effects or actions
that are correct locally but unsafe at the integrated system level and mitigate them through
protective functions, augmenting compensating provisions, and / or verification activities. To
support this, the following practical approach offers a structured method for analysing
vertical dependencies and assessing control actions for unacceptable effects.

Format of Analysis

For each guideword, consider:

1. Guideword Question — What unsafe scenario could occur?

2. System-Level Causes — Issues related to controller logic, hardware/software
configuration, and operational context.

3.  Underlying Causes — Common aspects to check for all guidewords:
o Control (decision logic and authority)
o Precondition (conditions required for action)
o Timing (sequence and synchronization)
o Input (data integrity and validity)
o Output (feedback and confirmation)
o Resource (availability of power, communication, or actuators)

Guideword 1: Could the action occur when it should not?
System-Level Causes:

. Controller logic: Missing or ambiguous rules for when an action is allowed; incorrect
prioritization between controllers.

o Hardware/software: Incorrect /0 mapping or signal routing; redundancy design not
preventing unintended activation.

. Operational context: External conditions triggering protective logic unexpectedly (e.g.,
sudden load change).

TECHOP (D-15 - Rev1 - Feb 26) Application of DPSI - 02202628 - DRAFT 17



TECHOP

3.7.6

3.7.7

3.7.8

Underlying Causes (examples):

° Control: Controller believes conditions are met when they are not.
° Precondition: Preconditions appear fulfilled but are invalid.

o Timing: Action triggered prematurely due to incorrect sequencing.
° Input: Faulty or corrupted input data.

. Output: Feedback loop fails, reinforcing incorrect assumptions.

. Resource: Resource checks bypassed.

Guideword 2: Could the action fail to occur when required?
System-Level Causes:

. Controller logic: Missing fallback logic; authority conflicts prevent execution.

° Hardware/software: Signal path broken; protective interlocks block action.

° Operational context: Mode mismatch or degraded state disables expected response.
Underlying Causes (examples):

o Control: Controller does not recognize the need for action due to incorrect logic.
° Precondition: Required conditions not met.

o Timing: Action delayed beyond safe window.

. Input: Missing or invalid trigger signal.

° Output: No confirmation feedback, causing action to abort.

° Resource: Lack of power or actuator availability prevents execution.
Guideword 3: Could the action occur too early or too late?

System-Level Causes:

. Controller logic: Poor sequencing rules; lack of synchronization between controllers.
o Hardware/software: Latency in communication or processing delays.

. Operational context: Rapid changes in load or environmental conditions disrupt timing.
Underlying Causes (examples):

o Control: Incorrect timing logic or priority handling.

o Precondition: Conditions evaluated too soon or too late.

. Timing: Signal latency or delayed execution.

. Input: Early or late arrival of trigger signal.

. Output: Feedback delay prevents timely correction.

. Resource: Temporary resource unavailability during critical timing window.

Guideword 4: Could the action persist too long or stop too soon?
System-Level Causes:

. Controller logic: Missing termination criteria; incorrect persistence rules.
o Hardware/software: Feedback signal lost, preventing stop command.
o Operational context: Mode transitions not handled correctly.

Underlying Causes (examples):

. Control: No proper termination logic or override.
. Precondition: Conditions for stopping action not recognized.

18
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3.7.8.1

3.8
3.8.1

3.8.2

3.8.3

3.8.4

3.8.5

° Timing: Stop command delayed or missed.

. Input: Incorrect feedback signal indicating continuation.
. Output: Failure to confirm completion.

° Resource: Resource constraints force premature stop.

Once the information from the control system OEMs has been extracted from the information
exchange templates, it can be processed and analysed in a similar way to failure modes and
effects analysis. Use can be made of the familiar Single Failure Propagation Analysis
(SFPA) tables to document the effects of controller actions. Reference can be made to the
OCIMF DP FMEA Assurance Framework 2021 for an explanation of SFPA methods.

Note: Controller interactions significantly influence overall system behavior. Manually
propagating system-level effects from actions performed by controllers across multiple
operational modes can be challenging due to complexity or hard-to-identify interdependence
and interactions between controllers. If such challenges are encountered, methods such as
OEMs proven and assurable processes, Hardware-in-the-Loop (HIL) testing or other forms
of Model / Simulation Based Testing (M/SBT) can still be applied to resolve a particular
challenge.

EXAMPLES OF VERTICAL DEPENDENCIES

Vertical dependencies represent logical links between controllers that influence system
behavior across operational modes. These dependencies can involve command authority,
power management, protective functions, readiness signals, and conditional interactions.
Understanding and categorizing these dependencies is essential for DPSI analysis because
they determine how control actions propagate and affect system-level safety.

Sections 3.8.3 to 3.8.7 (A to E) below provide typical categories of systems and the types of
authority they exercise and accept.

A. Control and Authority Dependencies

. Thruster command and feedback from the DP Control System (DPCS)

. Mode selection (e.g., DP mode transitions: Auto, Joystick, Manual)

o Local / Remote control signals to the Power Management System (PMS)
. Controller authority transfer during degraded or fallback modes

o DP ready signal to DPCS

B. Power and Load Management Dependencies

. Power consumed and power available

. Load shedding — industrial mission loads from PMS

. Load-dependent start and stop

. Blackout recovery coordination between PMS and DP
. Load priority settings (DP vs. non-DP consumers)

C. Protective and Safety Functions

. Emergency shutdown

. Thrust reduction triggered by external system signals

. Circuit breaker status and inconsistency

. Protective overrides (e.g., thruster force limitation signals)
o Fault isolation and fallback logic
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3.8.6

3.8.7

3.9
3.9.1

D. Status and Readiness Signals

. Thruster phase feedback from PMS

. DP ready signal to DPCS

. Fault status propagation (alarms, degraded mode indicators)

° Synchronization signals for controller coordination

E. Interdependencies / Conditional Behaviours

. Load-dependent start and stop

o Mode selection affecting PMS logic

° Controller interactions during blackout recovery

° Dynamic constraints based on operational mode (e.g., thrust limits in power-saving
mode)

EXAMPLES OF CONTROL AUTHORITY

A comprehensive example of controller authorities can be found in the completed templates
in DNV-RP-0684, APPENDIX A, ‘Subsystem Information Sharing Templates’'.

20
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411

4.2
4.2.1

4.3
4.3.1

4.3.2

IMPLEMENTATION OF DPSI IN DP SYSTEM FMEA
EXECUTION SCHEDULE

RP-0684 provides useful information on the logistics of obtaining the controller authorities
and supporting information. This includes completed ‘information sharing templates’
containing examples which illustrate the information required. This process should be
followed as described in the RP.

The DPSI process should begin in parallel with the DP system FMEA and will ultimately be
integrated into it. The FMEA and DPSI are then delivered as single, integrated analysis
document, accompanied by a set of comprehensive proving trials addressing the combined
analysis.

COMBINED FMEA AND DPSI ANALYSIS

The outline process leading to inclusion of controller authorities and their effects in the DP
system FMEA is as follows (see also flowchart in APPENDIX F):

1. Obtain the completed information sharing templates of controller authorities from the
OEM and extract the relevant data.

2. Develop sketches showing the logical links over which the controllers exercise their
authority over each other and the DP system in general (see worked examples 1 and 2
in Appendices A and C).

3. Examine and document the effects of failures and invalid actions in the SFPA tables
used in the FMEA. These can be the same tables containing the failure modes. It may
be useful to identify horizontal and vertical dependencies.

4. Identify and categorize unacceptable outcomes / effects at the local, system and end
effect levels.

5. Liaise with OEMs and other stakeholders to determine and document how to address
unacceptable outcomes and develop mitigations, compensating provisions and
protective functions.

6. Develop a test program as part of the overall DP FMEA proving trials.

Notes:

. Although the process described above is similar to that used in FMEAs based on DNV
RP D102, the Redundancy Verification Table (RVT) process used in RP D102 is not
applied to information on vertical dependencies when integrating DPSI into FMEA.

° The findings / concerns categories to be used are those defined of the FMEA.

DEVELOPING A TEST PROGRAM

It is expected that most testing associated with vertical dependencies will be absorbed into
existing tests of the equipment associated with them. All incompatible or unsafe control
actions should have been identified and eliminated before the vessel is delivered.

Tests will be included to prove that controller actions which could impact the redundancy
concept have been comprehensively addressed and also prove the efficacy of associated
protective functions and any mitigations or other remedial work.

Such analysis and testing is an expectation of a comprehensive competently executed
quality FMEA and proving trials process, expanded and enhanced to include vertical
dependencies to make them visible and transparent.
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Ultimately, the effects of all control actions manifest themselves at the interface between the
control system and the equipment under control and it is at this point that testing can be
carried out. However, it is possible that some issues may require more sophisticated tools
such as simulation and Model Based Testing (MBT) or Software in the Loop (SIL) testing
etc. to establish an acceptable degree of confidence in single fault tolerance and station
keeping integrity.

Cooperation with the OEMs will be essential to address such issues. APPENDIX G provides
an example of how an issue that originated in the DPSI process is addressed in the DP
FMEA proving trials.
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5.1
511

5.2
5.2.1

CONCLUSIONS AND SUGGESTED IMPLEMENTATION STRATEGY
GENERAL CONCLUSIONS

DPSI is a relatively low burden verification and validation process that reduces the risk of
loss of position to levels lower than those achieved by DP system FMEAs currently delivered
without addressing vertical dependencies. It is an integral part of a comprehensive
verification and validation process for a DP system.

This TECHOP provides guidance on the practical application of DPSI as part of the overall
DP System FMEA. Although some of the vocabulary and concepts are novel, the process
will be familiar to DP FMEA practitioners. Particularly, those who routinely analyze DP
system functionality as part of the FMEA process.

The DPSI process enhances the value of a DP system FMEA by:

o Providing a model to identify, visualize and analyze vertical dependencies.

° Providing a framework and process to obtain the information required.

° Using analysis methods with which the DP community is already familiar.

. Extending the FMEA process to cover an even greater number of logical links.
° Including ‘invalid controller actions’ as a failure criterion.

° Extending the analysis of incompatible / inappropriate protective functions.

o Addressing a longstanding gap in the verification and validation process.

SUGGESTED IMPLEMENTATION STRATEGY

DP Vessel Technical Operators (VTOSs) or other stakeholders considering commissioning a
DP system FMEA or FMEA update should include the analysis of vertical dependencies in
the specification for the FMEA. The EBCV? process requires implementation and
incorporation of the DPSI analysis with the FMEA process.

Note: The challenges of incorporating DPSI as a requirement for existing vessels / existing
vessels undergoing an upgrade is understood and acknowledged. Notwithstanding the
limitations it is expected that the intent of DPSI can be achieved by following the process to
identify potential focus areas in order to develop and implement appropriate mitigations and
/ or compensating provisions.

It is expected that vessel’s undergoing an upgrade will implement the DPSI process for the
scope of the upgrade, and achieve the intent of DPSI on the existing system by the process
of identification and mitigation. Such an approach is expected to meet the requirements of
EBCVZ

TECHOP (D-15 - Rev1 - Feb 26) Application of DPSI - 02202628 - DRAFT 23



TECHOP

6 MISCELLANEOUS
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APPENDIX A WORKED EXAMPLE - 1
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AA1 BACKGROUND

A11 DP VESSEL AND INCIDENT BACKGROUND

A1.11 A diesel electric DP vessel has a thruster control topology as shown in Appendix A - Figure-
1. The vessel is operating with closed bus ties when it begins to experience intermittent
thrust prediction errors on its two stern thrusters. This condition continues unexplained and
becomes worse over time to the point where both stern thrusters unexpectedly trip and the
vessel loses position. Why did this happen?

DPCS
/ A
DPCS
HUB HUB
PMS PMS
B PMS NET A
MET A NET B
v TCS fe—
____,.--"'FJ T1 ‘-—-fx____________—
‘——_____-r ™
TCS | | __—
T2 |l
HUB |_—| HuB

"l TCS
T3

Appendix A - Figure-1 Control System Topology

Note: This example is loosely based on a combination of learnings from DP incidents. It is
not intended to represent any particular vessel or DP incident.
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A1.2
A1.21

A1.2.2

A1.23

A1.24

A.2

A.21
A21.1

A21.2

A213

INVESTIGATION RESULTS
The investigation revealed two main causal and contributory factors.

° A network storm in the network linking the two PMS controllers.

° An incompatibility between two protective functions, one in the local Thruster Control
Systems (TCS) and the other in the Power Management Systems (PMS).

Note: Either of these factors was capable of causing a loss of position incident on its own.

A network storm occurred on the single network connecting the two power management
system controllers (one for the port bus and one for the starboard bus). This storm prevented
both power management system controllers from reading the bus frequency correctly. The
bus frequency was interpreted by both controllers as being too low and this caused the
power management system to believe both buses of the power plant were overloaded. The
PMS controllers both responded to this condition by phasing back the large stern thrusters.
This alone was enough to cause RPM prediction errors, and the vessel began to lose
position slowly, but the situation was about to deteriorate.

The thruster controllers were designed to trip on a defined (large) command feedback
deviation. The designers provided this function to prevent a failure in the thruster controller
from commanding the thruster to full thrust (a dangerous and unacceptable failure mode).
However, the PMS also had an input to the thruster speed controller to override the DP
control system command when the power plant was in overload. When the PMS tried to
alleviate the perceived overload by phasing back the thrusters the protective function in each
of the stern controllers tripped the thrusters accelerating the loss of position.

The designers of the thruster control system were aware of this potential common mode
failure, and a function was provided to disable the internal protection trip called External
Thrust Reduction (ETR). This let the protection in the thruster controller know that the
deviation was caused by the PMS and not a thruster controller fault. This ETR input was
provided on each thruster controller, but it was never connected. This incompatibility was
not detected in the DP FMEA proving trials.

Note: There is a similar link between the PMS and the DP Control System that tells the DP
control system that thrust is being reduced by an external system. This link was connected.

ANALYSIS

WHAT HORIZONTAL AND VERTICAL DEPENDENCIES WERE PRESENT?

Horizontal: The common network connecting the port and starboard PMS controllers is a
horizontal dependency. A network storm at the common point caused the PMS controller in
each redundant DP equipment group to malfunction (unwarranted phase back). This
connection is active regardless of whether the bus ties are open or closed and thus the
repetitive action of trying to attend to the high level of network traffic is sufficient to cause
both controllers to slow to the point where they do not measure key power system
parameters (such as generator frequency) correctly.

Vertical: The vertical dependency was the power management system controller's phase
back input to the thruster controllers (the ‘power available’ signal). This is used by each
thruster controller as a protective function intended to ease the effects of a load step (an
overload condition is recognized by the presence of a severe dip in the bus frequency).
These conditions can occur on a generator trip. Unfortunately, in this design, the PMS power
available signal will create a command feedback deviation on each thruster when it operates
to reduce the effect of the DP control system command.

Thus, the PMS phase back function is incompatible with the TCS protection intended to
prevent a drive off by tripping the thruster on a command feedback deviation.

App A -2
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A21.4

A.2.2
A221

A222

A223

A224

Although the TCS protective function trip could be disabled automatically if the deviation
was caused by PMS phase back, the input for this function was not connected. Thus, the
TCS drive-off protection function could not account for the possibility that a command-
feedback deviation could occur simultaneously on both stern thrusters because of a
common PMS fault (the network storm) creating an apparent (false) overload (low bus
frequency).

INFLUENCES OF POWER SYSTEM CONFIGURATION

In the open bus configuration, the PMS operates as two independent controllers, one for
each bus. As such, eliminating the horizontal dependency (common mode failure associated
with the network storm) might have been sufficient to prevent the loss of position occurring
because it is less likely (but by no means impossible) that both halves of the power plant
could be in a genuine overload at the same time.

In the closed bus configuration (Appendix A - Figure-3), the power plant is operated as a
common power system. The PMS operates logically, as a single duty standby control
system. It sends a common power available calculation to each TCS.

In the closed bus configuration, it is more likely that a genuine, simultaneous, system-wide
overload could be encountered causing both stern thrusters to phase back and trip on the
command deviation protection (because the ETR status input was not hooked up).

Therefore, the station keeping integrity of this DP system design, in both of its intended
operating configurations, depends on the mitigation or elimination of both the horizontal and
vertical dependencies.
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Appendix A - Figure-2 Logical Links Open Bus Configuration (Symbolic)
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Appendix A - Figure-3 Logical Links Closed Bus Configuration (symbolic)

Note: These sketches only show a small number of the actual controller authorities for clarity
and to explain the process.

A.2.3 HOW WOULD THESE DEPENDENCIES BE DETECTED?

A.2.3.1 A network storm is a well-known failure mode for this type of horizontal dependency. It has
been responsible for a significant number of DP incidents. The DP FMEA provider would
normally have required a ‘network storm’ test to be carried out on the PMS with the vessel
operating on full auto DP. This test has a good chance of revealing the issues of unexpected
phase back and therefore the unexpected thruster trip. However, there are circumstances
where this might not reveal the issue. Thus, the probability of detecting the vulnerabilities
can be significantly improved by using DPSI.

A.2.3.2 How would the vertical dependencies have been detected, if not by the network storm test?
A DP FMEA provider would normally study the functionality of the PMS and TCS.

. The ability to phase back thrusters on power plant overload is normal functionality.
o Arranging for thrusters to trip on a command feedback deviation is less common.
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A234

A24
A241

A242

A243

A24.4

Note: The thruster trip could potentially be a valid protective function but only if the trip occurs
for a faulty thruster controller and not for a legitimate PMS action. Great care has to be taken
when designing protective functions that disable thrusters and generators. This can
introduce vulnerability to a common mode stimulus (a common mode failure).

A black box test of the phase back functions might have been sufficient to cause the
unexpected trip, but without knowledge of the algorithm used to trip the thrusters, the test
conditions might not reach the tripping point

Note: In this case, the function was not documented in the FDS for the thruster controller
and the inhibit from the PMS was never connected.

Itis in cases like this where the DPSI process can help to make the DP FMEA provider more
effective because it formalizes the information interchange and requires the OEMs to make
visible what actions / instructions each controller takes, gives and performs on itself and the
settings / parameters that trigger these actions. This knowledge allows the FMEA provider
to more easily identify the potential conflicts in the design of the protection system and the
incompatibility between PMS and TCS controller authorities. It also allows a better-defined
test to be created to prove any conclusions drawn from the analysis. Thus, there is less
reliance on blind testing alone.

SINGLE FAILURE PROPAGATION ANALYSIS

APPENDIX B contains the Single Failure Propagation Analysis (SFPA) Table for an
illustrative set of Horizontal and Vertical Dependencies. There are multiple opportunities in
the SFPA process to reveal the failure effects of common points associated with the PMS
network and the incompatibility in the protective functions in PMS and TCS provided it is
known that they exist. Three examples were used in the SFPA table to illustrate this:

. Thruster speed controller fails to full / excess speed.
. Network storm on network between controller A and B.
o 24Vdc System A failure.

However, the correct analysis depends on knowing what functionality is present and what
the logical links are between controllers. Improved transparency and visibility of logical links
and functionality in embedded software dependent controllers is one of the most significant
improvements provided by the DPSI process.

Two category A concerns are generated from the SFPA process and logged in the concerns
register for the closed bus and open bus configurations:

. Network Storm — ‘No protection against networks storms — Both PMS controllers
underread frequency in network storm conditions causing PMS to initiate phase back
and thus the TCS protection tripped both stern thrusters leading to loss of position.’

o 24Vdc System ‘A’ or ‘B’ Failure to OV - ‘Simultaneous loss of two generators causes
a severe underfrequency on a common bus. Thruster trip inhibit functions which
should activate on external thrust reduction appear not to be connected thus a loss of
position can occur.’

The issue is discussed with the Shipyard and the OEMs, and it is agreed to evaluate the
possibility that the PMS signals; Alarm text - ‘Thrust Reduced by External System’ — /O Tag
‘External Thrust Reduction (ETR)’, which are already provided to the DP control system
should also be provided to the TCS for each thruster as was originally intended by the
thruster control system manufacturer.

App A -6
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A245

A3

A.31
A3.1.1

A.3.2
A3.2.1

A3.2.2

A3.2.3

This modification does introduce new logical links and controller authorities that have to be
analyzed but this example terminates at this point having identified the vulnerabilities.

Note: This worked example is not intended as an example of a suitable mitigation for
unwanted thrust. There may be far more secure ways to achieve the same functionality. This
example is only used to illustrate the process of identifying the vulnerabilities.

CONCLUSIONS OF WORKED EXAMPLE -1

GENERAL CONCLUSIONS

The vertical dependency and associated incompatible protective functions represented a
potential common cause failure in open bus and closed bus configurations.

Note: In this case, the traditional DP FMEA process could have revealed the horizontal
dependency and its lack of fail-safe response (the network storm caused both PMS
controllers to malfunction). However, lack of information about the nature of the protective
functions may have been enough to ensure that the incompatibility in the TCS protection
was not uncovered by testing at DP FMEA proving trials (e.g., information on time delays,
magnitude of command feedback deviation, etc.).

REMEDIATION

The design of the power management system was modified to alarm and inhibit phase back
on loss of confidence in PMS measurements (e.g., loss of communications on the PMS
network due to network storm).

The — I/0 Tag ‘External Thrust Reduction (ETRY, was provided to the TCS for each thruster
to prevent them tripping on a phase back signal initiated to prevent overload as was originally
intend by the thruster manufacturer.

The protective function in the thruster control system was modified to trip the thruster only if
the deviation between command and feedback indicated that the thruster was producing
excess thrust, not insufficient thrust. The latter condition triggers an alarm but not a thruster
trip. The validity of this change was confirmed by DPSI and proven by validation testing.
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C.1 INCIDENT

cA11 VESSEL AND REDUNDANCY CONCEPT DESCRIPTION

C1.141 The DP vessel that is the subject of Worked Example 2 is a newbuild DP class 3 drillship.
The shipyard is acting as the integrator and issued the blank DPSI templates to the various
control system OEMs along with RP-0684 and a copy of this TECHOP. Kick-off meetings
were arranged in line with the management processes described in RP-0684.

C11.2 Completed templates received from the OEMs were passed to the DP system FMEA
provider for analysis and integration into the DP system FMEA. The FMEA provider reviewed
the submissions and mapped the controller authorities to identify any vertical dependencies
with the potential to defeat the redundancy concept as shown in Appendix C - Figure 1.

HMI

ESD «—— F&G

:\“’x INPUT
AUTHORITY
.
WATERMIST
RELEASED
QUTPUT

HMI ®| WATERMIST | — AUTHORITY

PLANT

Appendix C - Figure 1 Incompatible Controller Authority - ESD

C.113 A dependency of concern was identified within the interface between a fixed firefighting
system (water mist) and the Emergency Shutdown System (ESD) as shown in Appendix C
- Figure 1. See APPENDIX D for completed OEM information sharing templates for the
water mist and ESD systems.
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Appendix C - Figure 1 Interface Between Water Mist and ESD Systems

The water mist system is a centralized PLC based system located in a dedicated firefighting
equipment space covering both engine rooms and switchboard rooms. The ESD system is
a large integrated system with a dedicated controller interfaced to the power system through
separate I/O interfaces for each redundant DP equipment group.

The templates revealed the following critical information:

o The External Output Authority entry for the water mist system indicated that it could
signal to the ESD system that it had released water mist in the switchboard rooms and
engine rooms.

. The External Input Authority for the ESD system indicated that it would accept a
‘Water Mist Released’ signal into its Cause and Effects Matrix.

o The External Output Authority (C&E matrix) indicated that the ESD system would
stop and disconnect the generators supplying any switchboard room in which water
mist was released.

This arrangement is an example of a vertical dependency between the water mist system
and the ESD system. Such arrangements need careful analysis to confirm they are not
potential single point failures or common mode failures.

Note: This is also a clear example of a horizontal dependency through an external interface.
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Knowledge of this dependency caused the DP FMEA provider to categorize the water mist
controller as a common point spanning all redundant DP equipment groups. A two-pronged
approach was taken:

1. The design and functionality of the water mist system was analyzed to determine if
there was a possibility for a malfunction to indicate that water mist had been released
in more than one redundant DP equipment group.

2. The design and functionality of the ESD system was analyzed to determine whether
there was any possibility for a malfunction to falsely indicate that that water mist has
been released in more than one redundant DP equipment group.

The analysis of the ESD system revealed no common mode failure that could cause false
indication of a fire related condition in more than one redundant DP equipment group or
spurious activation of more than a single generator shutdown. However, analysis of the
water mist control system design revealed that there was a single point failure that could
cause false indication of water mist release in more than one switchboard room. Water mist
was not actually released but there is indication of release. Because of the vertical
dependency between water mist and ESD, this single point failure would cause the ESD
system to shut down the entire power system (blackout).

The design feature that gave rise to unacceptable consequences (failure effects) was the
so-called ‘fail safe’ condition of the PLC I/O.

Digital outputs to the ESD system using dry contact relays that were in the deenergized state
(Logic 0) when the water mist release was indicated (by flow switches) but held energized
(Logic 1) during normal conditions. In simple terms, the watermist system used “normally
closed” contacts on its outputs. Thus, loss of control power would result in false detection of
water mist release.

The water mist indication would also default to the ‘released’ condition on loss of power to
the PLC but the OEM had provided for two 120Vac control supplies to feed individual ac-to-
dc power supplies and a common battery backup. Unfortunately, this arrangement did not
prevent a fault in the battery system from causing the PLC power to fail and the 1/0 to change
state.

In addition to this DPSI finding, the analysis performed to determine the possible effects of
fire and flooding revealed that fire in the compartment containing the water mist system
could apply faults to the cables for port and starboard water mist released signals, mimicking
closure of the normally closed contacts. Thus, there were two possible ways in which the
same failure effects could manifest themselves.

The Single Failure Propagation Analysis (prior to remediation of the category A concerns) is
given in APPENDIX E.

CONCLUSIONS OF WORKED EXAMPLE - 2

GENERAL CONCLUSIONS

The vertical dependency was created could be categorized as an incompatible choice of
fail-safe conditions on the water mist to ESD system interface. This arrangement had the
potential to cause a full blackout if the water mist system suffered an internal power system
fault (common point connecting battery with the PSUs supplies from the two 120Vac control
power sources).

A horizontal dependency created by the effects of fire and flooding was also identified and
rectified.
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C.2.2 REMEDIATION

c.2.21 The issues associated with the horizontal and vertical dependencies were resolved in the
DP system FMEA by:

. Horizontal - Adding line monitoring between the water mist system and the ESD 1/0O
to prevent the effects of fire indicating a false water mist release associated with the
effects of line faults and the effects of fire and flooding.

. Vertical - Changing the fail-safe condition of the water mist I/O by using “Normally
Open” contacts which close to indicate water mist has been released.
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APPENDIX D INFORMATION SHARING TEMPLATES

Note: The embedded guidance in the first column of the information sharing templates has been moved
to the end of the tables in this worked example for clarity and to reduce the space required to present
the entries provided by the OEMSs.

Appendix D TECHOP (D-15 - Rev1 - Feb 26) Application of DPSI - 02202628 - DRAFT



TECHOP

D.1

WATERMIST SYSTEM

Information Sharing Template
Target Controller: Water Mist Firefighting System Controller

Revision:

Rev. A

Date:

08.04.2025

Info. element

OEM Description

and configuration. It

The Super Drench Watermist-Flexiform system is a centralized firefighting system that can be adapted to any vessel type
consists of pumps, pipework, nozzles, sensors and controls with HMI.

Vendor Super Drench

Type Watermist-Flexiform 2000

High level main | Control the release of water mist spray into a selected compartment / firefighting zone under the
function direction of an operator

Redundancy Port Power System & Starboard Power System

groups

controlled

Power supply
arrangement

The Flexiform unit takes two 480V power feeds for its pumps and 120V UPS power for its control and
monitoring units. Each 480V power source and UPS is supplied from a different redundant DP

equipment group.

Interfaces (with
other
systems/contro
llers)

Who

Type of Interface

Port 480V Switchboard

480V 3 Phase 60Hz 32A Power Supply

Stbd 480V Switchboard

480V 3 Phase 60Hz 32A Power Supply

120V UPS A

120V 1 Phase 60Hz 10A Power supply

120V UPS B

120V 1 Phase 60Hz 10A Power supply

ESD Field Station FS55

2 x Digital Input to ESD (“Normally Closed” Contacts): one for Port
and one for Stbd

Redundancy Concept

(The template shall not be populated unless a vessel specific DP philosophy document is received.)

The vessel
specific DP
philosophy
document has
been received.

Doc.no. and
revision are as
identified here.

Yes: v’ No:
Document No. RCPD - R001
Revision: D

Specify answer here:

YES, it is aligned — The RCPD is a two-way split and the water mist system has been configured

accordingly.

Redundancy
grouping as
specified in
RCPD.

Describe how the system relates to the DP redundancy grouping. Port and Starboard two supplies
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Information Sharing Template

Target Controller: Water Mist Firefighting System Controller

Controllers' Authority and Dependencies

Guidance on completion at end of template

External Input

External Controllers

Target Controller

Authority .
Who - Why What (Input) How (Execution)
None N/A N/A
Autonomy External Influences Target Controller
Authority " :
Why What (Condition) How (Execution)
Fail Safe Condition PLC Failure D/O NC contact goes to de-
energized state (Closed)
External External Controller/ Target Controller
Output Equipment 9
Authority .
Who What (Output) How- Why (Execution)
ESD FS 55 WM Released Indication Port NC contact closes for WM
released
ESD FS 55 WM Release Indication Stbd NC contact closes for WM
released
ESD FS 55 PLC Fault Indication NC contact closes to indicate
fault
Supporting Documentation
Document Included (Y/N)
Sub-system FMEA (if available) NO
1/0O list (if incomplete, submit current revision followed by final I/O N/A but 3 I/0 lines as per output
list upon completion) authority
This 1/0O list should include (inter alia):
e  Description
e Tagname
Supporting e  Signal source

documentation
to be delivered
to the FMEA
vendor
together with
the template.

e  Signal type and units

e  Scaling & Precision

. Update rate

e  Source of excitation

e  Galvanic isolation

e  Ground reference,

e  Acceptable range when in service

e Which signal(s) indicates that the alarms and actions
associated with this signal are to be inhibited or parameters
adjusted / modified based on mode for example.

N/A but 3 I/O lines as per output
authority

Functional description including system block diagram Attached
Electrical schematics including power supply arrangement Attached
Hydraulic schematics, when relevant Attached
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Information Sharing Template
Target Controller: Water Mist Firefighting System Controller

Additional Concerns Related to Integration

Possible input: Integrator should be aware that all digital outputs are based on normally closed contacts that are
maintained energized (open) in normal operations (no fire). They are designed to go to the closed
position on loss of power or internal failure. The unit has two control power supplies with internal
battery backup.

Limitations and
assumptions

Questions to other
parties
Uncertainties
Prerequisites

The field shall not
be used to make
reservations.

Guidance on Redundancy Concept

Is your design aligned with the vessel specific DP Philosophy?

Please specify answer in terms of:

Yes - It is aligned and explain how it is aligned.

No - The conflict shall be specified and raised with DP system integration responsible.
Unsure - The uncertainty shall be specified and raised with DP system integration responsible.
Typical failure modes to consider:

. Complete loss of function

e  Degraded function / output

. Spurious operation

e  Other?

References to other documentation are not sufficient, a description must be provided.

Note* - The spurious action could originate from the single controller, commonalities in input sensor 1/0O unit, or
commonalities in the output actuator 1/O unit. The actual arrangement with regard to this shall be described in a manner
that allows its influence of spurious activation on the DP redundancy group level. (Acceptance criteria

for spurious failures may be project specific.)
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Information Sharing Template

Target Controller: Water Mist Firefighting System Controller

Guidance on Controller Authority

External input authority
(interaction/dependencies)

Who & Why: Shall describe which
controller executes input authority and
why.

What: Shall describe the input
command or the action affecting the
target controller external output
authority.

How: Shall describe how the input
command is achieved. For shutdown
and limitation functions, relevant
setpoints, the logic behind them and
details of how the function is intended
to work shall be described.

Main functions: (normal operator
operation) related to DPC, manual
levers and I1JS can be omitted when
these are provided in their standard
form. In case they are not standard
implementations, they shall be
added/included.

Autonomy authority
(self-protection/ system protection)

In relation to autonomy authority,
system protection is what the target
controller does to itself to provide
system protection. What it does to
others to provide system protection is
considered to be part of the external
output authority (see below).

Why: Normally equipment or self-
protection or system protection.

What: External conditions to be
protected against or which do not allow
for continued operation.

How: The self-protection or system
protection is executed. For shutdown
and limitation functions, relevant
setpoints, the logic behind them and
details of how the function is intended
to work shall be described.

Note: System behavior in relation to
voltage and frequency failure may be
dependent on functions in equipment
not part of OEM delivery. In such case
the OEM must communicate with
relevant party to be able to populate
the template with the relevant
information. An example of this would
be under voltage trip delays in motor
starters efc.

External output authority
(interaction/ dependencies)
Who: Shall describe which controller
received output command.

What: Shall describe the output
command.

How & Why: Shall describe how and
why the output authority is executed.
For shutdown and limitation functions,
relevant setpoints, the logic behind
them and details of how the function

is intended to work shall be described.
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D.2

ESD SYSTEM

Information Sharing Template
Target Controller: Emergency Shutdown System (ESD)

Revision: Rev.1
Date: 11.04.2025
Information OEM Description
element
Basic information
Vendor Caledonian Safety Systems
Type Suppressor 5001
High level To activate the relevant ESD level according to the Cause and Effects matrix. E.g., to shut down
main function | designated power consumers and close ventilation (to mitigate fire and explosion).
Redundancy | Group A Switchboard, Generators 1 & 3
groups
controlled Group B Switchboard, Generators 2 & 4

Power supply

ESD FS 55 controller from ESD UPS

arrangement
Who Type of Interface
Generator engine controllers Digital output
Interfaces directly to switchboard relay Digital outout
Interfaces logic for circuit breaker o P
(with other
systems/cont | Fire and Gas system Serial Link
rollers)

Fire dampers and fans Digital outputs

Rig Savers Digital outputs

Water Mist System Digital inputs

(The template

Redundancy Concept
shall not be populated unless a vessel specific DP philosophy document is received.)

The vessel Yes: X No:

specific DP

philosophy Document No. 1130641

document has

been received. Revision: B

Is your design Yes: X No: Unsure:

aligned with the
vessel specific
DP Philosophy?

There is a common ESD controller but each redundant DP equipment groups has its own I/O interface.
There is a single UPS for the controller, but separate I/O cards are provided for each redundant DP
equipment group. Outputs fail ‘safe’ on loss of UPS power.

Loss of power - All actuators remain as set, no loss of DP capability.

Spurious operation - A single failure associated with spurious operation of one 1/0 card — Each 1/O card
is associated with one DP redundancy group. Failures of any type do not result in loss of more than
one redundant DP equipment group. The unit is type approved and complies with relevant class rules
and safety industry standards (attached) for safety shut down equipment in the development of
software for the same.

No single failure will cause all fire dampers to close and ventilation to stop. Complete loss of function
causes systems to remain as set.

Software verification and validation has confirmed there is no possibility of a spurious operations
affecting more than one redundant DP equipment group. Evidence attached.
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Information Sharing Template
Target Controller: Emergency Shutdown System (ESD)
Redundancy e  Switchboard A, DG1, DG3 and one set of fire dampers and ventilation fans controlled by ESD I/O
grouping as Card A, Input from Water Mist System Port
specified in e  Switchboard B, DG2 DG4 and one set of fire dampers and ventilation fans controlled by ESD,
DPDP. Input from Water Mist System Starboard.
Controllers’ Authority and Dependencies
External External Controllers Target Controller
Input -
Authorit Who - Why What (Input) How (Execution)
Stop signals sent to
engines and trip signals
F&G controller - Confirmed fire or gas Shutdown signal - F&G serial sent to generator circuit
detected link breakers, fans, and fire
dampers
) Stop signals sent to
\gaterl Mist Released Port engines and trip signals
e Igna sent to generator circuit
Water Mist Fire Fighting System Water Mist Released Stbd breakers. fans, and fire
Signal dampers
Stop signals sent to
Shutdown signal - Manual eng;r:es and trt|p S|gna!ts
Operator Operation at local and central sent to generator circul
control panels breakers, fans, and fire
dampers
Autonomy External Influences Target Controller
Authority
(self- Why What (Condition) How (Execution)
protection/ None None None
system
protection)
External Controller / Equipment Target Controller
Who What (Output) How - Why (Execution)
Switchboard control logic Generator circuit breaker trip Digital output - open circuit
signal breaker
External Engine controllers Generator engines stop signal. | Digital output - stop engine
Output 9 9 p signal. ¢} p p engine.
Authority
Fire dampers Closing signal Digital output - close
damper
Ventilation fans Closing signal Digital output - stop fan
Rig saver Closing signal Digital output - close rig
saver
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Information Sharing Template
Target Controller: Emergency Shutdown System (ESD)

Supporting Documentation

Document Included (Y/N)
Subsystem FMEA (if available) Y
1/0O list (If incomplete submit current revision followed by final 1/0 list
upon completion)
This 1/0 list should include (inter alia):
. Description
. e  Tagname
Supporting .
documentatio | *  Signal source
nto be e  Signal type and units
delivered to e  Scaling & Precision v
the FMEA e  Update rate
vendor _—
together with e  Source of excitation
the template. e  Galvanicisolation
e  Ground reference,
e Acceptable range when in service
e  Which signal(s) indicates that the alarms and actions associated
with this signal are to be inhibited or parameters adjusted /
modified based on mode for example.
Functional description including system block diagram Y
Electrical schematics including power supply arrangement Y

Additional Concerns Related to Integration

Possible input: None

e Limitations and
assumptions

e Questionsto
other parties

¢ Uncertainties
¢ Prerequisites

e Thefield shall
not be used to
make
reservations.

Guidance on Redundancy Concept

Is your design aligned with the vessel specific DP Philosophy?

Please specify answer in terms of:

Yes - It is aligned and explain how it is aligned.

No - The conflict shall be specified and raised with DP system integration responsible.
Unsure - The uncertainty shall be specified and raised with DP system integration responsible.
Typical failure modes to consider:

e  Complete loss of function

e  Degraded function / output

. Spurious operation

e  Other?

References to other documentation are not sufficient, a description must be provided.

Note* - The spurious action could originate from the single controller, commonalities in input sensor 1/O unit, or
commonalities in the output actuator 1/O unit. The actual arrangement with regard to this shall be described in a manner
that illustrate its influence on spurious activation on the DP redundancy group level. (Acceptance criteria

for spurious failures may be project specific.)
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Information Sharing Template

Target Controller: Emergency Shutdown System (ESD)

Guidance on Controller Authority

External input authority
(interaction/ dependencies)

Who & Why: Shall describe which
controller executes input authority
and why.

What: Shall describe the input
command or the action affecting
the target controller external
output authority.

How: Shall describe how the input
command is achieved. For
shutdown and limitation functions,
relevant setpoints, the logic
behind them and details of how
the function is intended to work
shall be described.

Autonomy authority (self-protection/
system protection)

In relation to autonomy authority, system
protection is what the target controller
does to itself to provide system
protection.

What it does to others to provide system
protection is considered to be part of the
external

output authority (see below).

Why: Normally equipment or self-
protection or system protection.

What: External conditions to be protected
against or which do not allow for
continued operation.

How: The self- protection or system
protection is executed. For shutdown
and limitation functions, relevant
setpoints, the logic behind them and
details of how the function is intended to
work shall be described.

Note: System behavior in relation to
voltage and frequency failure may be
dependent on functions in equipment not
part of OEM delivery. In such case the
OEM must communicate with relevant
party to be able to populate the template
with the relevant information. An example
of this would be under voltage trip delays
in motor starters efc.

External output authority (interaction/
dependencies)

Who: Shall describe which controller
received output command.

What: Shall describe the output
command.

How & Why: Shall describe how and why
the output authority is executed. For
shutdown and limitation functions,
relevant setpoints, the logic behind them
and details of how the function is
intended to work shall be described.
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APPENDIX E SFPA FOR EXAMPLE - 2

Appendix E TECHOP (D-15 - Rev1 - Feb 26) Application of DPSI - 02202628 - DRAFT



TECHOP

Open Bus Configuration — 4 Generators Online - All Thrusters Connected (Prior to Remediation)

shows indication of
watermist released
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short crcu inoperative Watermist FiFi change in status failure, provision for this heading N/A this failure
state but Power supply from the Watermist electrical fault | failure mode effect is
Watermist EiEi watermist system as release of | in power (Category A unaccentable so
released watermist into both | supply concerns has been A High ptat ]
System N system design will
status outputs the port and components raised) require
to ESD fail to starboard modification
the closed switchboard rooms )
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generator offline
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APPENDIX F INTEGRATION OF DPSI PROCESS AND FINDINGS INTO
THE DP SYSTEM FMEA
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( START )

RECEIVE INFORMATION
SHARING TEMPLATES (IST)
FROM INTEGRATOR

REVIEW IST AND
CONSTRUCT CONTROLLER
AUTHORITY DIAGRAMS

REVIEW CONTROLLER
AUTHORITY DIAGRAMS
FROMEVIDENCE OF
INCOMPATIBILITIES WITH
UNACCEPTABLE
OUTCOMES

RAISE ISSUE WITH
INCOMPATIBILE YES SHAREHOLDERS
WITH DPRC ? THROUGH
INTEGRATOR

Findings / Concerns categories for vertical dependencies
NO are categorized in the same way as for horizontal
dependencies, by their severity in relation to the
Worst Case Failure Design Intent

INCLUDE DISCUSSION OF Preliminary FMEAS
VERTICAL DEPENDENCIES .
IN APPROPRIATE may be published
SECTIONS OF FMEA ‘(’1”' '”gom‘?a ol |
NARRATIVE AND IN dependencies unti
SFPA TABLES issues are resolved

INCLUDE RELEVANT TESTS
IN DP FMEA PROVING
TRIALS
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APPENDIX G ADDING DPSI RELATED TESTING TO DP FMEA
PROVING TRIALS
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GA1

G111
G.1.1.1

G.1.1.2

G113

G.1.2
G.1.21

G.1.3
G.1.3.1

ADDITION TO FMEA PROVING TRIALS

EXAMPLE OF TESTING A VERTICAL DEPENDENCY

In this example, the analysis of the Information Sharing Templates has revealed the
following about a DP vessel with a diesel electric power plant intending to operate with its
busties closed:

. The load shedding controller within the Power Management System has external
control authority over each thruster control system. This analogue 4-20mA control link
is used to reduce thruster speed order when the power plant is overloaded.

° The speed controller in the Thruster Control System has Autonomy Authority in the
form of a protective function designed to shut down the thruster drive on detection of
a significant DP speed command to propellor speed feedback deviation. This takes
the form of a normally open digital output to the thruster drive (in parallel with the
emergency stop contact). The purpose of this protective function is to prevent a faulty
thruster control system causing a drive off.

The FMEA practitioner has analysed this arrangement and concluded that there is a
possibility for loss of multiple thrusters in the event that the PMS issues a thrust reduction
order because such an order will have the unintended consequence of creating a speed
command and feedback deviation that triggers the thruster control system to shut down the
thruster drives rather than just reducing the thruster speed.

The FMEA practitioner advised the PMS provider and the Thruster Control System provider
of such a possibility through the Integrator, and it was agreed that the PMS would be
modified to issue a sperate ‘Thrust Reduction Active’ command to the thruster control
system and the DP control systems.

o The signal to the Thruster Control System from the PMS would be used to inhibit the
thruster drive trip on detection of speed command / feedback deviation when it is
initiated by the PMS (and not caused by a faulty thruster control system).

. The signal to the DP control system was used to advise the DPO and the DP control
system that the PMS was performing thrust reduction on that thruster.

Note: The PMS speed reduction signal and DP speed command are separate inputs to the
thruster drive.
PROVING THE PROTECTIVE FUNCTION

The PMS and TCS manufacturers conducted their own internal tests to ensure there was a
high level of confidence that the modifications would operate effectively on demand. The
PMS trials in the DP FMEA proving trials were updated to include tests to prove the efficacy
of the modified protective function and make reference to the alarms and indications that
confirm:

. The revised thrust reduction system was working properly.

. The thruster control system and DP control system respond appropriately.

Note: A separate test was done to prove the thruster drive trip on command feedback
deviation was functioning correctly.

EXAMPLE TEST SHEET

The example test sheet below is intended to illustrate how an incompatible vertical
dependency, that was detected in the DPSI process and remedied by the PMS and TCS
OEMS, was incorporated in the DP FMEA trials program.
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Note: This is only an example. It has been provided as an illustration. It is expected that vessel specific
test sheets will be developed reflecting the design choices implemented.

EQUIPMENT SUB-SYSTEM: POWER MANAGEMENT SYSTEM

Test No 1: Load Reduction by PMS on Occurrence of Insufficient Generating Capacity

FMEA 4.3.7.1
Reference:

Objective: This is a test of the Protective Function in the PMS and TCS intended to verify that the thruster drive
phase back (in response to bus overload) is effective in preventing blackout and that:

e The expected alarms are provided to the DPO.
e The DP control system is advised that PMS thrust reduction is active.

e No thrusters or generators trip.

Method: With vessel configured for full auto DP, closed ring bus configuration, all thrusters running and selected
to DP, two DGs online, no standby DGs available. Record trends of thruster speed, bus load and
frequency on the VMS.

1. Take two thrusters into manual control. Use thrusters in opposition to increase load on online generators to

65%.

2. When load is steady, trip one diesel generator (DG1) and observe that the PMS reduces the thrust demand to

prevent the remaining generator from over loading. No thrusters should trip - Record alarms and indications.

3. Repeat using two different thrusters in opposition and DG(4) to create the load to confirm effective thrust

reduction.

Expected Results

1. Bus load steady at 65%.

2. PMS reduces the thrust demand to prevent the remaining generator from overloading. For each thruster:
e Alarms from PMS on DP control system ‘Thrust Reduced by External Systems’.

e Alarm on PMS ‘Thruster trip on command feedback deviation inhibited’.

3. As for 1 and 2.

Results:

1. Power plant stable at 65% bus load.

2. Remaining Generator (DG2) continues to operate - load just below 100%.

Alarms on DP control system ‘Thrust Reduced by External Systems’ for thrusters 1 to 6.

Alarm on PMS ‘Thruster trip on command feedback deviation inhibited’ for thrusters 1 to 6.
3. Remaining Generator (DG4) continues to operate - load just below 100%.

Alarms on DP control system ‘Thrust Reduced by External Systems’ for thrusters 1 to 6.

Alarm on PMS ‘Thruster trip on command feedback deviation inhibited’ for thrusters 1 to 6.

Comments: Trends of thruster speed, bus load and frequency attached

Notes:

1. PMS thruster reduction function operates in DP and manual thruster control modes, but the test is repeated with two
other thrusters creating the load to improve confidence the function works properly in DP mode on all thrusters.

2.  An inhibit has been provided from the PMS to the TCS to prevent the command / feedback deviation function in the
thruster drive from tripping the thruster on a PMS load reduction. Lack of this inhibit was detected by the DPSI analysis
and included as a modification. This test is supplemental to OEM testing.

3. Some position excursion can be anticipated as this is a test of a thrust reduction function.

Witnessed by: Kai Barclay (DP Surveyor) Date: 18 Feb 2026
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