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Abstract

Recent DP event investigations by OneStep Power reveal a critical issue: recent blackouts on DP vessels
predominantly stem from inadequate Management of Change practices rather than technical failures alone.
This paper delves into the technical intricacies behind these incidents, highlighting the misconception that
Management of Change is merely a bureaucratic exercise, rather than a pivotal risk mitigation tool.

With the evolving complexity of power systems, encompassing power, battery, and energy management,
the significance of robust Management of Change becomes more pronounced. Notably, incidents
investigated often originate from system upgrades deemed inconsequential by OEMs, exacerbated by client
pressures for expedited contract commencement.

To enhance safety and environmental stewardship, the industry must recalibrate its approach to
Management of Change, shifting from blind trust in vendors to a rigorous "trust but verify" ethos. OEM
oversight, while well-intentioned, can overlook critical operational nuances, necessitating a holistic
understanding of DP operations.

This paper advocates for a proactive risk assessment approach within Management of Change, considering
the interconnectedness of vessel systems. By prioritizing thorough validation and verification processes,
the likelihood of unforeseen incidents can be significantly mitigated, safeguarding personnel, environment,
and industry reputation.

In essence, effective Management of Change transcends paperwork; it emerges as a proactive risk
management tool, indispensable in ensuring the reliability and safety of DP operations amidst evolving
technological landscapes.
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Abbreviation / Definition

Acronym Definition

ABS American Bureau of Shipping

CRF Change Request Form

DP Dynamically Positioned or Dynamic Positioning
IMCA International Marine Contractors Association
IMO International Maritime Organization

ISM International Safety Management [Code]

MOC Management of Change

OEM Original Equipment Manufacturer

PSM Process Safety Management

UPS Uninterruptible Power Supply
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Introduction

During the investigation of several incidents in the past 12 months, the Authors have concluded that
weaknesses in the management of change protocols in use in the DP sector have been a key contributory
factor to several incidents. This paper aims to provide information and resources for strengthening
management of change processes and to raise awareness of how change can impact DP operations.
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What is Management of Change
Change Management vs. Management of Change

“Management of change is technical, while change management is about people.” (Berube, 2012)

Change Management is a leadership-driven exercise designed to deploy organizational change. While
change management may be an important part of a vessel’s lifecycle, it is not a day-to-day operational tool.
Generally, change management is used when widespread organizational change is required. Examples of
changes that may require management include:

1. Fleet or vessel acquisition

2. Substantial changes to Management Systems

3. Reorganizations

Management of Change (MOC) on the other hand, should be considered a day-to-day tool to be used by all
members of an organization when implementing any changes to established systems or protocols.
According to Altomote, “MOC aims to ensure that any changes are managed in a systematic way to
minimize risk and maximize benefits. Performing this practice also provides organizations an assurance
that proposed changes are thoroughly evaluated, properly planned, and consider people’s safety before they
are fully implemented.” (Altomonte, 2023).

Paoletta, in his 2020 article on upstream refinery safety, outlines the following tasks that should involve the
MOC toolkit.
e “Addition of new process equipment or critical business system (including software)
“Not in Kind” replacement of process equipment or parts
e Modifications or minor additions to process equipment
e Modifications or minor additions to infrastructure / non-process equipment
e Changes to process control and/or instrumentation
e Changes in critical process parameter operating limits
o Alterations to safety systems (interlocks, shutdowns, fire or explosion suppression, etc)
e Revisions to standard operating procedures (including emergency procedures)
e Changes in site-level organizational structure
e Changes to maintenance procedures
e Changes in raw material/component specifications or sourcing
e Alterations or new connections to utility systems (air, electrical, gas, water, steam, etc).
e Changes to QA procedures or critical test equipment” (Paoletta, 2020)

Paoletta also provides examples of changes often overlooked as needing an MOC, including:
“Installing a control valve bypass

e Changes to an alarm set point

e Changes to materials of construction

e Procedures for installing a new type of relief device

e Changes to a control room located within a PSM covered process unit”

While these examples are from a land-based industry, they directly translate to the offshore Dynamic
Positioning (DP) sector.
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The Management of Change Process

Many different MOC processes exist across various industries and organizations. While these processes
may differ in their specific nuances and steps, they generally share a common framework and core activities.
The fundamental aspects of MOC typically include:

o Identifying the proposed change
Assessing its potential impacts and risks
Planning for implementation
Obtaining necessary approvals
Communicating the change to relevant stakeholders
Executing the change

e Conducting post-implementation review.
Despite variations in terminology or the order of steps, most MOC systems aim to ensure that changes are
thoroughly evaluated, carefully planned, and safely implemented. This consistency in core principles allows
organizations to adapt MOC processes to their specific needs while maintaining the essential elements that
make the system effective in managing risks associated with technical changes.
As with many other industries, there are no specific rules regarding MOC in DP operations and no singularly
accepted process, nor should there be. However, It is generally accepted that ISM Elements 7 and 11
indicate that management of change is required. Organizations complying with ISO-9001 will also be
required to maintain an MOC process.

Examples of MOC guidance from marine industry bodies include:
e ABS Guidance Notes on Management of Change for the Marine and Offshore Industries 2013
e IMCA Guidelines for management of change 2024

ABS Guidance Note IMCA Guideline

1. Initial Review 1. Identifying the Requirement for Change

2. Senior Review 2. Assess Impact of Change

3. Detailed Risk Assessment 3. Validate Change Actions and Approve

4. Approval 4. Plan Change

5. Implementation 5. Implement Change

6. Verification and Closeout 6. Record Change
7. Tracking and Verification of Change Actions
8. Restore the Original Situation (if temporary)
9. Lessons Learnt

These two examples highlight that while there can be differences in the implementation of an MOC process,
the core purpose remains the same.

The MOC process is generally formalized using a Change Request Form (CRF) or similar. The CRF should
step through each stage of the change, including the initial justification of the change, the assessment of the
impacts, and the implementation phase prior to a closeout review. A register of changes is recommended
in most guidance, which tracks the status of the changes and provides a reference for personnel to
understand changes since their last time aboard.

The MTS DP Committee has released guidance that is also relevant to MOC:
From MTS DP Operations Guidance Part 2 Appendix 1 — MODU (Rev3 - Apr21):
“Post Modification/ Upgrade DP Trials
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1t is essential to ensure that any modification, change or upgrade to the DP system is fully tested and that
the vessel’s redundancy concept has not been affected. Testing should follow on from a detailed FMEA type
analysis of the change which should be fully documented.”

And from MTS DP Vessel Design Philosophy Document - Part II:

“6.1 REQUIREMENTS FOR MOC

6.1.1 A robust Management of Change Process should be established at the concept phase, implemented
systematically and followed diligently throughout the Project life cycle. ... Any changes to the redundancy
concept should be subjected to the MOC process.”
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Observed MOC Process Weaknesses

Over the past few years, the authors have been involved in analysis and fault-finding activities aboard
several DP vessels. A recurring theme in many of these incidents is that they could have been avoided or
mitigated with better change management processes. Based on these observations, five common
weaknesses in the Management of Change (MOC) procedures within the DP industry were identified.
Addressing these issues could significantly enhance operational safety and efficiency.

1. Over-reliance on Change Request Forms (CRF)
Many organizations place excessive emphasis on the Change Request Form as the primary element of the
MOC process. However, they often fail to develop strong connections to crucial supporting processes,
including:
- Risk assessment
- Document control
- Management review
- Personnel training
- Post-change verification and evaluation

This narrow focus can significantly undermine the effectiveness of the overall MOC process, leaving
critical aspects of MOC overlooked. Moreover, this over-reliance on the change request form may instill a
feeling among crew members that the MOC process is a paperwork exercise, rather than a crucial safety
and operational procedure.

2. Exclusion of OEM Changes

A concerning trend observed in several vessel owner MOC processes is the exclusion of Original
Equipment Manufacturer (OEM) changes. This exclusion is often based on the assumption that the OEM
has thoroughly assessed the change and is best positioned to determine its implementation. However, this
belief fails to account for:

- The complexity of modern vessels and their industrial mission

- Cumulative changes made post-construction

- Potential interactions with vessel-specific systems and operations

This exclusion can lead to unforeseen complications and risks, particularly at the interfaces between the
OEM and other systems.

3. Inadequate Personnel Communication

Communication gaps, particularly between crew rotations, have been identified as a significant weakness.
These gaps typically occur:

- Between the crew present during change implementation and the incoming replacement crew

- Among crews of sister ships

Insufficient depth in communication can result in crew members lacking crucial information about new
vessel arrangements. This information deficit may lead to incorrect actions during critical event responses.

4. Outdated Documentation

The problem of inadequate communication is often exacerbated by outdated documentation. When vessel
documents fail to reflect recent changes accurately, it compounds the risk of misunderstandings and
improper operations. This could be either failing to update documents altogether or failing to update the
dependent documents such as DP FMEA, ASOG, Crew emergency procedures, etc.
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5. Lack of Post-Implementation Validation & Review

Some vessel owner MOC processes have been observed to exclude a review cycle for implemented updates
as part of the close-out process. This can result in:

- Missing small indicators that could potentially lead to larger negative impacts

- Failure to capture lessons learned from the change process

- Missed opportunities for continuous improvement in change management

These weaknesses in MOC processes highlight the need for a more comprehensive, communicative, and
cyclical approach to change management in maritime operations. Addressing these issues may have a direct
impact on the goal of predictable and safe DP operations.

Cumulative Changes: Normalization of Deviance

Over the life of an asset, changes are inevitable and accumulate. If these changes are not well-managed,
their collective impact may not be fully understood, potentially leading to unpredictable outcomes. As the
poorly controlled system gradually deviates from the original design, minor departures from initial design
philosophy become the norm.

“Normalisation of deviance is the process where what was unacceptable gradually becomes acceptable
over time in the absence of failures.” (Hey, 2024)

“Normalization of Deviance” is a term used to describe the cognitive bias that develops after an expected
standard has been temporarily compromised with no negative impact. According to Furst, the concept was
initially developed by Diane Vaughan in her study of the space shuttle Challenger accident. Furst (2021)
describes it as:

“Normalization of deviance is a phenomenon by which individuals, groups or organizations come to accept
a lower standard of performance until that lower standard becomes the "norm" for them. This phenomenon
usually occurs when individuals, groups or organizations are under pressure to meet schedule
requirements, conform to budgetary considerations or deliver on a promise, while adhering to expected
standards or prescribed procedures. Faced with a situation in which relaxing the standards or procedures
gets the "job done,"” they decide to utilize lower standards or less robust procedures with the expectation
that when things get back to "normal," they will go back to utilizing the higher standards or procedures.

Generally, the problem is resolved and, to their relief, with no adverse effect. However, the pressures do
not seem to abate, and the lower standard may be used again. Every time this is done successfully, it
becomes easier to do it the next time. The successful use of the lower standard over time is perceived as
somehow an acceptable substitute for the original standard and, therefore, becomes the norm or the "new"
standard for performance. As a result, the individual, group or organization stops seeing its action as
deviant.”

In the DP industry, Furst’s description of normalization of deviance reads like an operations manual. Even
in scenarios where effective management of change protocols have been understood and implemented, the
cumulative changes can dramatically impact a vessel’s performance.
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Examples of MOC processes

The following 4 case studies demonstrate weaknesses and strengths of Management of Change processes
observed in the Author’s recent experience.

Case Study 1: Unintended Consequences of Control System Upgrade in Maritime
Operations

Background: A vessel underwent a control system upgrade performed by the Original Equipment
Manufacturer (OEM). The OEM highlighted additional functionality as a benefit of the newer design.

Issue: The added functionality was not properly assessed in the context of the vessel's specific industrial
mission. Risk assessment for these new features was inadequate.

Critical Oversight: The upgrade introduced a single point of vulnerability that, if inadvertently activated,
could result in a complete loss of station-keeping capability.

Incident: During operations, this vulnerability was unintentionally triggered, leading to a loss of station-
keeping ability, potentially compromising vessel and crew safety.

Contributing Factors:
1. Failure to align upgrade features with vessel-specific industrial mission.
2. Inadequate risk assessment of new functionalities by the operator due to the update being
recommended by the OEM. OEM changes were excluded from the MOC process.
3. Insufficient testing protocols: The new function produced inconsistent outcomes during post-
incident testing, none of which matched the intended result.

Lessons Learned:
1. Upgrades must be evaluated against vessel-specific operational profiles.
2. Comprehensive risk assessments are crucial when introducing new functionalities.
3. Thorough testing is essential.
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Case Study 2: Cascading Failures from Insufficiently Assessed System
Modifications

Background:
A vessel underwent several modifications to its power and control systems by the OEM over multiple
service Vvisits.

e Network Configuration Update unrelated to DP system

e Control Power Supply Relocation

e UPS Failure and Bypass

Critical Incident:
During high power demand conditions, the combination of the three changes described above resulted in a
loss of power, and subsequently, position.

Contributing Factors:

1. Insufficient understanding and assessment of system integration when implementing changes
2. Reliance on outdated design documents instead of current "As Built" diagrams

3. Trust in system redundancies without updated assessment

4. Cumulative effect of multiple modifications with underestimated system-wide impacts

5. Reliance on OEM for technical decision-making

Lessons Learned:

e Impact assessments for system modifications must consider the entire integrated system
architecture, not just the immediate area of change

e "As Built" diagrams should be maintained and updated for all modifications

e A comprehensive understanding of system integration is crucial before implementing any updates

e Cumulative effects of multiple system changes should be evaluated holistically. If the vessel
operator does not have in-house resources for this assessment, a third party, independent of the
OEM may be appropriate.

e Clear communication channels between OEM, ship's crew, and management are crucial for
maintaining system integrity.

e The ship-specific operational procedures should be updated to reflect the vessel’s actual
configuration.
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Case Study 3: Undetected Protection System Modification Risks Vessel Blackout

Background: A vessel underwent routine maintenance and testing of its electrical distribution system. This
system is critical for the vessel's operation and safety, with carefully designed protection discrimination to
ensure faults are isolated without compromising overall power availability.

Discovery: During the maintenance check, it was discovered that several original circuit breaker trip units
downstream of the main generators had been replaced with newer models. These replacements were not
part of the scheduled maintenance and had not been properly documented or assessed.

Issue: The new trip units were found to be incorrectly set, with trip curves that did not align with the vessel's
original protection discrimination design. This mismatch created a significant risk to the vessel's power
stability and safety.

Potential Consequences: Had a high-level fault occurred downstream of the new protection units, there was
a substantial risk of inducing a total blackout across the vessel. This could have led to:

1

2.
3.
4.

Loss of propulsion and steering

Compromised safety systems

Potential environmental hazards

Significant operational downtime and associated costs

Mitigating Factor: The issue was identified during routine maintenance before the vessel returned to service,
averting a potential incident.

Root Causes:

1

2.
3.
4.

Unauthorized or undocumented replacement of critical components

Lack of proper commissioning procedures for new equipment

Insufficient understanding of the system's protection coordination requirements
Inadequate change management processes

Lessons Learned:

L.

2.

All modifications to critical systems, including seemingly minor component replacements, must be
thoroughly documented and assessed for system-wide impacts.

Commissioning procedures for new equipment should include verification of settings against the
vessel's original design specifications.

Protection coordination studies should be conducted and updated whenever changes are made to
the electrical distribution system.

Regular audits of critical systems should be performed to identify any unauthorized or incorrectly
implemented changes.

Staff training should emphasize the importance of maintaining system integrity and the potential
consequences of unauthorized modifications.

Change management processes should be strengthened to ensure all modifications are properly
evaluated, authorized, and documented.
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Case Study 4: Effective Management of Change (MOC) Process Prevents
Catastrophic Failure

Background: A vessel was scheduled for an upgrade to its generator control systems by the Original
Equipment Manufacturer (OEM). The goal was to enhance the overall operation of the vessel.

MOC Process Implementation:

1. In-depth Risk Assessment: A comprehensive risk assessment was conducted prior to the upgrade.
This process identified potential risks associated with the new control system and included all
stakeholders

2. Thorough Validation Plan: Based on the risk assessment, a detailed validation plan was developed
to test the upgraded system and identify any unforeseen effects.

Execution: The upgrade was implemented according to the plan, followed by extensive validation testing.

Unexpected Discoveries: During the validation testing, several issues were identified that had not been
flagged during the initial risk assessment. This highlighted the value of a comprehensive testing process.

Response to Discoveries:
1. All newly discovered issues were addressed using the established MOC process.
2. Solutions were developed and implemented for each identified problem.
3. Additional testing was conducted to ensure the effectiveness of the solutions.

Time Impact: The verification process took longer than initially planned due to the additional issues
discovered and subsequent problem-solving.

During subsequent operations, the vessel faced a sudden and complete engine failure. Despite this severe
malfunction, the ship reacted as designed and successfully maintained its position. This positive outcome
was a direct result of the rigorous change management process implemented earlier. The initial validation
phase had identified a critical weakness in the system. This flaw was promptly rectified, and the fix was
thoroughly re-validated. Had these crucial steps of identification, correction, and re-testing not been carried
out, the engine failure would likely have resulted in a loss of position. This incident demonstrates the value
of an effective change management process, highlighting how preparation and testing can reduce the risk
of position loss.

Key Factors Contributing to Success:

Comprehensive initial risk assessment

Detailed validation plan

Rigorous testing procedures

Flexibility to address unforeseen issues

Commitment to resolving all identified problems before contract commencement
Additional testing after implementing solutions

ANl S e

Lessons Learned:
1. A thorough MOC process, while potentially time-consuming, is crucial for system integrity and
safety.
2. Validation testing can reveal unforeseen issues not captured in initial risk assessments.
Flexibility in project timelines allows for proper resolution of unexpected problems.
4. The investment in time and resources for comprehensive testing and problem-solving can prevent
major incidents and associated costs.

W
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Conclusion

The Authors urge crews and management teams to respect their Management of Change process as a vital
element to predictable DP operations. Recent incidents highlight the need for a living process which
considers a change in advance of implementation, communicates the change to all stakeholders, and closes
the loop with an assessment of the effectiveness of the change. Changes onboard a vessel must be tracked
in a fashion that allows crews to understand the cumulative impact over the life of the vessel, and to
intervene when OEM modifications are not in the best interest of the ship and it’s DP redundancy concept.
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