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Abstract 

In a joint venture, DNV and ABB explore Model Based Testing (MBT) as a promising approach for 

validating single fault tolerance in closed bus power systems. The paper, focuses on the practical application 

of MBT, detailing where it can be applied and its intended purpose. In this study, authors outline the Model 

Based Testing approach, its foundational principles, and its various forms. We examine how configurations 

and operating conditions are chosen, with a focus on scenarios that present significant challenges due to 

potential equipment hazards or the impracticality of on-site testing. The generation of waveforms through 

Electromagnetic Transient (EMT) simulations on a model of the power plant is also covered, specifically 

for these high-risk scenarios. The paper shares practical considerations, including the difficulties of 

integrating simulation results with measurement injection devices, and offers insights gained from the 

method’s implementation. 

Abbreviation / Definition  

APSP – Advanced Power System Protection 

AVR – Automatic Voltage Regulator 

CB – Circuit Breaker 

CBT – Closed Bus-Ties (DNV notation as per DNV-RP-0591) 

CT – Current Transformer 

COMTRADE – Common format for Transient Data Exchange for power systems 

DC – Direct Current 

DNV – Det Norske Veritas 

DYNPOS(AUTRO) – DNV’s IMO DP-3 equivalent notation 

DP – Dynamic Positioning 

EMT – Electromagnetic Transient 

EPPS – Enhanced Power Plant Protection System 

FMEA – Failure Modes and Effects Analysis 

GOOSE – Generic Object-Oriented Substation Event 

GPS – Global Positioning System 

HV – High Voltage 

Io – Zero Sequence Current 

IO – Input / Output 

IEC61850 – International Electrotechnical Commission standard  

IED – Intelligent Electronic Device 

IEEE – Institute of Electrical and Electronics Engineers 

IMO – International Maritime Organisation 

LV – Low Voltage 

MBT – Model Based Testing 

NPS – Negative Phase Sequence 

OEM – Original Equipment Manufacturer 

PEMS – ABB Power & Energy Management System 

PMS – Power Management System 

PTP – Precision Time Protocol 

PTPv2 – Precision Time Protocol version 2 

R&D – Research and Development 

RMS – Root Mean Square 
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RP – Redundant Propulsion 

SV – Sampled Values 

THD – Total Harmonic Disorder 

TT – Toroidal Transformer 

Uo – Zero Sequence Voltage 

VFD – Variable Frequency Drive 

VT – Voltage Transformer 

X/R ratio – Ratio of system reactance to resistance, influencing kappa factor and dc component decay curve 
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Introduction 

In the spirit of an Evidence-Based Comprehensive Verification & Validation approach to proving the 

reliability and robustness of DP systems, testing accompanied by model-based simulations has proven to 

be an effective method for building confidence in modern power systems’ ability to detect and respond to 

failure modes that could undermine the Worst Case Failure Design Intent of DP vessels. 

 

Live testing demonstrates the equipment’s ability to perform as predicted by desktop analyses and 

functional description documents. Meanwhile, model-based simulations, validated by live testing, can 

analyse the consequences of faults that are difficult to predict or prove through live testing alone. This 

synergy allows for a thorough exploration of the power plant’s protection capabilities. 

 

These capabilities can be further enhanced by introducing Model Based Testing (MBT) verification 

activities. This approach utilizes waveforms generated by the model of the analysed power plant, which are 

then injected into the protection relays at various locations within the power plant. This process helps to 

prove the protection system’s ability to react to the most stressful failure modes. 

 

This paper presents the lessons learned from the ongoing practical implementation of Model Based Testing 

(MBT). It covers both the modelling aspects and the testing perspectives. The paper delves into the 

methodologies used for creating accurate models of power plants and the subsequent application of these 

models in testing scenarios. It highlights the challenges encountered, the solutions devised, and the overall 

effectiveness of MBT in enhancing the reliability and robustness of power plant protection systems. 

Additionally, it provides insights into how MBT can be integrated into existing verification and validation 

frameworks to improve the detection and response to critical failure modes. 

Computer modelling and simulations  

Nowadays, increasingly complex management and protection systems are developed to provide optimal 

efficiency and reliability in power plants. As these systems become more complex, it becomes harder to 

predict the behaviour of the power plant in all its various configurations and fault cases. Performing 

simulations allows for the verification of protection performance in different operational scenarios and 

coordination with other integrated systems installed on board. The development of this branch of analysis 

is an important part of creating future verification tools for a wide range of vessel types, particularly those 

with class notations requiring fault tolerance in power plant design, such as DP and RP vessels. 

 

Power system modelling brings significant utility and flexibility to the analysis of power system behaviour, 

allowing analysts to investigate a wide range of fault types. It enables the analysis of fault cases that are 

unsuitable for live testing due to the higher risk of equipment damage. Modelling also reduces the number 

of live tests required to provide the necessary level of confidence in the power plant’s behaviour. 

 

The accuracy of the mathematical model can be confirmed by using it to successfully predict the outcomes 

of a limited range of live tests. Test results can then be used to further improve the model by providing 

more accurate data on machine characteristics. This hybrid approach to proving fault tolerance is well-

suited to the analysis and verification of ‘closed bus tie’ configurations, as it allows designers to investigate 

failure effects with reasonable confidence before live testing is carried out, and to use the validated model 

with greater confidence thereafter. 
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This makes it possible to take remedial action and adapt the design in advance of potential problems, thereby 

avoiding compromises to the reliability of the electrical system. Models also allow for the implementation 

of additional features in power management systems, based on calculations and decisions made during the 

simulation process. 

 

However, this is not the full extent of the potential behind power system analysis. Once the model is created, 

it can be used to investigate and optimize the protection philosophy, allowing analysts to perform 

simulations on many different system configurations. This creates the possibility to test different technical 

solutions and choose the most suitable ones. This facility is useful in the design phase of new buildings, as 

well as when planning life extensions and retrofits for vessels already in service. 

 

In addition, the model created for the purpose of simulation analysis can be used to perform additional 

activities whose purpose is to prove the robustness of the power system, such as Model Based Testing. 

Model Based Testing – Introduction and definition 

ABB and DNV were invited to develop and conduct Model Based Testing program for an ABB power 

system fitted to a DP3 vessel, which has been retrofitted with an ABB technical solution for a Closed Ring 

power system and successfully tested for compliance with Applicable Class rules.  

 

As required by rules and standards of the applicable Classification Societies, during the design and testing 

phase of the referred vessel, the project has undergone certain due diligence and risk analysis studies such 

as: 

• Analysis of DP system concluded in a DP FMEA report and followed-up with DP FMEA sea trials; 

• A separate analysis of ABB Power system as a part of DP system for compliance with DNV’s 

DYNPOS(AUTRO-CBT) notation; 

• Dynamic simulation of the power system and its transient stability, subsequent validation of the 

simulation model against waveforms captured during live testing of major electrical faults tested 

during DP FMEA Sea trials. 

• Static power system’s simulations such as: 

o Short Circuit Calculation of HV power system, 

o Earth Fault Currents Analysis of HV Power System,  

o Protection Relay Co-ordination Study, 

o Voltage Drop Analysis, 

o THD Analysis. 

• Live testing of voltage dip ride through capability. 

• Live testing of three-phase short-circuits in various locations of power plant, with subsequent 

analysis, conclusions and recommendations summarized in a separate technical report. 

• Live testing of earth fault in various locations of power plant, with subsequent analysis, conclusions 

and recommendations summarized in a separate technical report. 

• Live testing of loss of phase fault associated with negative phase sequence component phenomena. 

 

Model Based Testing, which is a testing methodology used for proving of effectiveness of the protective 

functions having influence on DP redundancy philosophy, may be treated as an integral part of verification 

and validation process. 
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Scenarios which can be tested in real-life testing during sea trials are limited due to: 

• power plant setup, 

• consequences of tests, 

• load conditions. 

In this context, Model Based Testing is a tool which may be used for assessment of wider range of test 

conditions, but also to create conditions that would place the real power plant under stress. 

 

 

Test Plan and relevant failure modes 

As Benajmin Franklin once said: “If you fail to plan, you are planning to fail.” In this context, approach to 

Model Based Testing requires clear definition of milestones and phases of the testing program. 

 

The first phase of Model Based Testing program is definition and preparation of a Test Plan. The Test Plan 

shall be a governing document in the Model Based Testing process and shall describe a test methodology 

with a step-by-step approach to testing, together with any system modifications needed to conduct the 

testing in safely and effective manner. This shall include dedicated testing software patches, modification 

of hardwired connections, interfering with existing communication lines towards 3rd party equipment etc. 

There should be clearly defined expected results and acceptance criteria for each test. 

 

By default, the chosen testing methodology shall not impose any modifications into existing plant. 

However, this is particularly difficult for the plants that have been delivered in the past and are subjected 

for retrofit involving a Model Based Testing program. Any hardwired modifications are usually related to 

the availability (or lack of) of spare crucial signals involved in the operation of injection devices (breaker 

open feedback, protection start and trip feedbacks etc). As far as the software modifications are considered, 

these are usually necessary for testing of back-up barriers (when the first barrier should be indisposed by 

deactivating associated protective functions in protection relays), or for other purposes further described in 

the Limitations section of this paper. 

The main concern related to hardwired and software interference with the existing power plant is lack of 

removal of the modifications after the testing has been completed. Nevertheless, there are methods and 

safety measures that, if used properly, may increase the confidence of reinstating the system to ‘as-built’ 

state such as: 

• Nominating a designated person responsible for implementing modifications and restoring the 

system to the original state, and a designated person responsible for approval of modifications and 

restoration process. 

• Visual marking of cabinets that have been interfered with. 

• Checklists signed off by OEM and Owner, which shall list type of modifications, their exact 

location (e.g. a cubicle tag) and date. 
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The Test Plan shall include relevant scenarios and case studies subjected for testing. The proposal made 

by ABB differentiates between the following definitions: 

• A scenario refers to a general failure mode e.g. a short-circuit within a generator bay. A single 

scenario includes various case studies.  

A scenario shall be at the minimum provided with: 

o Overview, that fulfils a role of introduction to the scenario. 

o Tests objective, that clarifies why the test is performed and what its purpose is. 

o Case studies, that belong to a particular scenario. 

• A case study defines a particular testing conditions related to the fault itself and the initial 

conditions of the simulation, especially: 

o Setup of the power plant prior to fault occurrence. 

o Definition of fault, initial conditions and fault conditions. 

o Number of sources contributing to the fault current. 

o Location of the fault within the power system. 

o Initial loading of power sources, and the power factor. 

A case study shall be at the minimum provided with: 

o Test description, that is an introduction to the case study. 

o Initial conditions for simulation. 

o Test limitations, that explains limitations specific for the case study. 

o Software patch, that explains what changes in the protection relay software are required. 

o Single line diagram and high-level end results, that depicts position of the breakers, 

switchboard subjected for testing and explains the final conditions of the power plant after 

the fault has been cleared. 

o Test procedure, that explains step-by-step testing methodology. 

o Protection matrix, that predicts which protective functions may / should / must not 

START and/or OPERATE, and which breakers may / should / must not OPEN. The 

Protection matrix provides a clarification on why each protective function acts as predicted 

for every particular case study. 

 

As pointed out above, each of the case studies comes with a Test procedure which provides guidelines on 

the testing methodology. The Test procedure consists of: 

• Units subjected for injection section, which lists all the switchboard cubicles which are subjected 

for injection of current and voltage waveforms, together with list of terminals and devices interfaces 

to these. 

• Test preparation section, which lists all the pre-requisites which needs to be implemented to safely 

and effectively conduct the testing. For the waveform injection testing, these steps usually include: 

o isolation of HV Switchboard,  

o removing of any communication lines (if applicable),  

o verification of communication with protection relays, 

o any hardwired or software modifications that needs to be implemented prior to testing. 

• Test execution section, which lists all the steps needed to be performed to safely and effectively 

conduct the testing. In addition, the Test execution section provides a reference to a Connection 

diagram. Each of the case studies is provided with a dedicated Connection diagram that presents a 

layout and connections of all the hardware involved. This includes protection relay test sets, 

laptops, network switches, power and signal cabling, switchboard terminals etc. 
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• Validation of results section, which points out necessity to verify the Protection matrix and impact 

on other vessel’s systems (if any), and to store a back-up of disturbance recordings from protection 

relays. 

• Restoration after test section, which forms a checklist for the system restoration. 

 

The Test Plan shall be approved by all the stakeholders involved in the Model Based Testing program, 

which typically involves Charterer, Owner, Shipyard (if the MBT is part of a new build and Shipyard has 

an overall integration responsibility), Classification Society (if the MBT involves approval of a 

Classification Society) and OEM. This process ensures that all the stakeholders familiarize themselves with 

roles and responsibilities within the project, agree on content of Test Plan, project and testing schedule and 

provide independent points of view on testing methodology, the relevant scenarios and case studies.  

 

The relevant failure modes have been scrutinised in the 2023 MTS Paper [1]. With reference to this paper, 

ABB divided the Test Plan into two (2) parts. 

The first part of the Test Plan is formed by tests related to excitation and fuelling faults, which are performed 

in the laboratory environment for ABB Enhanced Power Plant Protection System (ABB EPPS), which 

serves the role of Advanced Power System Protection (APSP) as per DNV-RP-0591. This part of testing 

covers the scenarios related to faults within AVR , Governor or diesel engine fuel supply which would lead 

to failures resulting in active/reactive power imbalance or hunting between parallel generators .  

ABB has selected twenty-four (24) scenarios for AVR faults. Out of one hundred forty-four (144) possible 

case studies, ABB has selected forty-eight (48) case studies for ABB EPPS laboratory testing. 

In parallel, twenty-eight (28) scenarios were defined for Governor and fuelling faults. Out of one hundred 

fifty-six (156) possible case studies, ABB has selected fifty-six (56) case studies for ABB EPPS laboratory 

testing.  

The selected case studies reflect various possible permutations of online generators and their allocation 

among power plant. 

 

The second part of the Test Plan is formed by tests related to power distribution faults and system testing 

faults, for which waveforms are exported out of a software model and injected into instrument transformers 

of HV Switchboard onboard the drilling vessel. This part of testing covers the following scenarios: 

• Short circuit fault at various locations, both first and second independent barrier. 

• Earth fault at various locations, both first and second independent barrier. 

• Phase loss fault at various locations, both first and second independent barrier. 

• Crash synchronization of generator. 

• Crash synchronization of transfer breaker. 

• Verification of overload curve. 

• Spurious closing of feeder without a pre-mag. 

• Connection of stopped generator. 

• Intermittent fault. 

ABB has selected twenty-two (22) scenarios for power distribution faults and six (6) scenarios for system 

testing faults. Out of three hundred sixty-seven (367) possible case studies, ABB has selected forty-six (46) 

case studies for power distribution faults and twelve (12) for system testing faults. 

The above case studies have been carefully selected to verify and test the worst-case scenarios. The 

following variations have been used among the power distribution faults and system testing faults case 

studies: 
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• Short circuits are modelled as three-phase metallic short circuits, three phase metallic short circuits 

with ground, two-phase short circuits with path impedance or two-phase short circuits with ground 

with path impedance. 

• Earth faults are modelled as single-phase-to-ground metallic faults or single-phase-to-ground faults 

with path impedance. 

• Both maximum and minimum short circuit current values are verified, depending on the number of 

online generators and contribution from downstream feeders. 

• Both maximum and minimum earth fault current value are verified, depending on the number of 

earthing transformers and capacitive contribution from feeders. 

• Different loading on generators prior to fault occurrence, considering various power factor values. 

• The location of electrical faults within the feeders varies e.g. beginning of the feeding cable, end 

of the feeding cable, windings of motors/generators, incomer of a downstream LV Switchboard, 

secondary side of downstream transformer etc. 

 

Defining a solution and selecting hardware for testing 

In order to select hardware needed for the Model Based Testing, one needs to define approach and 

methodology of the testing. 

As mentioned in 2023 MTS Paper [1], there are at least two (2) forms of Model Based Testing, referred to 

as Closed Loop and Open Loop methodology. 

 

For the Model Based Testing based on the Closed Loop methodology, the mathematical model of power 

plant within simulated environment is adjusted in the real-time by the changes within topology of the power 

systems originating from circuit breakers operation (open/close) as a result of protection relays actions.  

This type of methodology allows for dynamic change of injected waveforms because of tripping of breakers 

in a switchboard subjected for testing. This methodology can also be described as Hardware-in-the-loop 

testing.  

One of the main disadvantages of this methodology is that the real time reconfiguration of the model 

requires significant computing power and a real-time simulator. Currently on the market of the protection 

relays testing sets, one of the main vendors for such equipment developed a real-time testing universe which 

allows for an easy and intuitive drag-and-drop creation of a power plant model, with corresponding 

protection relays, instrument transformers and circuit breakers. This model requires interfacing of relevant 

switchboard signals such as breaker positions, start and trip indication, voltage and current injection sources 

and creating a logical nodes between these hardwired IOs and apparatus in the model. However, at the 

moment of writing this paper the mentioned tool has limitations regarding to available models of power 

sources i.e. it does not contain a model of a synchronous generator that could be used for representation of 

sub-transient, transient and synchronous periods of short-circuit current envelope. Instead, the subjected 

software contains only a model of external grid which has limited possibilities of simulation of short-circuit 

currents. Therefore, this tool is currently not well suited to marine applications. 

 

As far as the Model Based Testing based on the Open Loop methodology is concerned, this approach does 

not rely on the real-time response of the power system (breakers statuses and actions of protection relays), 

but it requires creation of waveforms exported out of a simulation. In this approach, the current and voltage 

waveforms are produced in a mathematical model embedded in a software environment and further 

exported in a COMTRADE format. The waveforms in the COMTRADE format are decoded by a software 

dedicated for secondary current and voltage injection on testing laptops, generated by protection relay test 
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sets and injected simultaneously in the secondary sides of instrument transformers. The response of the 

power system protection is verified based on activation of the respective protective functions and status of 

breakers which are subjected for testing. 

It is important that the simulation includes expected results within changes of topology of power system 

i.e. predicts response of protection relays and breakers operation. The main disadvantage of this approach 

is that it requires significant time for preparation of waveforms prior the testing.  

 

Except for a breakdown into Closed Loop and Open Loop methodology, there are at least two (2) different 

methods of injection of current and voltage waveforms. 

The first method is injection of analogue signals into current transformers (CT), voltage transformers (VT) 

and toroidal transformers (TT, Ferranti’s core balanced transformers) using protection relay test sets. In this 

method, couple of protection relay test sets, acting as analogue signals generators, are time-synchronized 

against each other to ensure that each and every protection relay test set starts injection at the same time. 

The required accuracy of time synchronization may be obtained using Precision Time Protocol e.g. PTPv2 

according to IEEE1588 standard, which requires a dedicated network between protection relay test sets. 

The Power Utility Profile allows for time synchronization with an accuracy of 1µs. The main market vendor 

of protection relay test sets enables many methods of time synchronization, the most relevant of which are: 

• Synchronization of protection relay test sets to an antenna-integrated GPS controlled time 

reference, which is optimised for outdoor use and operates as a PTP grandmaster clock (in line with 

IEEE1588-2008 / IEEE C37.238-2011 Power Profile). The main disadvantage of such antenna is 

that it requires to be placed outdoor, so that the GPS signal is not blocked through ships 

superstructure. This also requires routing of new power and network cable form an open deck down 

to a switchboard room. However, some models of these antennas can emulate GPS time reference. 

• Synchronization of protection relay test sets to an external master clock (e.g. vessel’s master clock) 

via PTPv2. 

• Synchronization of protection relay test sets using an ‘ordinary clock’ method, where one 

protection relay test set acts as a grandmaster clock, and all the other protection relay test sets within 

the same PTP network act as PTP slave clocks. 

The second method is related to streaming of Sampled Values (SV) in IEC61850 communication network. 

Digitized current and voltage signals are streamed as GOOSE signals from a protection relay test set 

(endowed with a dedicated software environment supporting generator of Sampled Values streams and 

acting as a Merging Unit) to protection relays (IEDs) in a form of Sampled Values.  

 

During R&D development of MBT project for the vessel subjected for testing, ABB decided to continue 

with development of a solution which is based on Open Loop testing, ‘ordinary clock’ synchronization 

method and injection of analogue current and voltage signals generated by number of independent 

protection relay test sets, which operate on the common PTP network and are controlled by number of 

laptops with testing software. 

Limitations 

“Model building is the art of selecting those aspects of a process that are relevant to the question being 

asked. As with any art, this selection is guided by taste, elegance, and metaphor; it is a matter of induction, 

rather than deduction. High science depends on this art.” (John H Holland,” Hidden Order: How 

Adaptation Builds Complexity”, 1995). 

 

During the process of creation of MBT Test Plan, in order to obtain mutual understanding of expectations 

of all the parties involved in the process, it was of the utmost importance to clarify and formulate all the 
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relevant limitations that comes with the overall approach to testing, but also unique limitations for each and 

every case study. 

 

The general limitations of MBT for this particular delivery are as follows: 

• The Test Plan put emphasis only on ABB scope of supply with regards to protection relays and 

ABB EPPS. It meant that verification of response of protection systems embedded in other DP-

related systems such as PMS, DP, VFDs etc was not taken into consideration. Considering the 

nature of the tested faults, it is switchboard protection system which takes an action on fault 

clearance. It is considered that response of protection systems distributed and embedded within 

other control systems (PMS/DP/VFDs) has been tested during DP FMEA Sea trials and Live fault 

testing (short circuit, earth fault, loss of phase). Regardless of that, Test procedure for each and 

every case study requires verification of response (if any) of external systems not directly involved 

in the testing. 

• The selected methodology of ‘open loop’ testing does not allow for ‘real-time’ change of power 

plant configuration due to opening/closing of breakers. ‘Open loop’ testing requires pre-defined 

waveforms and special care to prediction of response of the protection systems. 

• All the scenarios and case studies are performed only on one (1) HV Switchboard at the time. The 

HV Switchboard selected for testing needs to be safely isolated. The injection test is performed 

when the breakers of the switchboard subjected for testing are physically racked-out. It introduces 

the following limitations: 

o During the testing when current is injected into secondary side of CTs located in transfer 

feeders (bus-tie breakers), the line differential protection is deactivated. This is because the 

current is injected only into one (1) transfer feeder.  

o The Profibus communication between ABB Gateway controller inside HV Switchboard’s 

IO Panel and 3rd party PMS is disconnected. This is to ensure that the 3rd party PMS does 

not take any spurious actions on the live part of the plant, based on the feedback from the 

HV Switchboard being tested.  

• Out of all possible case studies within scenarios, ABB has selected exemplary case studies and 

further elaborated in the Test Plan. Since all protection relays are programmed with the same 

software and parameters (which has been verified and proven during Commissioning, DP FMEA 

trials and Live testing), ABB allowed for this spot check. 

• Protection relay test sets have limitations with regards to maximum RMS current that is allowed to 

be injected in the secondary side of current transformers.  

In the chosen solution, the limitation for current outputs is setup at 6 x 32A of current carrying 

capacity. It might have an impact on the maximum short-circuit current that may be safely injected 

into secondary side of instrument transformers, especially for the following conditions: 

o A case study with high short-circuit current contribution e.g. all Diesel Generators running 

and connected to the power grid, and contribution to short-circuit current from all online 

feeders. 

o A significant increase of current envelope in the first cycles of simulation/injection process 

due to sub-transient state of synchronous generator and DC component being a consequent 

of X/R ratio of equivalent electrical circuit representing the power system in short-circuit 

condition. 

There are methods to increase the ampacity of current channels e.g. using dedicated amplifiers or 

connecting set of current channels in parallel. However, this might increase the number of required 

protection relay test sets, and the overall project cost. 

Considering this, ABB reserved a right to: 
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o Reduce maximum short-circuit current (e.g. by limiting number of online generators) to 

values that can be practically injected on the secondary sides of the instrument 

transformers. 

o For feeders equipped with current transformers with relatively low primary current, ABB 

might use saturation curve and secondary side burden to limit the current which needs to 

be injected. 

• By default, the power system model does not include detailed CT parameters such as saturation 

curve, accuracy limit factor number, nominal and actual secondary side burden. This means that 

saturation of CTs in case of large currents is not included in the scenarios and case studies. ABB 

sees value in modelling these parameters to reflect the actual current measured by protection relays 

and is investigating possibility to include these parameters into the simulation for scenarios with 

high short circuit currents and DC component. 

• It is vital to coordinate mains power supply from ship’s low voltage network to protection relay 

test sets. Verification of inrush current from all the protection relay test sets during first cycle of 

waveform injection may, in the worst case, trip uncoordinated feeding breaker in low voltage 

switchboard, interrupting the injection process. It is required to branch-off power supplies from 

different feeding circuits, to ensure that inrush current from various protection relay test sets does 

not add up. 

 

Except for the limitations mentioned above, each of the case studies lists other specific limitations. The 

most relevant ones are presented below: 

• For particular protection relays, the undervoltage protection function might not initiate an event on 

the protection list (such as START or OPERATE), because the function is blocked as long as the 

associated breaker is racked out. This is a normal practice that allows for protection testing on 

isolated switchboard. This consideration is valid for frequency-related functions as well.  

It shall be noted that above does not mean that these functions are not able to be tested. Applying 

a software patch or measuring the length of ‘pick-up’ time should be sufficient to verify whether 

the voltage- or frequency-dependent protection would operate. 

• Since the testing is performed on one (1) isolated HV Switchboard, this requires switching off of a 

line differential protection in bus-tie breakers. The reason for that is that current waveforms are 

injected only on one side of the transfer breaker, and that would lead to inadvertent trigger of 

differential protection (since the measurements from other side are 0 A). Modern protection relays 

have a built-in functionality to test the differential protection based on ‘echoed’ current signal. 

However, this functionality cannot be tested by using waveforms extracted from simulation. A 

dedicated test file is needed for testing of a line differential protection. 

• Since the tests are performed on de-energized HV Switchboard with racked-out breakers, the 

intertrip signals between bus-tie breakers in adjacent switchboards are not checked during the 

testing. This part has been successfully verified during other project phases such as Commissioning, 

DP FMEA Sea trials and Live fault testing. 

• For case studies related to a connection of a stopped generator, only phase currents and phase 

voltages are injected in the relevant feeders. Zero-sequent component is not expected in this kind 

of fault, thus Io and Uo are not injected. 

• For case studies related to an intermittent short circuit fault, only phase currents and phase voltages 

are injected in the relevant feeders. Zero-sequent component is not expected in this kind of fault, 

thus Io and Uo are not injected. 
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Preparation of simulations and waveforms 

To properly leverage modelling capabilities in a Model Based Testing (MBT) approach, there are several 

points to consider. To generate voltage and current waveforms to be injected into the investigated relays, 

simulations in the Electromagnetic Transient (EMT) domain need to be performed. By using numerical 

integration methods to solve state-space EMT equations, these simulations can accurately reproduce the 

actual time-domain waveforms of state variables at any location in the system. This accuracy comes at a 

cost, as they are computationally intensive and take much longer to perform and obtain results compared 

to the RMS (Root Mean Square) simulations used in transient state simulations. 

 

Additionally, the results of the simulations must be transferable to the relay test devices, which take the 

results in the form of an exported data file and generate voltage and current waveforms based on that data. 

A proper export format needs to be chosen, supported by both the simulation software and the relay test 

device. One of the standardized formats for data exchange is the COMTRADE format, used by the authors 

of this paper. 

 

The COMTRADE (Common Format for Transient Data Exchange) format is a standardized file format 

used for storing oscillography and status data related to transient power system disturbances. It is defined 

by the IEEE standard C37.111 and IEC 60255-24. Agreeing on the format of the exchanged data and 

aligning the coding and decoding software in both the simulation software and the relay test device is crucial 

to obtaining accurate results from the testing process. 

 

Another important consideration is the range of failure modes to be simulated and tested using the MBT 

methodology. A comprehensive Test Plan, which defines the initial conditions of the power plant, 

equipment setup, and all boundary conditions, is crucial to ensure that the simulation work and MBT 

procedures are aligned and that the purpose of the test is fulfilled. 

 

Additionally, it is important to specify whether the results of the simulations exported to the relay test 

equipment should include the modelled protection system response or not. Due to the nature of the open 

loop approach to the MBT testing, the tested equipment doesn’t influence the simulations outcome, 

therefore the reaction of the tested equipment should be predicted during the modelling work. 

 

Two types of verification are distinguished based on the expected reaction of the tested equipment: 

equipment expected to operate, and equipment not expected to operate in the analysed case. For equipment 

expected to react, waveforms applied should exclude the equipment’s reaction. For equipment not expected 

to react, waveforms should include simulated protection system reactions. This requires two sets of 

simulations for each case to provide accurate results to the tested devices. 

 

Inhouse Internal Acceptance Testing and Live MBT testing on the plant 

As mentioned in the above paragraph Test Plan and relevant failure modes, approach for Model Based 

Testing developed by ABB considers separate testing of ABB EPPS (acting as APSP as per DNV-RP-0591) 

and protection philosophy scheme. 

 

The first part of the testing is an inhouse laboratory testing, which includes two (2) parts: 

• Internal ABB testing of protection relay test sets. This part includes setup of protection relay test 

sets, network switch and laptops used for testing. Additional verification of accuracy of time 
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synchronization and Internal Acceptance Testing of initial waveforms injected into protection 

relays shall be performed to reduce time of the actual real-life onboard testing, which for this type 

of vessel would be normally performed in narrowed time-window between wells.  

• Testing of EPPS case studies as per the Test Plan. The EPPS laboratory testing is performed on the 

EPPS software installed onboard after commissioning and DP FMEA trials. The laboratory 

hardware architecture reflects the onboard setup of EPPS. Additionally, ABB PEMS simulates 

functionality of the 3rd party PMS system. A separate MATLAB/Simulink-based simulator is used 

to imitate engines, generators and switchboards monitored by EPPS, as well as relevant 

functionality of PMS, engine governors and load sharing control. 

 

The second and final part of the Model Based Testing will take place onboard the vessel, when the 

waveforms will be injected in the secondary sides of instrument transformers within a selected HV 

Switchboard into multiple feeders. This phase requires close cooperation between End-Client, Owner and 

OEM. The outcome of the testing onboard the vessel should be summarized in form of conclusions inside 

the Test Plan and/or a separate Test Report. This should include not only the Test results, but also possible 

improvements for the protection system or coordination of protective functions and/or settings. 

Conclusion 

The implementation of Model Based Testing (MBT) for the verification and validation of power plant 

protection systems has demonstrated significant benefits in enhancing the reliability and robustness of 

Dynamic Positioning (DP) systems. This approach, which combines live testing with model-based 

simulations, provides a comprehensive method for detecting and responding to failure modes that could 

compromise the Worst Case Failure Design Intent of DP vessels. 

The MBT approach has allowed for the testing of a wide range of failure modes, including those related to 

excitation and fuelling faults, power distribution faults, and system testing faults. This comprehensive 

testing framework has ensured that all critical aspects of the power plant’s protection systems are 

thoroughly evaluated. 

 

The implementation of MBT has not been without challenges. Issues such as the need for significant 

computing power for simulations, the limitations of current protection relay test sets, and the complexities 

of coordinating hardware and software modifications have been addressed through careful planning and 

innovative solutions. The development of a detailed Test Plan and the use of advanced synchronization 

methods have been crucial in overcoming these challenges. 

 

Increased collaboration between industry stakeholders, including equipment manufacturers, classification 

societies, and vessel operators, is recommended to standardize MBT practices and share best practices. This 

will help to ensure consistency and reliability in the application of MBT across different projects and 

organizations. 
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