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Abstract

In 2020 the OCIMF Dynamic Positioning (DP) Failure Mode Effects Analysis Assurance Framework Risk-
based Guidance was released, highlighting the need for validated cross-connections for DP assurance.

The industry demanded a cost-effective and systemized cross-connection testing solution. This solution has
been adopted by a number of vessel owners to validate the reliability of critical control systems designed
with cross-connected 24V power supplies aboard DP vessels.

The testing method is a data-centric, objective-based approach to validating cross-connected power supplies
aboard Dynamically Positioned vessels. By analysing the results and presenting data-centric reports, vessel
owners were able to effectively demonstrate the suitability of the control system design and equipment
aboard.

This paper will outline the reason for testing, the test method, and the testing procedure as it is applied to
vessels in operation, and present example results from bench testing and recent projects.
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Abbreviation / Definition

Abbreviation Definition

DP Dynamic Positioning or Dynamically Positioned

FMEA Failure Modes and Effects Analysis

MTS Marine Technology Society

OCIMF Oil Companies International Marine Forum

TECHOP Technical and Operational Guidance Note(s) published by MTS DP
Committee

TECHOP (D-01 - Rev1 - Jan21) Definition

Commonality

“2. Commonality shared between redundant groups:

a. Power consumers that are associated with more than one redundancy group.
b. Networks (redundant and non-redundant including networks introduced for
providing Human Machine Interface (HMI) and perceived to be devoid of DP
control functionality).

c. Marine auxiliary systems - Ventilation systems, fuel distribution system
etc.”

Cross-connection

“1. Cross-connections between redundant equipment groups:
a. Control power supplies.
b. Closed bus-ties.”

External interfaces &
influences

“3. External interfaces & influences (affecting DP system as a whole):

a. ESD, Fire & Gas safety shutdown systems including E-Stops for fuel pumps.
b. Draught sensors.

c. Fuel (quality), atmosphere, ionosphere, water column.”

Term OCIMF Guidance Definition

Compensating
provisions

Measures to prevent failure effects exceeding the Worst-Case Failure Design
Intent (WCFDI). For example, protective functions or procedural barriers.

Comprehensive
analysis

Analysis is comprehensive when:
e All aspects of design and intended functionality are covered.
e The conclusions drawn from the analysis are unambiguous.
e The basis of the conclusion is clearly articulated and independently
verifiable.
e Analysis and conclusions support the objectives of the testing required
to satisfy verification and validation activities.
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e The testing and analysis considered a comprehensive range of relevant
failure modes including benign, aggressive and hidden failure modes.

Hidden failure

A failure that is not immediately evident to operations and maintenance
personnel.

Independently
verifiable

The record of the test provided for review contains enough information for the
verifier to independently conclude that the stated test result is accurate, that the
test was properly executed, and that it met the test objective.

Verification and
validation processes

Activities undertaken to ensure acceptance criteria have been met. Validation
in this context is by testing and includes the effectiveness of compensating
provisions.

Term Definition for purposes of this paper

Auto-Changeover

An automated system that will switch from one power supply to a second when
the first power supply is interrupted or lost.

Closed bus

The operational configuration describing a cross-connection on a power
network’s main bus. Not described in this paper.

Cross-Connection

The point of intersection between two power sources from redundant groups.

Manual Changeover

A system of switches for switching from one power supply to a second power
supply

TECHOP D-01

TECHOP (D-01 - Revl - Jan21) ADDRESSING C3EI? TO ELIMINATE
SINGLE POINT FAILURES (2021)

OCIMF Guidance

Dynamic Positioning (DP) Failure Mode Effects Analysis Assurance
Framework Risk-based Guidance (2020)

Validation

Activities undertaken to ensure the barriers to prevent fault propagation beyond
system architecture meet the design philosophy.

For the purposes of this paper all design review and testing activities shall be
referred to as “validation” to maintain consistency with TECHOP D-01 and
OCIMF Guidance.
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Verification vs validation

The PMBOK quide, a standard adopted by the Institute of Electrical and Electronics Engineers (IEEE),
defines them as follows:

e "Validation. The assurance that a product, service, or system meets the needs of the
customer and other identified stakeholders. It often involves acceptance and suitability with
external customers."

e "Verification. The evaluation of whether or not a product, service, or system complies with
a regulation, requirement, specification, or imposed condition. It is often an internal
process."

For the purposes of this paper, all design review and testing activities shall be referred to as “validation” to
maintain consistency with TECHOP D-01 and OCIMF Guidance.
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Introduction

Low voltage power supply cross-connections can have far-reaching impacts when failures occur.
Appropriate barriers and mitigation measures have been developed by the industry, however a standardised
protocol for validating these barriers is required.

This paper discusses the issue of cross-connections, providing examples of commonly occurring system
architectures, and outlining the more common failures identified in the field during validation. An overview
of the standardised program is presented, with indications of how acceptance criteria should be developed.
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Case for Action

According to MTS’s TECHOP D-01(2021), “Failure effects propagating by way of cross-connections have
caused DP loss of position incidents.” The examples below are extracted from that TECHOP with specific
reference to the Control Power Supply Cross Connections.

Examples of Cross-connected Control Power Supply DP Incidents

“1. A DP class 2 semi-submersible had two sources of supply to each thruster’s control
system. The main source of supply was the emergency switchboard. When the emergency
switchboard lost power, the thruster control panels changed over to the backup supply but
the small glitch during changeover caused thrusters to stop[,] exceeding the worst-case
failure design intent.”

“2. A large crane / pipelay vessel had a common 24Vdc distribution system for all engine
governors with multiple sources of supply. This design was accepted on the basis of the
high reliability of the distribution system. Unfortunately, the same distribution system was
used for non-DP-related functions throughout other parts of the vessel and an electrical
fault developed which caused all the engine governors to malfunction, leading to
blackout.”

“3. A ROV support vessel had four independent 24Vdc control supplies connected through
a common switchboard control system wiring. An earth fault on one generator control
power supply caused all online generators to stop.”

“4. A DP class 2 construction vessel had two 110Vdc supplies for switchboard controls
that were connected by diodes and fuses. One fuse became intermittent and went open
circuit. Thus, both main switchboards were found to be running from one supply with no
alarm and no fault-tolerance in the event of failure.”

“5. A well stimulation vessel had individual UPSs for each thruster control system and a
common backup 24Vdc supply from a charger / rectifier on the emergency switchboard by
way of diodes. The charger suffered an internal fault and coupled a much higher voltage
on to the 24Vdc supply. All thruster controllers were damaged.”

“6. A DP class 2 drilling rig had two independent control power supplies that could be
cross connected by a manual changeover switch. A fault in the changeover switch caused
the failure of both control supplies and blackout.”

“7. A DP class 3 diving support vessel had an auto changeover on the ac control power
supplies to the thruster control systems that allowed the centre bow thruster to be powered
from the same control supplies as either the forward or aft bow thrusters. A test to simulate
a short circuit in the centre control panel proved that all bow thruster control supplies
would trip leaving the vessel with no thrust at the bow.”
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The MTS & OCIMF Guidance

TECHOP (D-01 - Revl - Jan21) ADDRESSING C2EI2 TO ELIMINATE SINGLE POINT
FAILURES

The 2021 publication of TECHOP D-01 details a number of control power supply cross-connection
arrangements and calls for categorisation of these arrangements based on the complexity and quantity of
protection functions and the type of connection.

Table 6-1 Guide to Categorisation of Cross-connections

Mitigation of Fault
Propagation in control Risks associated with common points formed by various type of components

power
Has been isolated or

validated by analysis | F
and testing

Has not been
validated by analysis | E
and testing

Mo alarms for
detection of hidden D
failures

HIGH RISK

No resolution of
overvoltage concerns

No current limiting
and / or Batteries for =
ride through capability
(Interlocks for Auto
changeovers)

Increasing levels of protective functions

Mo overcurrent &
Ground Fault
Protection or reverse
current blocking

Juawglels anu | isiiy py3 Je dolg

Nature of the Common Point 1 2 3 4 5
Isolated or
Hardwired Diodes Auto changeover de: o de SMP Manual
QUINT ete. ¢
hangeover

Figure 1.  Source: TECHOP (D-01 - Rev1 - Jan21) ADDRESSING C3EI2 TO ELIMINATE SINGLE
POINT FAILURES pg 30 of 133.

The implication of this categorisation matrix is that all un-tested, un-isolated control power supply cross-
connections are high-risk, with isolation or validation by analysis and testing as the only mitigations to
reduce risk to an acceptable level, and both isolation and validation being considered as having a similar
risk profile.

While calling for validation, TECHOP D-01 does not provide guidance on how to substantiate the
validation activities performed. For this reason, early engagement with all stakeholders on the validation
process is recommended to ensure expectations are met. It is expected these validation processes should
outline testing methodologies and acceptance criteria.
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Dynamic Positioning (DP) Failure Mode Effects Analysis Assurance Framework
Risk-based Guidance (OCIMF Guidance)
The 2020 publication of the OCIMF Guidance considered cross-connections from the perspective of the
hierarchy of controls. By the definitions presented in the figure below, this paper will focus on control
system and power distribution cross-connections. (Column 2 and 4)

Appendix E: Hierarchy of controls heat map

Commeonalities in systems

Removal of any physical

Supply from same redundant
group eliminating cross-

Elimination of networks that
do not play an active part in

Elimination of the reliance on
supervisory control system to
ensure no fault propagation
pathways exist. Control

Removal of any physical

to mitigate fault transfers

to mitigate fault transfer

network storms

to mitigate fault transfer

Elimination connection between the bus i h the DP control syst d system can be autonomous connection between the
sections connections, changeovers, @ U control system an and at the lowest level, redundant groups
and other common points. redundancy concept 5
thus removing the need to
communicate information
such asDP on each thruster.
Profibus or fibre optic :s:;i:; :ﬁrﬁ; :ﬁ::r ;};;?r:o
Subsiion | | P et echnoey o e tomipe et
P P autonomous and fault
vulnerabilities
tolerant
Verified and validated
. - - . Verified and validated = - effective protections in
Engineering \."cr|f|qd andvall(;la(ec_l enfiedand vall(‘:latcd effective protections in place Ve”m‘.‘d g \.'al.lv.:laleq place to mitigate fault
effective protections in place | effective protections in place b effective protections in place A ;
controls to mitigate fault transfer, e.g. transfer. Effective design

changes made to address
commonalities.

Administrative

Hierarchy of controls applied

Procedures/checklists
to ensure correct bus

Isolations of cross-
connections or changeover

Procedures/checklists to

ensure no alarms are hidden.

Fall back to Independent

Procedures/checklists to
ensure no alarms are hidden.
Ensure no default/debug

Procedures/checklists
to ensure no alarms are
hidden. Isolations of cross

controls

changeovers and other
commen points.

communication

communication

controls ED';?ES‘;?_EOH isset up for using checklists Joystick(lJS) on complete modes setup after software connections and changeover
P network failure. updates. using checklists.
No controls over distribution
Mo controls over distribution No protection in place to B e T et cross connections,
Bus configuration has no cross-connections, changeovers. No protection
No controls E! : prevent fault transfer/loss of prevent fault transferyloss of & P

in place to prevent
fault transferyloss of
communication.

Functional groups

1

2

3

4

5

Power generation
(bus configuration)

Power distribution
(control power/ups
distribution, cross

Networks
(network storms/
communication failures)

Control system
(communication failures/PLC
failures/supervisory control)

Auxiliary systems
(cross-connections/
mechanical changeover)

connections/changeovers)

Causal and contributory factors of incidents (sequenced by frequency)

Figure 2.  Source: Dynamic Positioning (DP) Failure Mode Effects Analysis Assurance Framework
Risk-based Guidance pg 92 of 93

In a typical hierarchy of controls approach, verification and validation of the effectiveness of a control is
applicable to all control types. Validation and verification activities are not typically included as an
engineering control. Generally, compensating provisions, including “Substitution” and “Elimination”
controls, as well as “Engineering” controls, should be verified as being compliant and validated as
meeting the requirements of the vessel’s DP design intent.
e Elimination-style compensating provisions, such as removal of a secondary power supply
e Substitution-style compensating provisions, such as replacement of C-Curve breakers with Z-
Curve breakers
e Engineering-style compensating provisions, such as addition of current limiting devices in line
e Administration-style compensating provisions, such as manually opening change-over switches
by use of DP checklists
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The OCIMF Guidance provides instruction regarding the requirements for data-centric evidence which
should be collected during DP FMEA and validation activities.

“2.6.1 Data-centric evidence
Evidence should be recorded and kept on board to confirm that periodic verification and
validation processes are being applied as required and prove the conclusions of the DP
system FMEA. All trial results, regardless of the method by which they were recorded, are
to be data centric (derived from independently verifiable data, including those gathered
and or recorded by digital means).
Digital records such as photos, or print-outs, do not meet the intent of data centricity as
defined in this information paper, if they fail to:

e Provide the necessary details to corroborate test results, both local effect and end

(global effect).

e Provide unambiguous evidence of meeting performance expectations.

e Measure relative performance of different sensors/systems.

e Provide data for triangulation (such as time, pressures, or temperatures).

e Do not facilitate independent verification.
Tests results recorded by manual means, such as handwritten notes, do not meet the intent
of data centric as defined in this information paper unless supported by corroborating
evidence.
Test results which are limited to terms such as ‘as expected’, are not considered to provide
corroborating evidence.
Applicable documentation from planned maintenance records may be used as evidence of
achieving the test objectives provided it meets all other requirements of this information
paper for such documentation. The recorded evidence should allow the OCIMF assurance
provider to independently confirm the findings of the periodic verification and validation
process. Periodic verification and validation test results that are not substantiated by data
centricity and/or comprehensive documentation should not be submitted as evidence for
assurance purposes.
From an assurance perspective it is emphasised that data centric evidence is essential.
Such evidence should be capable of being verified independent of the person conducting
the tests.”

“2.6.2 Industry guidance on periodic verification and validation
Periodic verification and validation (reverification and revalidation) continue throughout
the operational life of the DP vessel (including five-yearly periodical trials). The objective
of such periodic verification and validation is to confirm that:
e The DP system remains in good order and responds to single failures as intended.
e The DP system complies with applicable codes, standards and practices.
e Lessons learned from incidents and new knowledge are addressed.”

The OCIMF Guidance provides a range of examples of cross-connections and assesses these arrangements
for potential failure modes in order to provide guidance on what should be validated. This paper aims to
expand on that body of work, providing generic examples and observations from real-world validation
experiences.
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An Evidence-based Validation Approach

Before 2020, limited marine assurance resources were assigned to the review and validation of cross-
connections. While the issue had been identified by the industry prior, the implementation of the OCIMF
guidance in 2020, introduced new urgency to the validation of low-voltage cross-connections. The OCIMF
guidance, and TECHOP-DO01 both require that cross-connections be isolated or validated. In most scenarios,
the best approach is review of the system as a whole and provision of a validation methodology that
confirms how the system operates when experiencing both sudden and slow failures.

To effectively verify the protections and barriers prevent fault propagation, the whole system under test
must first be understood. From this, the effects of different failure modes can be assessed, and a list of
important monitoring points identified - not necessarily confined to the system under test. This information
should lead to the development of pre-defined acceptance limits for each test to be performed.

Using the pre-defined test procedure and acceptance criteria, testing should be performed with appropriate
data capture. Data capture in this paper is defined as a combination of synchronised test point
measurements, alarm and event logs, and DP plots where applicable. Test point measurements should have
sufficient sample rate to ensure all transients are captured. The combination of data acquired, and alarms
captured should present a data-backed evidence package of the validation.
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Suggested Testing Types and Basic Acceptance Criteria

Following this matrix are a series of generalized cross-connected control power supplies representing the
most common architectures as tested by the Authors since 2020. Each of the cross-connections discussed
will be marked with 5 nodes A, B, C, D, and E. These nodes are marked so that this generalized matrix of
verification can be applied to each cross connection. The results from each test are shown as either:

e Significant increase (f) from pre-fault levels,
e Significant decrease (8) from pre-fault levels, or
e Slight variation (=) from pre-fault levels

Real world test plans need to define these criteria specifically, however, is not the subject of this paper.
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E = i) = f g ] 4 i 4 i
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Examples of suitable evidence

The following images are graphical representations of data collected during testing. This data, when processed
through an automated validation algorithm, and combined with alarm logs, is generally accepted as sufficient
evidence for marine assurance.
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Figure 5.  Example over-voltage test — 120%
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Common cross-connections

In this section, generalised examples of four of the most common cross-connections, as observed by the
Authors, will be reviewed. The cross-connections will be analysed for failure modes, and some generalised
observations and common opportunities for improvement from validation testing of these configurations
will be discussed.

While this section discusses the common failures observed, the majority of systems have been found to
operate correctly, with sufficient barriers in place to prevent fault propagation beyond the architecture limit.
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Two switch mode power supplies feeding a single cabinet

The most commonly validated architecture, as tested by the Authors, has been two switch mode power
supplies (SMPSs) feeding a single cabinet, through either a diode module, or stand-alone diodes. In this
setup, only equipment associated with the cabinet is connected to the output of the diodes, and the cross-
connection output is associated with a single redundancy group.

Note: There are a range of cross-connections with this basic architecture. The controllers may be
equipped with internal fast-acting electronic current limiting circuits that prevent fault currents from
inducing simultaneous voltage deviations. Generally, these systems will be subject to type approval and
intellectual property protections.

This style of architecture is commonly seen on systems such as
e Vessel control and monitoring cabinets
e DP control and monitoring cabinets
e Thruster control and monitoring cabinets

Port Stbd
Supply Supply
Circuit Circuit
Breaker Breaker
Circuits 1
To other Port redundancy ACIDC _Crllrctlrllls TBD redund
roup equipment 0 other reaundancy
grotp eatip " AC/DC Converter |7\ group equipment
Converter

C Diode Module D

r R L
L - — — 4 — — —
Controller
10 Modules
etc.
Figure 6. Common setup of dual fed control and monitoring cabinets.

This architecture carries the risk of fault propagation in the form of voltage dip on the upstream side of the
converters. This voltage dip can be induced by an overload or short-circuit on the output side of the
converters.
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The inclusion of diodes prevents fault currents flowing from an un-faulted converter into a faulted
converter. As diodes are not generally monitored for integrity, they must be considered a hidden failure.
An overload or short-circuit downstream of the diodes must be assumed to propagate to both converters,
and potentially to both redundancy groups. These two facts result in the potential for a single-point failure
to propagate to both redundancy groups, therefore the validation must prove the limitation of propagation
upstream beyond the converter.

While this style of fault propagation has been experienced on linear and non-isolated converters, isolated
SMPSs have been designed to prevent this style of propagation. At the time of writing, no faults have been
found to propagate beyond appropriately sized SMPSs.

Linear and non-isolated converters may have the potential to propagate over-voltage events downstream to
the controllers. The inherent design of isolated SMPS negates over-voltage propagation. Only SMPSs
bearing an appropriate electrical body’s certification for isolation should be used in this architecture. While
not required by IEC rules, these units can be validated by destructive bench testing.
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Two SMPSs feeding multiple consumers on multiple groups
The next cross connection to be discussed is two SMPSs feeding multiple consumers on more than one
redundancy group. This architecture has been found in

Bridge and engine room control consoles

Switchboard bus tie control supplies

Thruster control cabinets that can be selected to multiple redundancy groups
Main propulsion engine control systems

This architecture uses a current limiting device such as a DC/DC converter to limit the fault current drawn
from the SMPS. Commonly, the architecture is dual fed, with a DC/DC converter on each supply. Some
architectures may install only a single DC/DC converter on the secondary supply. This current limiting
function is required as SMPSs do not have the energy to trip a traditional circuit breaker. Specialty fast
blow fuses may be used; however, voltage dips are still experienced and loss of other DP and non-DP DC
loads beyond the original redundancy group may occur.
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Circuit Circuit
Breaker Breaker
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To other Port redundancy $"CU":5 STBO redund
roup equipment o other redundancy
graup equip Y, AC/DC Acbc [T group equipment
Converter Converter
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used for current
== limiting purposes ==
DP and DP and DP and C Diode Module D
Non-DP Non-DP Non-DP r—m————— 17
DC Loads DC Loads DC Loads DP and DP and DP and
| —H——M—‘ | Non-DP Non-DP Nan-DP
DC Loads DC Loads DC Loads
- - 4 — —
Controller
10 Modules

etc.

Figure 7. Common setup of dual feed with DC/DC converter as a current limiter.

Figure 7 shows a common layout where the requirement for two feeds comes from either SOLAS rules or
operational requirements. To prevent a failure of the equipment at the cross-connection, causing a voltage
dip, the DC/DC converter is installed to prevent the fault current and ensure the SMPS operates within
design rating.
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Observations from testing this architecture

A common observation, as shown in Figure 8 is that DC/DC converters will cycle on/off when the voltage
drops below the required threshold. Because SMPSs protect themselves by reducing voltage once the
maximum power output has been reached, the voltage input to the DC/DC converter (output of the SMPS)
drops below the “on” threshold for the DC/DC converter, causing the DC/DC converter to turn off, which
causes the voltage to rise, above the DC/DC converter’s “on” threshold, and once again the DC converter
turns on, drawing too much power from the SMPS.

This has been observed multiple times, and has two separate causes:

1. Oversized DC/DC converters - as DC/DC converters are not 100% efficient, and other loads are
connected to the SMPS in this architecture, the total power drawn by the system increases above
the SMPS’s limit when the DC/DC converter is heavily loaded/faulted. For this reason, DC/DC
converters in cross-connected architectures should be specified as having a lower power rating than
the SMPSs supplying the system.

2. Undersized cables - The voltage drop associated with a loaded DC/DC converter may cause the
input voltage at the DC/DC converter terminals to be below the “on” threshold, initiating the
cycling event described above.

In both of these cases the results are that the protection system is not able to operate at as the current required
to cause a trip is never reached. In the case of voltage drop across the cables, re-performing the test and
measuring at the output terminals of the supply is sufficient to demonstrate that the fault does not propagate.
While this generally won’t lead to a failure immediately, it may cause equipment damage.

The observation of cycling DC/DC converters is identified in overload testing (Figures 8 and 9), not during
short circuit testing (Figure 10). This highlights the need to perform a range of tests, with high quality data
capture.
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Figure 8.  Dual DC/DC converter overload test - Test Requires Further Investigation
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Figure 9.  Single DC/DC converter overload test - Test Requires Further Investigation
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Figure 10.  Single DC/DC converter short circuit test (same system as Figure 9) — Pass
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DC UPS systems feeding DP and non-DP systems on multiple redundancy groups

DC UPSs have similar architectures across a range of voltages. These units generally supply DP and non-
DP systems on multiple redundancy groups with no current limiting devices. The architecture can be found
supplying equipment such as

e Switchboard control systems

e Generator and engine control equipment including AVRs, Governors, and Engine Control

Modules, etc.

e Emergency stop systems
Navigation equipment
e Communications equipment

Port Sthd
Supply Supply

| |

v DC DC v
s UPsS UPS <

2

||||||—I_

Circuits to DP and C D Circuits to DP and
non-DP Equipment non-DP Equipment

Y

Emergency
Stop Circuits

Figure 11. Common example of dual UPS feeding an emergency stop system
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Observations from testing this architecture

During short circuit and overload testing it has been observed that the fault current has been insufficient to
isolate the faulted supply, resulting in loss of the UPS and associated equipment.

It is common for design engineers to follow the rule that the circuit breaker’s main purpose is to protect the
cable from being damaged. Unlike HV systems, which are required to have full coordination studies, circuit
breaker selection for LV systems is generally based on cable size or the load that is to be connected. In
general, this style of cross connection has been installed with B- and C-curve circuit breakers.

The fault current capability of some DC UPSs is insufficient to reach the short circuit trip level of the B- or
C- circuit breakers installed. This leads to circuit breakers failing to trip in short circuit conditions, and/or
not tripping fast enough in overload conditions, resulting in shutdown of the DC UPS.

The instantaneous trip current for breakers varies based on the application, with significant changes in the
expected trip limit between AC and DC, refer to table below and figures over page. The loads generally
associated with this architecture are electronic in nature, or are too small to generate significant inrush
currents, when compared to the supply circuit breaker. The substitution of Z-curve breakers, specifically
designed for electronic loads, may allow breakers to trip at lower fault currents, protecting the system from
UPS shutdown due to overload or short circuit.

Breaker style Instantaneous Trip Instantaneous Trip
Multiple of Rated Current - AC Multiple of Rated Current - DC
B-Curve Breaker 3-6 4-7
C-Curve Breaker 5-10 7-15
Z-Curve Breaker 2-3 3-45
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Figure 13. Example Z-Curve Breaker Trip Curves. Source: ABB 2015

MTS DP Conference - Houston October 11 - 12, 2022 Page 22



Systemized cross-connection
Mark Craig Power Session testing aboard DP vessels

DC UPS with current limit devices such as DC/DC converters

The final cross-connection architecture is fundamentally a combination of the two previous architectures,
a DC UPS with current limit devices such as DC/DC converters.

Port Stbd
Supply Supply
] |
v DC DC av
s UPS UPS

5

||||||—|_

Circuits to DP and — A B_ Circuits to DP and
non-DP Equipment |= === "Rt 2 non-DP Equipment
be/DC e === pec
Converter C D Converter

Switchboards,
propulsion,
thrusters etc

Figure 14. Common example of dual feed UPS with current limit on cross-connection

Observations from testing this architecture

Very few investigations have been required with this architecture to date. Although the DC/DC converters
have been found to cycle during testing, the cause of this is generally due to the cable sizing and
associated voltage drop, as the UPSs are normally much larger than the DC/DC converters.
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Other Observations

As cross-connections have not been a focus of the industry for long, and many facilities did not consider
them during the design, the Authors have identified that cross-connection analysis (sometimes referred to
as redundancy verification) is incredibly challenging to perform on an in-service facility.

Cross-connections can lie anywhere within the vessel systems, and DP FMEA providers are typically ring-
fenced to DP-related systems. Therefore, there can be a disconnect between the cross-connections identified
in a Redundancy Verification Table inside an FMEA, and the cross-connections in situ. It would be unfair
to expect the DP FMEA providers to bear the financial responsibility for the forensic investigation into
systems outside their general purview.

A comprehensive cross-connection analysis will take intimate knowledge of the facility and a substantial
number of engineering hours. The difficulty and costs associated with a comprehensive analysis and
validation testing are going to represent an increased financial burden to VTOs.

Having worked with multiple VTOs, the Authors have witnessed situations in which the size of this
financial burden has been underestimated. Examples include cross-connections being identified after
validation testing has been completed, and in some cases, delays to charter.

The Authors would strongly recommend additional expenditure in the identification stage by suitably
competent marine assurance SMEs to ensure all cross-connections to be validated are identified before
validation commences.
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Conclusion

DP industry professionals have made significant progress in identification of cross-connections and
mitigating the possible effects. There is still a gap between the expectations of the charterers and the
deliverables from the professionals working diligently to resolve the concern. Closing this gap will take the
financial and time resources of many parties, and should not be underestimated, nor expected to be the sole
financial burden of only one party.

Earlier engagement between independent validation providers, DP FMEA practitioners, and the design
teams, coupled with accepted validation methodologies would likely result in a more streamlined and cost-
effective outcome. This would manifest as:

e Decreased in-service failures

e Decreased engineering review costs of bespoke architecture

e Decreased validation time (less time off-charter)

e Decreased incidence of rectification and re-validation

e Improved charterer confidence
The methodology presented in this paper has been proven by infield testing to be consistent and repeatable
at validating compliant systems capable of operating with cross-connected DC power supplies. The method
also highlights the effectiveness of the barriers in place and can be used to identify when a barrier is failed
or is insufficient.

While this paper discusses the common failures observed, most systems have been found to operate
correctly, with sufficient barriers in place to prevent fault propagation beyond the architecture limit.
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