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Abstract 

Mathematical modelling of a DP power system’s response to failures is now an expectation of several 

classification society notations for DP system configurations based on closed busties (common power 

system). Validated time domain models of diesel electric and hybrid power systems have become  

invaluable tools for the designer and verifier alike which can be used to provide a sound basis for confidence 

in the single fault tolerance of a DP power system.  The modelling work supplements and augments the 

limited number of live tests that can be carried out on the vessel itself while the test results can be used to 

validate the mathematical model.  Power system models can be developed to validate the coordination of 

protection systems well before the power system is available for testing so reducing the risk of the power 

system failing the live testing.  They can also be used to explore the power system’s response to faults in 

extreme and limiting conditions and can also recreate types of faults that are not easily produced during 

live testing such as intermittent faults. The useful life and value of a power system model can be extended 

beyond the design validation phase into the operational life of the vessel by using it as the basis for Model 

Based Testing (MBT). In MBT several three-phase voltage and current waveforms, for a comprehensive 

range of failure modes, are generated from the model and injected directly and simultaneously into the 

complete array of protection relays and control elements, to confirm their correct operation under a 

comprehensive range of conditions. 

This paper provides discussion and guidance and on: 

 Classification society expectations for modelling of DP power plant and their protection systems.  

 The use of live short circuit, ground faults and step loads to validate power system models. 

 Limitations, accuracy, and specification of models 

 The importance of modelling speed and voltage regulators and types of regulator models 

 Modelling a comprehensive range of power system failure modes 

 The use of Model Based Testing 

 To detect hidden failures and explore the limits of protection system performance. 

 As a means of applying progressive insights from lessons learned.   

Abbreviations  

 

ABS American Bureau of Shipping 

ANSI American National Standards Institute 

APSP Advanced Power System Protection 

BITE Built In Test Equipment 

CT Current Transformer 

DNV  Det Norske Veritas 

DP Dynamic Positioning 

FMEA Failure Modes and Effects Analysis 

GOOSE Generic Object-Oriented Substation Event 

HIL Hardware-In-The-Loop 

HV High Voltage 

IED  Intelligent Electronic Device 

IMCA International Marine Contractors Association 

IMO International Maritime Organisation  

MBT Model Based Testing 
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MSC Marine Safety Committee 

MU Merging Unit 

OEM Original Equipment Manufacturer 

PT Potential Transformer 

VT Voltage Transformer 

WCF Worst Case Failure 

WCFDI Worst Case Failure Design Intent 

 

Introduction 

Predicting the response of power system to failure modes is an essential part of proving the single fault 

tolerance of DP systems. Particular emphasis is placed on the verification and validation of closed bus 

power systems because of the range of faults that can propagate by way of the closed busties and the 

complexity of the protection scheme upon which the DP system relies for its single fault tolerance.  

This paper provides insights into mathematical modelling and model-based testing of DP power systems 

and brings together the views and experience of those who: 

• Provide it as a service. 

• Use it as a tool. 

• Specify its use for verification and validation. 

• Rely on its predictions. 

It has never been more convenient to use mathematical models to support the design and analysis of DP 

power systems. But what does this actually mean for the DP community? In January 2000, the IMCA Power 

Management System Study M154 drew attention to the use of computer simulations for power system 

analysis in its discussion of ‘Design Studies and Analysis’ stating: 

‘Good use can be made of advanced modelling techniques to predict the response of power systems under 

fault conditions. Discrimination studies and system stability modelling are long established and widely 

practiced. Harmonic modelling and analysis can be used to determine if filters will be required or whether 

generator and transformer reactance’s can be selected to advantage’. 

 

Around 2013, computer simulation of power system response to faults became a requirement for 

classification society approval of closed bus power plant in DP class 3 vessels.  Twenty-four years after its 

appearance in M154, time domain mathematical modelling of power systems is now recognized as one of 

the essential tools used to provide a basis for confidence in the efficacy of protective functions in DP class 

3 closed bus power systems. However, their usefulness is not limited to obtaining class approval and there 

is no particular or practical reason to limit their use to DP class 3. 

  

What is a mathematical model? 

 

There are many forms of mathematical modelling, some of which are as old as mathematics itself, but in 

its commonly understood form, a mathematical model, used for engineering purposes, is a representation 

(or approximation) of a physical system which has been created to predict the response of that system to 

applied stimuli and the passage of time.   Although physical models (scale models) still play an important 

part in engineering and naval architecture, the convenience of modern mathematical modeling tools makes 

them a good starting point for problem solving and verification. 
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Classification society expectations (ABS & DNV) 

All the major classification societies have rules for DP Class 3 (with Closed Busties) and these generally 

make reference to mathematical modeling of power systems as part of the verification and validation 

process. Both ABS and DNV class are contributors to this paper and thus the sections that follow focus on 

their requirements. 

  

ABS – ABS Rules state that fault ride through capability is to be demonstrated first by computer modelling 

and simulations. Documentation supporting the computer modeling process and simulation results are to 

be provided to ABS for review. Model files developed during the modelling, simulation and validation 

processes are to be available to ABS upon request. Tools appropriate for the analysis are to be used. Further, 

the entire electrical network is to be modelled for a specific fault ride through capability analysis. 

Requirements include: 

The worst fault case scenario(s) are to be determined by considering several: 

 fault locations on the electrical network,  

 defined configurations,  

 fault types, 

 and/or operational modes.  

 Failure mode simulations are to include: 

 short circuits, 

 earth faults,  

 arcing faults,  

 crash synchronization, 

 inadvertent connection of a stopped generator,  

 generators pole slipping conditions.  

The most practical and least risk fault condition (based on the simulation case scenarios results) is to be 

selected to conduct the live test. 

 

In general, the modelling is expected to be representative of the actual installation and of sufficient 

detail/fidelity to demonstrate effectiveness. 

 

The requirement for fault ride through capability to be demonstrated first by computer simulation 

acknowledges the fact that live short testing is not something that should be undertaken without thorough 

preparation. Nor is live short circuit testing a suitable tool for troubleshooting a power system that fails to 

ride through a short circuit fault. Every effort should be made to build confidence in the ability of the power 

system to pass such tests before they are actually carried out.  Other test methods, such as the controlled 

application of voltage dips, can also help to build confidence. 

 

DNV - Guidance on DNV’s requirements for computer simulation can be found in “DNV RP-0591 

‘Redundant dynamic positioning systems with closed bus-ties”. Section 2.11.5, 

Dynamic Computer Simulations. The requirements for modeling provided in this guidance focus mostly on 
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those items for which there is no known practical method, to achieve the confidence levels required, other 

than a combination of live testing augmented by validated computer simulations. Readers are advised to 

review DNV RP-0591 directly but the following points are important to note:  

 

Simulations should cover operations of the power plant in the normal and failed conditions for all intended 

modes of operations which should include the Worst-Case Conditions or most vulnerable configuration. 

That is to say, the configuration in which the power plant is least robust and least able to ride through the 

disturbance created by the fault. Some pre-analysis may need to be done to identify this. 

 

Note – The worst-case conditions referred to here, do not necessarily align with the DP vessel’s Worst 

Case Failure Design Intent as described in the DP system FMEA but there may often be a correlation.  

 

A considerable level of detail is required to ensure models are accurate and it can be a challenge to obtain 

the required data to complete the model.  This is particularly true of models intended to predict transient 

behavior after high current events. Those intending to perform or commission modelling work should 

consider the need for shipyards and OEMS to provide this information when developing specifications etc. 

When all the possible variations are considered, the number of results that must be computed and evaluated 

can be quite considerable. Result will be influenced by: 

• Operating mode e.g., connection of switchboards, numbers of generators and loads connected. 

• Location of the fault  

• Point-on-wave at which fault occurs.  

Live short circuit and ground fault testing performed on board will be used to validate the model and may 

provide data to refine the test results in which case new simulations may be run. This may occur because 

of differences in the assumed and actual fault current performance of the generator which manifests itself 

a difference in the fault current decrement curve. In order for this phase of the verification process to be 

successful, it will be necessary to ensure the switchboards are equipped with suitable high speed data 

logging equipment. So useful has this type of equipment proven to be that it makes good economic sense 

to have this equipment permanently installed in the switchboards as its use during trouble shooting and 

incident investigations can shorten return to work times considerably. Resolution and storage size are a 

consideration for data loggers, but this technology is now very affordable. 

In general, the intention is to prove that failure effects will not exceed the worst-case failure design intent. 

For this to be true, the fault must be isolated by the power system protection scheme in a manner that aligns 

with the Redundancy Concept of the DP systems. The settings applied to the protection relays and other 

protective functions defines the allowable excursions (magnitude and time) of voltage, frequency, current 

and power consumption before loads, busties and generators are disconnected. 

 

The minimum list of failure modes that should studied by computer simulation required by DNV class (at 

time of writing this paper) is summarized in Table 1. 
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Table 1. Failure Modes to be evaluated by Computer Simulation 

Applicable to most AC power systems 

Fault Type 
Attributes and variations to 

be considered 
Remarks 

Short-circuit and earth faults (Intermittent and continuous (l

ow/high impedance)) and after

the failure has been cleared, in

cluding over-voltages resulting 

from short-circuit recovery.  

Typically associated with 

insulation breakdown or damage. 

The sustained voltage overshoot 

that follows clearing of the fault 

has been known to cause over 

voltage protection to trip multiple 

generators and thruster drives 

leading to effects > WCFDI so 

correct operations of the over 

voltage protection is as important 

as operation of the over current 

protection .e.g. .parametrization 

of AVRs to avoid overvoltage 

after disconnection of short circuit 

failures. 

The ability of the system to 

stay in synchronism during a 

short-circuit (both for equal 

load sharing and asymmetric 

load sharing, as relevant)  

Asymmetric load sharing has been 

identified as contributing to the 

most vulnerable condition in some 

projects. 

The voltage recovery, 

including possible over-

voltage, re-acceleration, and 

restarts.  

 

Large asynchronous motors used 

for cranes, HPUs etc have been 

known to draw so much current 

accelerating after the short circuit  

is cleared that the plant blacks out 

after the fault is isolated. 

The fault ride-through 

capability of drives, 

generators, feeders, motors/LV 

consumers, etc.  

 

Proving the fault ride through 

capability of the entire plant is 

one of the primary reasons for 

carrying out live short circuit 

testing. 

Crash synchronization of 

generators (generator 

breakers) and switchboards 

(bus-ties).  

 

The simulation shall include 

mechanical stress on the 

generator, prime mover and 

coupling. 

 

It is challenging to devise a live 

test for these types of faults. It has 

been known for the coupling 

between generator and engine to 

shear in these types of faults 

which is why it’s important to 
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understand the magnitude of the 

mechanical forces involved. In an 

extreme case, the couplings on 

multiple generators might shear. 

Synchroniser and circuit breaker 

control faults are common causes 

but this type of fault has occurred 

when the circuit breaker 

mechanism jammed mid closure 

and then completed the close 

operation randomly. 

Connection of a stopped 

generator or generator with 

RPM lower than nominal 

 

This failure modes can be the 

result of an act of maloperation. 

Crew carrying out maintenance 

have inadvertently used the 

mechanical ‘on’ function while 

the generator was disconnected. 

The crew believed the circuit  

breaker was racked into test mode 

when it was not. Administrative 

barriers to this type of fault have 

proved to be weak. Feedback 

from engineers with experience of 

modelling this phenomenon 

indicate that a reliable prediction 

is challenging because of the 

unpredictable nature of damage 

caused to the damper cage in a 

synchronous machine. 

load acceptance and rejection: 

 

Trip of single generator,  

trip of generators with 

common mode failure. 

Start/connection of large 

consumers (motors, 

transformers, capacitors) 

There was a time when it was 

popular to have auxiliary systems 

such as fuel, cooling and control 

power span redundancy groups. 

The philosophy was that any fault 

would leave some generators 

running on each bus. 

Unfortunately, this exposed the 

power plant to configuration 

errors and restrictions on 

generator assignment and also 

common cause failures associated 

with the inability of both (all) 

power systems to survive the 

effects of loss of multiple 

generators (including in open 

busties). 
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Where relevant to the design of the power system 

Single pole faults in generators 

and busties circuit beakers 

Mechanical or electrical 

failures that cause generator 

circuit breakers and busties to 

connect power systems by a 

single pole are capable of 

causing severe line to ground 

overvoltages. 

There are steady state and 

transient effects associated with 

this type of failure which can lead 

to severe line to ground over 

voltages on high resistance and 

ungrounded distribution systems. 

Intermittent ground faults Severe line to ground 

overvoltage escalation created 

by an arc strike & restrike 

effect that is well known in 

utility distribution systems. 

This is often a concern in 

ungrounded systems or more 

correctly (not intentionally 

grounded) that is to say grounded 

only by the system’s ground 

capacitance. However, rule 

requirements apply equally to 

ungrounded and high resistance 

grounded systems.  

Pole slipping Severe current and voltage 

excursions. Leading to 

operation of protection and 

effects of a severity > WCFDI 

Pole slipping has not historically 

been a concern for marine diesel 

electric power plant, but a recent 

MTS paper authored by A 

Zbronski [1.2]  (co-author in this 

paper)  identified such an issue in 

designs using parallel generators 

of widely different ratings. 

Similar effects have been caused 

in marine applications by 

mechanical failures in generator 

bearings pulling machines out of 

synchronism. 

 

Note: Guidance on live short circuit testing can be found in [3] 

Limitations, accuracy, and specification of models 

Statistician George Box is famous for the aphorism “All models are wrong, but some are useful." Not every 

mathematical model needs to be astonishingly accurate and beautiful in its elegance, but it does need to be 

fit for purpose.  Some mathematical modeling programs have dedicated toolboxes for various engineering 

disciplines and applications including power system analysis. The provision of a graphical user interface 

with drag and drop functionality has made it much simpler to model complex circuits and distribution 

systems. Such programs might be more suitable for the occasional user who needs to solve a difficult 

analytical problem efficiently and get rapid insight into the performance of a system. 

There are some very well-established programs for the computation of electromagnetic transients (EMT) 

in power systems that are highly regarded in the electrical engineering community for their accuracy at 

microsecond resolution. However, these programs are less intuitive to use, and some users dedicate their 

career to developing their skills in using these programs. These programs are not well suited to the casual 



S. Cargill et al Power System Simulation 
and Testing Session 

Power System Modelling & MBT  
An invaluable tool in V&V of Fault 

Tolerant DP Systems  
 

 

 

 

MTS DP Conference - Houston October 10 - 11, 2023 Page 8 
 

 

user. It is not unknown for expert users to have to access the source code of these programs to install work 

arounds etc. Major electrical engineering contractors may have such skilled users in-house or commission 

engineering consultants who offer such services to carry out the modeling work. 

 

EMT simulation allows the user to perform electromagnetic transient simulation in the ABC reference 

frame (multi-phase system), where the electrical model quantities are described by their instantaneous 

values. For EMT simulations it is required to implement a unique mathematical framework for large-scale, 

nonlinear system with fast / slow continuous and discrete (hybrid) events. So additional electrical 

parameters of lines, generator, motors, transformers, surge arrestors etc. must be added.  Based on the 

detailed model, the following analysis are possible: 

 Lightning overvoltages  

 Transient overvoltages 

– Load rejection 

– Ground fault 

 Transient switching overvoltages (e.g., line energization) 

 Transformer/capacitor/filter-energization (inrush current) 

 Ferroresonance 

 Sub synchronous resonance. 

EMT-simulations are used to design / prevent / plan or generally de-risk equipment or systems to avoid 

undesirable outcomes. Part of this de-risking process will identify the need for countermeasures like RC-

protection against switching overvoltages. Additionally, EMT-simulations are used for power failure 

investigations. Experience shows that the results align favorably with reality, if all conditions, parameters 

of the system and equipment to be modeled are accurately specified in the program database. So, EMT-

simulations will help to avoid power failures in advance. 

 

Preparing a specification for mathematical modelling of a DP power plant also needs attention to avoid 

confusion particularly in novel applications. Service providers who routinely provide these services for the 

purpose of classification society approval of closed bus power systems will be familiar with class 

requirements but creating models to compute the effects of unusual or novel failure modes may need closer 

collaboration between client and service provider. Similarly, when evaluating the efficacy of any novel 

remedial measures proposed. 

 

In 2015 DNV class introduced requirements for the addition of surge suppressors as one possible means of 

preventing severe line to ground voltages developing in response to intermittent ground faults in HV power 

systems with high resistance or ungrounded neutrals.  However, surge suppressors are typically specified 

for the mitigation of brief transient phenomena, such as switching transients, but the overvoltages associated 

with intermittent ground faults are sustained for much longer. Mathematical modeling provides confidence 

when specifying the type of duty required of these units.  In some ground fault scenarios, it is not possible 

to suppress the steady state component of the line to ground overvoltage because it is ‘powered’ by the 

generator phase voltages. Mathematical modelling of the steady state and transient components may allow 

the selection of a voltage level at which the suppressors will prevent the steady state voltage levels being 

exceeded. 
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Validation of power system models. 

Whatever approach is taken to mathematical modeling, there are some elements of ‘good practice’ that can 

help reduce the risk of an erroneous prediction, particularly if the subject being modeled is novel or 

unfamiliar. Those who provide mathematical modeling services will be entirely familiar with these concepts 

and several are general engineering practice. Not all of these will be necessary every time, but they may be 

helpful in building confidence in the early stages particularly for those who are new to mathematical 

modelling: 

 

• Build up the model incrementally and exercise each module individually if possible. Create a 

simplified (equivalent circuit) model and evaluate that first. 

• Validate the model by arranging it to predict a measured result that is known. In DP applications this 

is often the short circuit test result to validate the decrement curve of the alternators, complimented 

by load step tests for validation of engine governor models and voltage step tests for validation of 

voltage controller models. 

• Carry out ‘sense / sanity’ checks. Use the model to predict steady state results that can be checked 

by other means such as vector diagrams. 

• Carry out sensitivity checks on any elements of the model that have been assumed because real 

equipment parameters were unavailable. It’s not unusual to have to use some approximations or 

values based on experience of similar designs but the effect of such assumptions should be 

understood. 

• Be aware of hidden assumptions regarding bus frequency and voltage within preprepared models for 

generators that may be suitable for shore-based applications but not marine power systems.  

• Where the accuracy of the prediction is ‘critical’ consider: 

• Creating a physical / scale model of the power system element and using the model to predict 

the performance of that before extending its use to the real power system. 

• Creating the same model in a different mathematical modeling program / application and 

comparing the results. 

• Carry out validation testing on the actual power system. 

Validation of model using live test results 

During the commissioning of the analyzed power system, a series of critical tests is conducted to ensure the 

performance of the power generation equipment. These tests are integral to validate the accurate 

parametrization of the speed controller and voltage controller for the power generating units. The 

significance of these tests lies in their ability to enhance the precision of simulation results under normal 

operating conditions. 

 

To eliminate any external influences that could affect the test results, these performance confirmation tests 

are meticulously performed with all accompanying systems disabled. This includes the temporary 

deactivation of the power management system and advanced power system protection. This isolation 

process significantly bolsters our confidence in the accuracy of simulation results during the typical 

operation of the power system. 

 

In addition to confirming performance under normal conditions, it is imperative to ensure the reliability of 

simulation results during fault states. A key aspect of achieving this is the validation of the decrement 

curves associated with the alternators utilized in the analyzed power plant. 
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One approach to this validation involves utilizing the decrement curves provided by the alternator 

manufacturer. These curves serve as a valuable reference point for ensuring that the alternator's performance 

aligns with the specified parameters. However, a more comprehensive and rigorous validation approach is 

to leverage the results of the short circuit test conducted on board the marine unit under analysis. 

 

The short circuit test, conducted on board the marine unit, provides a wealth of data that can be employed 

to validate several critical aspects of the power system. This includes the verification of the decrement 

curve, as well as the performance of the speed and voltage controllers. 

 

It is important to note that the short circuit test is not conducted on all units but is reserved for a select few, 

particularly those units categorized with the highest DP class notation. This strategic selection ensures that 

the most critical components of the power system are rigorously validated. 

Modelling speed and voltage regulators and types of regulator models 

In the realm of power system modeling, every component holds significance in ensuring accurate 

representations. However, particular emphasis must be placed on the models for voltage controllers and 

speed controllers. These models are pivotal in comprehensively analyzing a power plant's response to faults, 

which often serve as the focal point of attention. 

 

Ideally, the modeling process should incorporate validated models of the equipment, as provided by the 

manufacturer. Regrettably, such models are seldom available, posing a notable challenge. Manufacturers 

typically lack validated models, making it imperative to seek alternatives. 

 

In cases where manufacturer-provided models are absent, recourse can be made to standardized models 

created and documented by established standards organizations. These models were initially developed for 

onshore power plant analysis and have undergone meticulous refinement over several decades, rendering 

them exceptionally mature and well-researched. 

 

However, it is essential to note that these standardized models, originally tailored for onshore applications, 

may necessitate adjustments to suit the unique conditions prevalent in the marine or isolated power plant 

environment. This adaptation process calls for a profound understanding of the specific nuances of the 

marine setting and an insightful grasp of the modified model architecture. 

Even though every part of the power system must be modelled in an accurate manner, it is critical that  

voltage controllers and speed controller models  are properly modelled to analyze the power plants response 

to the faults on which most focus is placed.  

Modelling a comprehensive range of power system failure modes and protective functions 

There are several reasons to mathematically model the power system and its protective functions not least 

of which is to prove the efficacy of those protective functions in isolating the effects of all the failure modes 

to which the power system may be subjected. In an ideal verification and validation process, the DP system 

FMEA would identify all the failure modes and the coordination study would identify all the protection and 

performance attributes associated with mitigating the effects of those failure modes.  In reality, there is 

considerable variation in the way this is done and responsibility for (and competence in) identification of 

relevant failure modes may lie with the power system OEM and/or the modeling service provider.  
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Note: Coordination of all protective functions in a DP system is essential, not just those in the 

switchboards. The list below is typical of the electrical protection in a DP class 3 closed bus power plant.  

 Generator fuel system 

 Generator excitation system 

 The 11kV distribution system (overcurrent and ground faults) 

 Synchronizing  

 Sensors 

Note: The detailed list of protective functions could be quite different for a DC distribution system and 

more extensive for a vessel with hybrid power. 

In general, the earlier a developing fault can be detected the greater is the probability that it can be addressed 

without significant disturbance to the power system. For example: 

 A ground fault which is allowed to persist may eventually developing into a phase-to-phase short 

circuit.   

 A load sharing imbalance may eventually cause multiple generators to trip on overspeed and 

reverse power. 

 An overloaded (high temperature) winding may eventually fail leading to a short circuit fault. 

Within each broad category, there are more specific fault and protection types which include: 

Speed Regulation Faults 

 Fuel Control Fault (Low Hz and Low kW) (Faulted Generator) 

 Fuel Control Fault (High Hz and High kW) (Faulted Generator)  

 Fuel Control Fault (Low Hz, High kW) (Healthy Generator Issues Bustie Trip)  

 Fuel Control Fault (High Hz, Low kW) (Healthy Generator Issues Bustie Trip)  

 Reverse Power (e.g. ANSI 32R)  

 Underfrequency Protection (e.g. ANSI 81L)  

 Over Frequency Protection (e.g. ANSI 81H)  

 Diesel Overspeed Protection (Engine Protection system)  

Voltage Regulation Faults  

 Excitation control Fault (High kVAR, High Voltage) (Faulted Generator)  

 Excitation control Fault (Low kVAR, Low Voltage) (Faulted Generator)  

 Excitation control Fault (Low kVAR [negative leading]) (Healthy Generator Issues Bustie Trip) 

 Excitation control Fault (High kVAR [positive lagging]) (Healthy Generator Issues Bustie Trip) 

 Under Voltage Protection (e.g. ANSI 27)  

 Neutral Under Voltage (3rd) (e.g. ANSI 27TN)  

 Overvoltage Protection (e.g. ANSI 59)  

 Over Excitation Protection/Over fluxing (eg ANSI 24) 
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 Loss of Excitation (e.g. ANSI 40)  

 Loss of Field (e.g. ANSI 40Q)  

 Participation of 11kV Surge Arrestors in Overvoltage Events 

 Response to Repetitive Short Duration Deviations in Voltage 

11 KV Response to Overcurrent 

 Instantaneous Overcurrent (e.g. ANSI 50) 

 Long Time Overcurrent Protection (e.g. ANSI 51) 

 Differential Protection Generator (e.g. ANSI 87G) 

 Differential Protection Main Thruster Transformer 

 Differential Protection Main Drilling Feeder Transformer 

 Generator Negative Phase Sequence/ Current Imbalance (e.g. ANSI 46) 

 Response to Repetitive Short Duration Deviations in Current 

11KV Response to Ground Faults 

 Primary System Earth Protection (e.g. ANSI 50N) 

 Ground Overcurrent Summary 

 Ground Overcurrent (e.g. ANSI 50G) 

 Generator Neutral Overvoltage (e.g. ANSI 59G) 

 Voltage Unbalance 

 Ground on Generator when Breaker is Open 

 Tie Breaker Neutral Overvoltage (e.g. ANSI 59G) 

Synchronization Protective Functions 

 Frequency and Phase Matching Permissive to Synch 

 Voltage Window Matching Permissive to Synch 

 Generator Neutral Voltage Permissive to Synch 

 Phase to Ground Voltage Permissive to Synch 

 Annunciation and Monitoring and Reset (Synchronization Timeout) 

Sensor Failure Protective Functions 

 Coordination PT Voltage Sensing Network 

 Inadvertent Energization (e.g. ANSI 50/27) 

 PT Input Validation 

 Over Temperature Protections (e.g. ANSI 38/49T) 
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 Generator Winding Temperature (e.g. ANSI 49G) 

 Ship Service Feeder, Thruster Feeder, Drilling Feeder Over-Temperature Protections 

It is the purpose of the coordination study to demonstrate how all the protective functions coordinate to 

achieve selectivity. Traditionally, much focus is placed on the coordination of over current protection but 

less on other important functions related to voltage and frequency. The mathematical model / computer 

simulation can be used to prove that the protective functions work effectively. Although class requirement 

for modeling may focus on those function for which there is no practical way to get an acceptable level of 

confidence by testing alone, the mathematical model can be used to test most functions providing: 

 The protective function(s) can be modeled. 

 The response of the power plant to the fault stimulus can be simulated.   

Model Based Testing 

Model Based Testing (MBT) fills a gap between computer simulation and live testing using the vessel’s 

power plant as the test set. MBT can be used to test protective functions for which no accurate digital 

representation exists (example, a proprietary / bespoke function within a relay, PMS or other system). It 

also tests the response of the real hardware which may differ from its modelled equivalent.  

 

The term Model Based Testing was coined for use in MTS guidance by the MTS DPC subcommittee for 

Guidance and Standards because other familiar names such as Cascade Waveform Injection Testing 

(CWIT™), Hardware in the Loop Testing (HIL), Real Time Simulation (RTS) and Real Time Digital 

Simulation (RTDS™) have become associated with certain use cases and service providers by the DP 

community. The intention in this paper is to discuss the general principles of MBT at an elementary level.     

 

For the purposes of this discussion, MBT is the practice of injecting three-phase current and voltage 

waveforms into several ‘real’ protection relays through the secondary side connections from PT and CT 

circuits to prove the coordinated response to defined fault stimuli supports the DP system’s worst case 

failure design intent. These waveforms can be obtained from several different sources each which should 

be selected on the basis of their suitability for testing the type of protective function and type of protection 

strategy being tested. 

 

Model Based Testing is not a new verification activity. It has been used in the Utility Industry for decades. 

There are at least two forms of model-based testing which can be designated Open Loop and Closed Loop. 
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Figure 1 Closed Loop Simulation 

 

Closed loop simulation as shown in Figure 1 could be considered the gold standard for power system 

simulation. In closed loop simulation, the model is adjusted by the changes the relays and circuit breakers 

make to the power distribution system. That is to say, the model changes as the relays respond to the faults 

and trip circuit breakers. This real time reconfiguration of the model requires significant computing power 

and parallel processing techniques may be used to obtain the necessary time resolution. 

 

Figure 2 Open Loop Simulation 

In open loop simulation, time series fault waveforms generated by a mathematical model of the power plant 

(or from prerecorded test results on the same power plant) can be injected into a number of relays 

simultaneously so that the coordinated response of the switchboard to the fault stimulus can be observed 

and recorded for analysis.  This type of simulation does not modify the power system model in real time, 

but this is not necessarily a significant disadvantage in a DP power plant application where the protection 

is often based on time grading. This is because the purpose of this test is to observe the action of main and 

backup protection should one layer of protection fail. Redundancy in protective functions is a requirement 
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of some DP class 3 closed bus notations. In this use-case, the fault waveforms are not influenced by circuit 

breaker operation because (for the purpose of simulating a hidden failure), it is assumed the circuit breakers 

do not trip on the first layer of protection (their attempts to trip can be observed and recorded). This proves 

the primary and backup protection. The primary protection is always a generator incomer or a feeder. The 

backup protection is to open the busties. The only case in which the busties are the primary protection is 

when the fault acts directly on the main bus. In this case, the secondary protection is that which controls 

the bustie circuit breakers in the adjacent switchboards.  

Figure 3 shows a small section of an HV power distribution system with a relay supplied by a PT and CT. 

The PT would typically supply several such relays with a signal representing the system voltage. There are 

different ways in which the fault waveforms can be injected into the protection relays. In a conventional 

switchboard design where the CTs and PTs are interfaced directly to the protection relays by analogue 

hardwired connections, the CT circuits can be interrupted and the CTs shorted out as shown in Figure 4. 

One of several current output channels from an arbitrary waveform generator is then connected in their 

place. Similarly, the PT distribution is disconnected from the PT and a voltage output channel from the 

waveform generator connected to feed all relays served by that PT. 
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Figure 3 Small section of HV power distribution system 
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Figure 4 Analogue Interface from Model to Protection Scheme 

With the development of digital substations based on the IEC 61850 Generic Object-Oriented Substation 

Event (GOOSE) standard, the possibility exists to interface the computer simulation with the protection 

equipment over a digital / network connection through the Station Bus and the Process Bus as shown in 

Figure 5. A description of the GOOSE standard is well beyond the scope of this paper but for general 

information: 

 The Process Bus is a communications network that facilitates the connection between the protection 

relays (Called Intelligent Electronics Devices (IED) in GOOSE) and the measuring equipment and 

switchgear such as PTs CTs, circuit breakers and so on. 

 The Station Bus connects the relays / IEDs together and transmits the trip and reclose commands.  
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A Merging Unit (MU) provides a facility to bring together the analogue signals from a number of sources 

for conversion and connection to the Process Bus. 

 
 

Figure 5 Interface with GOOSE based protection. 

A switchboard that was designed for analog connection typically uses knife switches, connectors, and 

grounding points to allow the harness for the waveform injection to connect to the relays. This considerably 

reduces the amount of intrusion into the switchboard wiring necessary to make such connections. This 



S. Cargill et al Power System Simulation 
and Testing Session 

Power System Modelling & MBT  
An invaluable tool in V&V of Fault 

Tolerant DP Systems  
 

 

 

 

MTS DP Conference - Houston October 10 - 11, 2023 Page 19 
 

 

practice reduces the risk of leaving something disconnected or loose when the harness is removed. The 

digital interface supported by the GOOSE connection would appear to further simply the task of coupling 

up test equipment. Proprietary GOOSE interfaces are available to allow the development and connection 

of real time computer simulations through GOOSE.   

Detecting hidden failures and exploring the limits of protection system performance. 

IMO MSC 645 & 1580 ‘Guidelines for Vessels (and Units) with Dynamic Positioning Systems’ 

provide the high-level guidance on maintaining station keeping integrity. The requirements can 

broadly be interpreted to mean ‘test all important systems every year’. For closed bus power 

systems this would certainly include the systems providing protective functions upon which the DP 

Redundancy Concept depends for its fault tolerance and post failure capability. However, in a DP 

class 3 closed bus power plant, with requirements for primary and secondary protection, the 

comprehensive and complex nature of the protection systems add significantly to the annual and 

periodic verification and validation burden. So great is this burden perceived to be by some that 

annual testing of these essential functions is not carried out after vessel delivery.  Model Based 

Testing installed as Built in Test Equipment (BITE) can considerably reduce the burden of such 

verification and validations activities and make it practical to carry out a comprehensive set of tests. 

Applying progressive insights from lessons learned.   

High speed dataloggers inevitably form part of the equipment used for model-based testing. If these 

are also permanently installed as BITE, then they can be used for trouble shooting and testing of 

remedial measures, significantly increasing the confidence in the solutions / modifications, and 

accelerating the return-to-work process following a DP incident. 

Conclusions 

Mathematical Modelling / Computer Simulation of power systems is an indispensable tool for design, 

problem solving and verification and validation activities. Power systems engineers typically leave higher 

education fluent in operating at least one if not several major simulation platforms making skilled operators 

of these tools more readily available such that their use becomes standard practice (and not a specialist 

activity) in years to come. It is not the intention of this paper to recommend one commercial offering over 

another rather the intention is to make the DP community aware that simulation tools for power systems 

are created for different purposes and each has their own strengths and limitations. Some simulation tools 

are easier and quicker to acquire competence in than others. Although a graphical interface is now universal, 

some simulation tools intended for the computation of high-speed electromagnetic transients require 

considerable dedication and are best left to those who provide simulation services and who will use them 

with sufficient regularity to understand their strengths and limitations. Other tools are more suitable for the 

generalist engineer.  

 

Classification society requirements for computer simulation recognise and focus on those failure modes for 

which there is a very limited scope for carrying out live testing. Computer simulation of these fault types 

allows margins-for-error and other operating configurations to be explored without having to subject the 

power plant to unnecessary stress.  A limited live test scope allows the model to be validated increasing 

confidence in the accuracy of predictions. 
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Model based testing is a natural extension of computer simulation and fills a gap between live testing and 

modelled predictions. It has long term benefits when fitted as built in test equipment by streamlining the 

annual and periodic verification and validation process for power system protection. 
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