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Design

Operations

People

Process

Nature of  the Tool and Intended Use

Future Forward Modifications

BMP and Hierarchy of  Controls

Demonstration

Transocean Application

Closing Comments

“Effective administrative controls 

are the compass 

that guides vessels 

through 

the intricate currents 

of 

reliability and safety." 
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Identify Common Points

Assign a reference number

Usage of single failure propagation 
analysis 

Identify compensating provisions if 
any that prevent fault propagation

Verify / Validate efficacy of 
Compensation provisions via 
Testing 
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Identification of redundant equipment groups – RDI

Identification of common points connecting redundant equipment groups – Sketches and Tables

Analysis of the effects of all possible failure modes that can propagate from these, or by way of these common 

points - SFPA

Validation of compensating provisions that are applied to the common points to mitigate unacceptable failure 

effects – Link to Testing

Almost all DP incidents where the redundancy concept is defeated are caused by: 

• Fault propagation through a common point. 

• Hidden failure : A) Lack of performance B) Faulty or non existent protective function
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OCIMF DP FMEA Assurance Framework
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Revealing 
Risks capable 
of defeating 
Redundancy 

concept 

Efficacy of 
compensating 

Provisions 

Execution  
Tools 

Audit 
competent 

Documentation 
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Nature of the OCIMF DP IP Tool

High level                                                                     
OCIMF DP FMEA                 

Assurance IP

Intended for use by non-specialist 
technical resources with limited 

insight into the DP FMEA process

Clear and transparent insight into inconsistencies and 
opportunities for miscommunication

Provide guidance / pathway to start developing the Assurance Document in 
line with the requirement in the IP

7

There were opportunities to refine the use of  the tool without diverging from its form in the IP!!
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Future Forward Applications

QTS Generator

• Expand review to assess technical content

• QTS questions raised to address inconsistency, lack of  
information or identified vulnerabilities to request 
mitigative measures

• Requires specialist technical resource

Commonalities and Cross Connections Tool

• Collect all identified vulnerabilities

• Assess high impact vulnerabilities that may compromise 
the Redundancy Concept

• Analyse barrier and assign control type

• Provide structured framework to analyse and assess 
Procedural Discipline of  Administrative Controls

• Does not require specialist technical resource

8

Desire to improve value proposition and efficiency

Generate “Question Tracking Sheet” through identified lack of information on commonalities, cross connections and external 
interfaces. Generate list of “Commonalities and Cross Connections” to assess the efficacy of administrative controls.

Requires a specialist Technical Resource to maximise output for both new tools, however, not a requirement for Commonalities 
and Cross Connections Tool
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Hierarchy of Controls Heat Map 
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 Provides general advice on the 

nature of various mitigations used in 

DP systems to create or restore 

fault tolerance

 How appropriate are they in any 

particular application?
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Administrative Controls and its role in mitigating risks of DP operations. 

Significance of a comprehensive approach to risk management

The key challenges and potential consequences associated with administrative 
control failures

The framework proposed to enable procedural discipline

The effective management of risks posed by administrative controls 

Aim of 

Study 
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Redundancy Concept and its Barriers Management Philosophy 

OCIMF published in 2020- Risk based 
Guidance on DP FMEA Assurance

Procedural discipline Control 
Framework 

Tools to enable requisite stakeholders

Tools to Identify Commonalties 

Tools to identify Fault Propagation 
Pathways 

To Identify the grounds that 
compromise the Redundancy Concept

Assess the Barrier Against The 
Hierarchy of Controls 

11

Defence in Depth 
of Administrative 

Barriers

Barriers Based or 
Reliant on 

Administrative 
Controls  

Framework to 
Assess its  

Effectiveness • Achieve 
Procedural 
Discipline 
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Demonstration

12



10 OCTOBER 2023

Demonstration of Tool
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Cause for Action

14

1
Identify common point 

(between redundant groups) 
as per the FMEA.

2

Enumerate barriers to 
prevent fault propagation 

and existing alarms to alert 
the operator.

3
Identify if operator 

intervention is required and 
select frequency.

4

Assess whether the 
commonality may 

compromise the redundancy 
concept and lead to effects 

exceeding worst case failure 
design intent.

5
Identify the hierarchy of 

controls for the 
compensating provision

6

Assess lifecycle impacts 
(Are administrative controls 

required to maintain the 
efficacy of engineering or 

other controls)

Check cause for action 
and proceed accordingly
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Application of the tool
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Application of the tool
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Application of the tool
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Application of the tool
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Application of the tool

19



10 OCTOBER 2023

Application of the tool
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Application of the tool
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Application of the tool
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Procedural Discipline Assessment

23

Identify related procedure and go through the checklist

Does the procedure detail the whys?

Does the procedure contain clearly actionable items?

Is there strong emphasis on verification? (E.g., 2 person checks)

Is the need for additional barriers addressed?

Does management of change of procedure need onshore approval?

Vessel specific crew training and familiarisation carried out? (Does it explain role of the individual in 
defending the Redundancy Concept)

If the procedure is maintenance, is there a link to redundancy concept critical equipment? (There should 
be same level of diligence as IRM of safety critical equipment and role into sparing philosophy and critical 
spares to be clearly defined.
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Assessment of Procedural Discipline
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Demonstration of Procedural Discipline - Conclusion

• No assessment required – No assessment required, redundancy is 
not compromised.

• No compensating provision, to be addressed – Redundancy is 
compromised, however, no barriers identified. Barrier management 
philosophy to be addressed.

• Error state, analysis is incomplete – Commonality has been 
identified, but the rest of the analysis for cause of action is 
incomplete.

• Error state, assessment is incomplete – Cause for action dictates 
procedural discipline to be assessed, however, checklist is 
incomplete. 

• Insufficient procedural discipline observed – Cause for action 
dictates procedural discipline to be assessed, checklist has been 
completed, however, gaps have been identified.

• Procedural Discipline is Acceptable - Cause for action dictates 
procedural discipline to be assessed, checklist has been completed 
and all elements have been sufficiently addressed.

25
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Transocean Application
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Application of the PD Tool by TOI
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Remarks for Identified Common Point

• '- Alarm on bridge for WTD 

open too long (1 hour on 

WTD CP and 30s on VMS)

• - ORA required if door open 

>6 hrs & RM Approval

• - WTDs verified on DPO 6 

hour checklist

• - 360 Day PM (with ultrasonic 

scanner) to verify water tight 

integrity

• - Update rig familiarization to 

include "Why"

28
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Tracking the Way Forward

Action ByCompletion DateActionComponentID Number

01/10/2022Check that WTDs verified on DPO 6 hour checklistWatertight Doors1

05/10/2022Update rig DP familiarization to include "Why"

Rigmeeting 10/10Lockout  service tank fill valves on transfer lineFuel Transfer2

CorporateIn progressInclude "Why" in Engineer OJT

Rigmeeting 10/10DPN to test to verify thruster interlock/start permissiveService Air Compressors3

CorporateIn progress

Update OJT and to include preserving Rig Air and Start 

Air for manual recovery

Rigmeeting 10/10

Update manual recovery procedure to include 

preserving Rig Air and Start Air

Rigmeeting 10/10

Verify / Add signage to lube oil storage tank filling 

stationLube Oil4

Rigmeeting 10/10

Update LO Bunkering procedure to include double 

verification/Engineer officer verification

01/10/2022Ensure on vessel 6 hour check list to verify AC onDP Backup AC Unit5

Rigmeeting 10/10Verify with vessel AC is normally on

05/10/2022Add "Why" to rig DP familiarization

CorporateIn progress

Update engineer OJT - tie breaker management per 

Marine Assurance Policy

Bus Tie Breaker Verification11

Corporate

Add double verification of returning settings to normal 

after testing (e.g. 5 year trials short circuit test, 

injection testing PM).

CorporateIn progressUpdate OJTBus Tie Breaker Management12

05/10/2022add to rig DP familiarization

05/10/2022Add "why" to vessel specific DP Standby checklistConfiguration for CAM13

CorporateUnder review

Add a Control Procedure for switching to the backup DP 

systemLoss of Main DP Control System22

See #22DP OSs are on Bridge51

See #222 DGPSs are on the Bridge52

See #222 HPRs are on the Bridge53

See #222 Gyros are in Nav. Equip. Rm.54

Rigmeeting 10/10

Compartment Fire Plan/Hot sheets to identify DP 

critical equipmentESS Activation Inputs61

See #61

HV Swbd Control Signals are 

Controlled from the same ESD FS

62

See #61UPS shutdown control signals63

See #61ESD FS 3A Failure64

29
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Gap Closure Pathway

1. Watertight Doors

• Check that WTDs verified on 

DPO 6 hour checklist

• Update rig DP familiarization to 

include "Why"

2. Fuel Transfer

• Lockout  service tank fill valves 

on transfer line

• Include "Why" in Engineer OJT

3. Service Air Compressors

• After review / testing, no 

interlock between rig air 

pressure and thruster 

permissives

• Updated RP 573 to preserve 

start air

30
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Gap Closure Pathway

• 1. Watertight Doors 2. Fuel Transfer 3. Service Air Compressors

31
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Application – Internal Folder Outline

32

01 Watertight Doors

02 Fuel
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Testimony

33

The PD framework tool allows logical identification of common points, commonalities and 
cross connections. This enables the VTO to assess the administrative barriers that may need 
to be strengthened, or additional barrier requirements.

Transocean took the available tool and modified it to efficiently suit its objective. A remarks 
column was added to the tool itself to identify gap closure pathway. A separate tracker was 
created to track all identified vulnerabilities. A Teams folder was created internally to gather 
closeout evidence. With the above modifications a closed loop approach could be taken to 
achieve and maintain procedural discipline.

The explanation of the “Whys” within the procedures and training allow for knowledge transfer 
and better understanding of the part played by the individual in defending the redundancy 
concept.

The execution of the tool allowed a more focussed perspective and thorough assessment of 
administrative controls and procedural barriers.

The tool also helped identify certain actions that would make the procedure easier to follow 
and execute, thus strengthening the administrative barrier.

Feedback on the 
application 

Process

Comment on the 
Functionality & 

Value Proportion 

Communicate 
instances

Ascertain the need 
for administrative 

procedural barriers 

Ascertain how to 
frame the required 

intent 
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Effective Management of Administrative Controls Risk  
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Identification of 
vulnerabilities

• Fact finding exercise to 
identify vulnerabilities in 
vessel as is condition.

• All commonalities, 
cross connections and 
external interfaces are 
recorded.

• Understanding the impact 
of failures on the 
redundancy concept is 
paramount objective .

Implementing 
Comprehensive Barriers 

• Comprehensive barriers 
are effective barriers 
that have been verified 
and validated.

• Within these, 
administrative controls 
have the highest reliance 
on operator action to 
prevent escalation or fault 
propagation.

Analysis of the barrier and 
hierarchy of controls

• The vulnerability and the 
barriers mitigating the 
effects of failures need to 
be systematically 
analysed to ensure 
predictable outcomes.

• All barriers need lifecycle 
management and the 
identification of 
administrative controls to 
maintain the efficacy of 
other barriers is extremely 
important.

Develop and execute 
procedural discipline for 
administrative barriers

• Various checklist 
elements have been 
discussed that enhance 
the reliability, 
robustness and 
resilience of 
administrative controls.

• Effective communication 
of the Whys, verification 
ability,  clearly actionable 
items, role of the 
individual in defending the 
redundancy concept 
(training/familiarisation) 
and maintenance aspects 
in tandem, are required to 
achieve the objective of 
procedural discipline.

Safe and Successful 
Execution of DP Operations 

• The objective of achieving 
predictable outcomes, 
even through 
administrative barriers, is 
essential to the safe and 
successful execution of 
DP Operations and is 
aligned with the MTS 
vision of enabling incident 
free DP operations.
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www.dnv.com

Questions?
Thank you.
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Bolshoy.Bhattacharya@dnv.com

+44 7766039704 


