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Abstract

IMO MSC Circ. 1580 and its previous iteration 645, define DP equipment classes and the
requirements to not incur loss of position and / or heading in the event of a single fault (under set
conditions as per equipment class). The concept of Single Fault Tolerance (SFT) is essential to
ensure the continued functionality and safety of DP vessels and the industrial mission being
carried out.

To ensure the effectiveness of single fault tolerance, DP vessels undergo rigorous testing,
inspection, and maintenance. Regular checks and tests are conducted on redundant systems to
verify their proper functioning and readiness. Fault detection and diagnostic systems are also
employed to detect failures or abnormalities in critical components and provide timely alerts to
the crew. Experience has illustrated that even with the myriad of tools and processes at our
disposal, common points and fault propagation pathways have created failure effects that
compromise the redundancy concept and exceed the worst-case failure design intent.

As vessel systems become more complex, integrated, and interconnected, the requirement to
supplement the vessel’s risk management philosophy with a comprehensive analysis that has
been verified and validated with specialist knowledge is critical. Testing plays a vital role in proving
the effectiveness of single fault tolerance in dynamic positioning (DP) systems. Through rigorous
testing, the functionality and reliability of redundant systems and their ability to maintain position
control in the event of a single fault are validated. The key aspects related to testing for SFT
include:

Verified and validated FMEA

Simulation and Modelling

Fault Injection Testing

Redundancy Testing

Contingency and Human Performance Testing
Conditional Validation
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Each of the above requires both application of a systems engineering approach and depth in the
understanding of the critical components and their control systems. This paper will highlight real
world experiences with some of the dilemmas posed by the integration of complex systems and
the verification and validation of their failure modes and effects. The paper will present the
challenges posed by the intention to verify and validate identified fault propagation pathways with
the support of the original equipment manufacturer (OEM) and how these challenges were
overcome through:

. Clear communication of intent / objectives with the stakeholders

. Identification and assessment of the risk profile (local and global)

. Deference to Specialist knowledge and understanding of control and protection
philosophy.

. Application of tools and technologies

. Analysis of test results to identify potential weaknesses, make necessary

adjustments and create retesting strategies.
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Abbreviations
SFT Single Fault Tolerance
CWIT Cascade Waveform Injection Testing
DP Dynamic Positioning
FMEA Failure Modes and Effects Analysis
OCIMF Oil Companies International Marine Forum
OEM Original Equipment Manufacturer
IMCA International Marine Contractors Association
IEC International Electrotechnical Commission
DNV Det Norske Veritas
SUT Society for Underwater Technology
IEEE Institute of Electrical and Electronics Engineers
IMO International Maritime Organization
FRT Fault Ride Through

MTS DP Conference - Houston

October 10 - 11, 2023 Page 2




J. Fisher et al Power System Simulation Imperative for Effective Verification
and Testing Session and Validation to prove Single Fault
Tolerance

Introduction

The maritime industry, especially the dynamic positioning (DP) sector, stands at the forefront of
technological advancements aimed at ensuring the safety and efficiency of vessels during critical
operations. A cornerstone of this safety framework is the concept of Single Fault Tolerance (SFT). DP
systems are instrumental in maintaining a vessel's position and heading, and any failure in these systems
can lead to potentially catastrophic consequences. IMO MSC Circ. 1580 and its predecessor, Circ. 645,
define DP equipment classes and set stringent requirements to prevent the loss of position and heading in
the event of a single fault, each with its own unique criteria and conditions.

Through the proliferation of the iterative guidance’s provided by the MTS DP Subcommittee, the terms
that have become an integral part of the vocabulary are:
e Integrated thinking (Communicated as ‘three pegs’ thinking).
The seven pillars (essential attributes to be addressed in DP design).
Performance, protection, and detection.
Basis of confidence.
Defense in depth.
Effective verification and validation.
Pragmatic and effective risk management (Barriers and Barrier management philosophy).
Comprehension aided compliance.

In this paper we are going to discuss all of the above, with specific focus on “Effective” Verification and
validation, incident data showing the lack of effectiveness, and how the OEM is pivotal to improving our
methodologies thus enabling incident free DP operations.

Single Fault Tolerance

The fundamental significance of SFT cannot be overstated. In an industry where the margin for error is
minimal, the ability of a vessel to maintain its position and heading, even in the presence of a single fault,
is paramount. Whether it's offshore drilling, subsea construction, or scientific research missions, the
continuity of operations hinges on the reliability and resilience of DP systems.

Failure to ensure the effectiveness of SFT can have severe consequences, not only in terms of safety but
also economic and environmental implications. It is, therefore, imperative that DP vessels are subject to
rigorous and effective verification and validation procedures to guarantee the continued functionality of
these systems.

Effective Verification and Validation
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Figure 1 Verification and Validation
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Verification and validation is a multifaceted approach to proving the single fault tolerance of a DP system.
Perhaps the most critical aspect of this process is that it has its foundations in sound, logical analysis. After
all, any testing can only attempt to prove the theory it is based on; even the most thorough testing will not
expose the shortcomings of a system if the underlying analysis is flawed. It is for this reason that a
competently executed FMEA is the cornerstone of the verification and validation process.

Verification is a static process that is used to evaluate whether a product, service, or system complies with
regulations and / or specifications. E.g., Ensure nameplate data meets specifications.

Validation is a dynamic process to provide confirmation by examination and provision of objective evidence
that the functionality for specific intended use is fulfilled. E.g., Run the generator to ensure it operates as
per expectations.

The three pegs thinking promotes the concept of a system engineering-based approach to the verification
and validation process. They are:

e Intent/ Objective

e Basis of Confidence and

e Defense in Depth

The system engineering approach is a multi-tiered, interdisciplinary approach that comprehensively verifies
and validates a highly integrated and complex system. The elements of a system engineering approach to
V and V activities include:
e Holistic Perspective:
o DP system analyzed as an integral part of the vessel's complex system.
o Consideration of interactions with other ship systems and external factors.
Requirements Definition:
o Clear definition of DP system requirements and objectives.
o Foundation for FMEA analysis.
e Functional Analysis:
o lIdentification of DP system functions and capabilities.
o Understanding of their contribution to overall vessel performance.
e Failure Mode Identification:
o Systematic identification of potential failure modes.
o Includes both internal and external triggers.
e Risk Assessment:
o Risk assessment for each failure mode, common points, and fault propagation pathways.
Prioritization of high-risk failure modes that may compromise the redundancy concept.
¢ Mitigation Strategies:
o Development of strategies to mitigate high-risk failure modes.
o Strategies may involve redundancy, fault detection, isolation strategy or administrative
procedures.
Integration with Ship Design:
o Incorporation of DP system FMEA into vessel design.
o Ensuring vessel design is adjusted for mitigation measures.
The above closed loop methodology ensures that each of the activities are grounded in the three pegs
thinking.

Once a sound basis of knowledge from which to work is established, the process of proving or disproving
the conclusions of the FMEA can begin. The absolute single fault tolerance of a DP system can never be
entirely proven due to the multitude of unknowns and necessary commonalities present in these systems.
Therefore, it may be, counterintuitively, better to think of verification and validation activities as attempting
to prove that the system is not fault tolerant. Only by using all the tools and processes at our disposal to
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attempt to defeat the redundancy concept can we gain confidence that the concept itself is valid. The
process is limited by the tools and knowledge available to the industry. However, every year new insights
and tools are gained which can be applied to allow us to build further confidence in the systems being
assessed.

The verification and validation journey does not end once the proving trials are closed out. It is a continual
process that should be evolved throughout the lifetime of the vessel. Since we can never truly prove the
single fault tolerance of a vessel there is always a residual unknown risk, the size of which is based heavily
on the effectiveness of the applied verification and validation activities. No matter the scale of this unknown
risk, its size will only ever increase with time. The goal of annual trials is to, in a way, reset this risk back
down to its baseline as established following proving trials. But the solution lies in the question “What if the
depth of this unknown risk could be reduced and its degradation diminished?”.

By applying novel concepts such as computer modelling, built-in testing, fault injection testing and
sophisticated self-monitoring systems we can achieve these goals. For example, an accurate, proven model
can give greater confidence in the vessel’'s power system, as a vast number of scenarios can be simulated
in a way which would be either not prudent due to inherent risks of equipment damage or too time and
resource intensive to carry out on the vessel itself. Built-in testing and self-monitoring can alert the operator
of degraded capability before it has the opportunity to manifest or can be caught at trials. These ideas may
be new to the DP industry, but they are well established elsewhere, and they are ready to be applied here.

Essential Attributes for Predictable Outcomes
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Figure 2 The DP Temple

The seven pillars defined above are a series of seven desirable attributes of a DP system to create a
bedrock of predictability in the objective to attaining incident free DP operations.

Pillars of Fault Tolerance: There are two distinct groups of pillars influencing fault tolerance in dynamic
positioning (DP) systems. The left group dominates designs with few cross connections, emphasizing
redundancy. The right group becomes crucial when mitigating fault propagation paths.

Cross Connections Impact: The need for attributes on the right, such as fault resistance, tolerance, and
ride-through, becomes significant when cross connections are introduced. These attributes introduce a
lifecycle test burden to ensure ongoing effectiveness.

Autonomy in DP Vessels: Modern DP vessels benefit from autonomy, particularly in making generators
and thrusters independent for auxiliary support services and control functions. Decentralized control
functions are considered more fault-tolerant, as each major machinery item prepares itself for operation.
Centralized control systems may pose challenges in proving that failure effects do not exceed the worst-
case failure design intent. Control system topology also plays a vital role in fault-tolerant systems.
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Independence and Segregation: Ensuring independence between redundant DP equipment groups is
essential. The number of connections between such groups should be minimized to enhance fault
tolerance.

Orthogonality and Diversity: Diversity, achieved through different suppliers or operational principles
(orthogonal design), can improve fault tolerance. Orthogonal design reduces the risk of common mode
failures in redundant systems.

Fault Tolerance and Resistance: Single fault tolerance is achieved through design, either by clear
segregation of equipment into redundant groups or protective functions. However, relying solely on
protective functions may increase testing burdens.

Fault Ride-Through: Ride-through capability allows systems to remain operational during and after
protective functions isolate fault propagation paths, such as during overcurrent protection.

Effectiveness of Single Fault Tolerance
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Figure 3 Ensuring the Effectiveness of Single Fault Tolerance

Ensuring the effectiveness of single fault tolerance (SFT) is paramount in the operation of dynamic
positioning (DP) vessels. This multifaceted process encompasses a range of activities and strategies aimed
at mitigating the impact of potential faults on vessel safety and mission success.

DP Vessels Testing

Robust testing procedures lie at the core of SFT verification and validation. DP vessels undergo a series of
comprehensive tests to evaluate their ability to maintain position control and heading in the event of a single
fault. These tests, often conducted during both sea trials and in controlled environments, simulate various
fault scenarios, including sensor failures, actuator faults, and control system disruptions. Verified and
validated Failure Modes and Effects Analysis (FMEA) is utilized to identify potential weaknesses and
vulnerabilities in the system.

DP Vessels Inspection
Inspection serves as a critical component of ensuring the continued effectiveness of SFT. Periodic

inspections involve a meticulous examination of DP systems, sensors, thrusters, and control mechanisms.
These inspections aim to identify wear and tear, corrosion, or other forms of degradation that could
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compromise the vessel's fault tolerance. Inspection reports guide maintenance and repair efforts, ensuring
that the vessel remains in optimal working condition.

DP Vessels Maintenance

Maintenance activities are vital to sustaining SFT over the vessel's operational life. Routine maintenance
tasks include the servicing and replacement of components, sensors, and actuators as needed.
Maintenance schedules are often established based on manufacturer recommendations, industry
standards, and the vessel's specific operational profile. Regular maintenance helps prevent unexpected
failures and ensures the continued reliability of redundant systems.

Regular Checks and Tests on Redundant Systems

Redundant systems are fundamental to Single Fault Tolerance and thus it is essential to verify and validate
them. Regular checks and tests are conducted on these systems to verify their attributes of Protection,
Performance and Detection. Redundancy testing evaluates the switchover mechanisms and response
times of these systems, providing valuable data on their fault tolerance.

Fault Detection Systems

Incorporating advanced fault detection systems is a proactive measure to safeguard against single faults.
These systems continuously monitor critical components and sensors for abnormalities, anomalies, or
deviations from expected behavior. Upon detecting a potential fault, they trigger alarms or alerts to notify
the vessel's crew. Fault detection systems enable timely responses, helping to prevent or mitigate the
consequences of single faults.

Fault Diagnostic System

Beyond detection, fault diagnostic systems are instrumental in pinpointing the root causes of faults. These
systems employ advanced algorithms and data analysis techniques to diagnose the nature and origin of a
fault accurately. Diagnostic information assists engineers and technicians in implementing targeted
corrective actions, reducing downtime, and enhancing the vessel's overall fault tolerance.

In summary, the effectiveness of single fault tolerance in DP vessels is achieved through a holistic approach
that encompasses testing, inspection, maintenance, redundancy checks, and the integration of fault
detection and diagnostic systems. These strategies collectively contribute to the safety, reliability, and fault
tolerance of DP systems, ensuring that vessels can continue to operate effectively even in the presence of
single faults.

Due to limited resources, it is essential that the above activities are targeted, and experience has shown
that the vast majority of incidents, and insights, point towards common points as the fault propagation
pathway that compromise the redundancy concept and cause failures exceeding the worst-case failure
design intent. Thus, it is prudent to apply the holistic, comprehensive, and effective approach to verification
and validation to common points that cross redundant groups specifically.
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Figure 5 Single Fault Tolerance — Testing

Ensuring single fault tolerance of a DP vessel is the highest priority with respect to managing station keeping
risk. As mentioned in previous sections, it may not be conducive to expend resources on enumerating every
unknown risk, however, current advancements in technologies and processes, provide us with tools to
supplement traditional testing methodologies to drive down unpredictable effects within the DP system.
Some of these tools include:

An effectively Verified and Validated Failure Modes and Effects Analysis (FMEA) is the cornerstone of
the testing framework for SFT. The approaches introduced by DNV Recommended Practice D102 and then
cemented by the OCIMF DP FMEA assurance Information paper have cemented the requirement of focus
on common points, fault propagation pathways, and their mitigations.

¢ Identification of Failure Modes: The first step involves identifying potential failure modes in DP
systems through identifying, redundant groups, cross connections, and failure modes that may
compromise the redundancy concept.
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o Assessment of Effects: Each identified failure mode is assessed in terms of its potential impact
on vessel position and heading control and then compared with the worst-case failure design intent.

o Testing and Validation: This step involves subjecting the system to controlled failures to verify
the accuracy of the identified failure modes and their effects and this stage is where we see the
greatest imperative to explore available tools, methodologies, and OEM support for improvement.

Simulation and Modelling

Simulation and modelling play a crucial role in testing SFT. These tools enable engineers and researchers
to create virtual environments where DP systems can be tested under various conditions without the risks
associated with real-world operations.

¢ Dynamic Simulation: DP system behaviour is simulated under different scenarios, including fault
conditions, adverse weather, and varying operational parameters. This allows for a comprehensive
evaluation of SFT.

e Modelling of Failure Effects: Simulations incorporate models of failure effects to accurately
replicate the behaviour of the DP system during a fault. These models of power and control systems
are validated against real-world data to ensure accuracy.

e Model Based Testing: A combination of live testing and computer simulations can be utilised to
test real functions within the need to stress the vessel as a test set. These are being utilised more
often to enable effective verification and validation.

Fault Injection Testing

Fault Injection Testing involves deliberately introducing faults into the DP system to observe its response
and evaluate its resilience.

e Controlled Faults: Faults are injected in a controlled manner, allowing engineers to study the
system's response under various fault conditions. This testing helps validate the effectiveness of
redundancy, control, and protection mechanisms.

¢ Real-time Monitoring: During fault injection tests, the system's performance is closely monitored
in real-time. This data provides insights into how quickly the DP system detects and mitigates the
fault.

¢ Benchmarking: Results from fault injection tests are used to benchmark the system's performance
against SFT requirements. This information is critical for determining whether the system meets
regulatory and operational standards.

Redundancy Testing

Redundancy testing focuses on verifying the effectiveness of redundant components in the DP system. It
is crucial to ensure that backup systems can seamlessly take over in the event of a single fault. These
provide greater confidence in the abilities of the DP vessel and its functionality, again, feeding into ensuring
predictable outcomes.

e Switching Time Analysis: Redundancy tests measure the time it takes for the system to switch
from a faulty component to a redundant one. The goal is to minimize this switching time to maintain
uninterrupted control.
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e Load Sharing: In addition to switching, redundancy tests assess how well the load is shared
among redundant components. Assessing the performance characteristics and ability to accept or
reject load is essential to ensure single fault tolerance.

o Failure Recovery: Redundancy testing evaluates the system's ability to recover from a fault. It
includes testing automatic fault recovery procedures and crew interventions.

Contingency and Human Performance Testing

Contingency and human performance testing assesses the ability of DP systems to handle unexpected
scenarios and human interventions during fault conditions. Using the hierarchy of controls, as barriers to
defend the redundancy concept spread into the administrative control section, it is important to ensure
procedural discipline is maintained and the human performance aspect is also verified and validated.

e Scenario-based Testing: A wide range of scenarios is simulated, including equipment failures,
extreme weather, and emergency response situations. This testing evaluates how well the DP
system adapts to these scenarios.

e Crew Training and Procedures: Human performance testing involves assessing the readiness of
the crew to respond to faults. It includes drills and simulations to ensure that the crew can effectively
take control if necessary.

Conditional Validation

Conditional validation encompasses the final step in the testing framework, where the DP system's
compliance with SFT requirements is validated under specific operational conditions.

e Operational Profiles: DP systems are tested under operational profiles that mimic real-world
missions. These profiles vary based on the type of vessel and the specific mission, ensuring that
SFT requirements are met in actual operational scenarios. These may include scenarios where
equipment is unavailable, or for differing configurations.

e Operational Feedback: Feedback from the vessel operators and crew onboard is essential to
assess whether the verification and validation activities have been effective in the intent / objective
and are part of the defence in depth of the barrier management philosophy.

The combination of Verified and Validated FMEA, simulation and modelling, fault injection testing,
redundancy testing, contingency and human performance testing, and conditional validation ensures a
thorough evaluation of SFT. The integration and synergy of these testing methods, coupled with a system
engineering approach, are essential for meeting SFT requirements efficiently and effectively. Furthermore,
the scalability and adaptability of the framework make it applicable to a wide range of vessels and mission
profiles, ensuring the safety and reliability of DP systems in the ever-evolving maritime industry.

The subsequent sections will delve into the challenges and solutions associated with implementing this
framework and the importance of specialist OEM knowledge in the process.

Integration of Complex Systems

Modern vessels, particularly those in the dynamic positioning (DP) sector, are characterized by a web of
interconnected and interdependent systems. These systems encompass navigation, propulsion, power
generation, communication, drilling equipment, and more. The complexity arises not only from the sheer
number of components but also from their interplay during operations.
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¢ Integration Challenges: The integration of these diverse systems poses significant challenges.
Each system has its own unique characteristics, interfaces, and control mechanisms. Ensuring
seamless coordination among them is crucial for the safe and efficient operation of the DP vessel.

¢ Mission Flexibility: DP vessels are designed to adapt to a wide range of missions, from offshore
drilling to subsea construction. The integration challenge is compounded by the need for mission-
specific configurations that can be rapidly deployed and reconfigured as needed.

The integration of complex systems introduces a complex web of potential failure modes and effects. While
the Single Fault Tolerance (SFT) framework addresses the ability to withstand single faults, it must consider
how these faults propagate through interconnected systems as discussed in previous sections. Integrated
systems often share common points of failure, such as power distribution networks or communication
interfaces. A fault in one subsystem can trigger cascading failures throughout the vessel. Identifying fault
propagation pathways is a challenging task. These pathways can be non-linear and unpredictable, making
it difficult to anticipate how a single fault might impact the entire system.

To address the challenges of complex system integration, specialized testing scenarios are required. These
scenarios simulate realistic operational conditions and expose vulnerabilities that may not be apparent in
isolated testing.

o System-of-Systems Testing: This approach involves testing not only individual systems but also
their interactions as a system of systems. It examines how subsystems collaborate and how failures
in one system affect others.

e Realistic Load Conditions: Testing must consider real-world load conditions, including dynamic
vessel movements, varying environmental conditions, and the demands of specific missions. These
conditions stress the integration of systems.

o Failure Propagation Analysis: Advanced analytical tools and simulations are employed to trace the
propagation of faults through the interconnected systems. This analysis helps identify critical
pathways that require special attention during testing.

e Redundancy Testing: DP vessels incorporate both hardware and software redundancy. Hardware
redundancy involves duplicate sensors, actuators, and power systems, while software redundancy
includes backup control algorithms. The effectiveness of redundancy mechanisms should be
rigorously tested.

Addressing integration challenges is an ongoing process. Continuous improvement is vital to stay ahead of
evolving technologies, operational requirements, potential vulnerabilities, and emerging tools and
processes for risk management.

The Objective of Trials (Class)

The classification societies are verifiers. At trials, they wish to see that a vessel complies with their rules.
While the DP rules written by classification societies are generally written with the intent of achieving single
fault tolerance, compliance with the rules as seen by the classification society is not enough in itself to prove
single fault tolerance.

The classification societies use survey, inspection and testing to establish compliance with their rules.
These are all examples of verification tools.

The rules cannot hope to prevent every possible mechanism capable of defeating the redundancy concept,
and the class societies do not have the time or resources to analyse the systems in the level of detalil
required to prove single fault tolerance. Thus, the burden of proving single fault tolerance comes down to
assurance providers, vessel operators and charterers.
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Detecting Changes and Hidden Failures

It should not be forgotten that DP vessels are working ships and as they become more integrated and
complex in nature, the need for updates, modifications, and maintenance increases. They spend most of
their lives at sea carrying out their industrial mission. In the process of this, they can experience a variety
of changes. Some of these changes are intentional and others are unavoidable.

The vessel may be intentionally modified with the aim to better carry out its industrial mission or improve its
station keeping abilities. Equally from the moment it is launched it will experience component degradation
due to aging and wear and tear.

Intentional changes are theoretically the easiest to manage but undocumented changes or changes which
have not been adequately assessed also tend to offer the greatest opportunity to manifest as a DP incident
as they have the potential to easily violate the redundancy concept of the vessel. The effects of degradation
(e.g., reduced performance, intermittent failures) can be much harder to detect and manage. This is where
regular testing is required to maintain confidence.

Alternative Test Methods

Certain tests are either difficult or damaging to conduct or tend to receive significant pushback from vessel
owners based on concerns over equipment damage or health and safety. This is particularly true regarding
closed bus tests of the power system, such as live short circuit.

Thus, there is significant demand in the industry for alternative test methods that reduce the real or
perceived dangers associated with live testing. One of the main hurdles faced by proponents of these
alternative methods is convincing the wider industry that they provide equivalent or greater integrity than
the tests they replace.

For this reason, it is important that before any tests are carried out the objectives and limitations of any test
are made clear. A live short circuit test can prove both the selectivity of the protection system and the fault
ride through capability of important consumers. Injection testing (primary or secondary) can effectively
prove the results of the vessel’s co-ordination study (and allows for backup protections to be tested without
putting excessive stress on the bus) but it will not prove that equipment is capable of riding through a fault,
and so it would need to be combined with other verification and validation activities in order to achieve the
same level of confidence as the live short circuit test.

Some examples of alternative test methods are:
e Cascade Waveform Injection Testing (CWIT) can be used to test hardware-based protection
systems in the main switchboard without forcing the power plant into extreme fault conditions.
¢ Replica Software Testing (on a simulator) could be used to test protective functions that may have
been disabled by changes in user configurable settings, software updates or reboots or repairs etc.
e Fault Ride-Through Testing
o “Bang-Bang” Tests (on/off)
o Energising the Main Bus Through an Impedance
o Controlled Crash Synchronisation
o Full Field Tests
All the above alternative test methods, and more, should be chosen using the 3-pegs thinking methodology.
This will lead to a reduction in verification and validation activities being carried out on the critical path of
the DP vessel and will also reduce the stresses in utilizing the vessel as a test set. When developed
holistically with a system engineering approach, effective verification and validation would provide
confidence in the SFT of the DP vessel while reducing vessel downtime.
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Effective verification and validation of complex DP systems can only be achieved through a complementary
suite of activities from the ones discussed above, however, OEM support is the glue that binds all these
activities together in a cohesive manner.

Challenges in Working with OEMs

Original Equipment Manufacturers (OEMSs) play a pivotal role in the design, development, and support of
dynamic positioning (DP) systems. Their expertise in system components and control algorithms is
essential for ensuring the reliability and functionality of these systems. However, when it comes to verifying
and validating fault propagation pathways, challenges often arise due to several factors.

e Effective communication with OEMs is paramount in the SFT verification and validation process.
Clear communication ensures that both parties have a shared understanding of the goals,
expectations, and specific testing requirements.

o Alignment of Objectives: OEMs may have their own objectives, such as product
development or maintenance. Aligning these objectives with the SFT verification and
validation goals is crucial for a successful collaboration.

o Transparent Documentation: Documentation of testing plans, methodologies, and
expectations should be transparent and easily accessible to all parties involved. This
transparency helps prevent misunderstandings and discrepancies.

¢ Anintegral part of collaborating with OEMs is conducting a comprehensive risk assessment. This
assessment considers both local and global risk profiles associated with the DP system and its
components.

o Local Risks: Local risks pertain to the specific vessel's operational environment and
mission. Collaborating with OEMs involves evaluating how their components or systems
may impact local risks and SFT.

o Global Risks: Global risks encompass broader industry-level concerns. These may include
trends in component failures, emerging technologies, and evolving regulatory standards.
Understanding global risks is essential for long-term system resilience.

¢ In many cases, OEMs possess specialized knowledge and expertise in their respective domains.
Deference to this specialist knowledge is critical in addressing complex challenges associated with
DP systems.

o Control and Protection Philosophy: OEMs often have a deep understanding of the control
and protection philosophies embedded in their systems. Collaborating with them ensures
that these philosophies align with SFT requirements.

o Customization and Adaptation: OEMs may be able to customize their components or
systems to better meet SFT requirements. Collaborative discussions on potential
adaptations are essential.

e The collaboration with OEMs should leverage the latest tools and technologies for testing and
validation. These tools may include advanced simulation platforms, real-time monitoring systems,
and data analytics.

o Simulation and Modeling: High-fidelity simulation and modeling tools allow for the
evaluation of fault propagation pathways in a controlled environment. OEMs can contribute
their expertise in creating accurate models.

o Real-time Monitoring: Real-time monitoring systems enable the collection of data during
testing. OEMs can provide insights into data interpretation and the identification of
anomalies.

¢ One of the central objectives of collaborating with OEMs for effective verification and validation of
Single Fault Tolerance (SFT) is the analysis of fault propagation pathways within integrated
systems. This analysis seeks to understand how a fault in one component or system may propagate
through the interconnected systems, potentially compromising vessel position and heading control.

o ldentifying Critical Pathways: OEMs bring specialized knowledge of their components and
systems, making them invaluable in identifying critical pathways. These pathways are
those through which a fault is most likely to propagate and have significant consequences.
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o OEM involvement in FMEA process: Collaborative FMEA exercises involving OEMs can
help map out potential fault propagation scenarios. This systematic approach identifies
failure modes, their effects, and their interdependencies.

o Scenario-Based Testing: Scenario-based testing, informed by OEM expertise, allows for
the validation of identified fault propagation pathways. Real-world scenarios are simulated
to observe how faults spread and impact the DP system.

o Effective collaboration with OEMs extends beyond product development and supply. It
encompasses ongoing support, maintenance, and the ability to adapt to evolving challenges.

o Maintenance and Updates: Regular maintenance and updates of OEM-supplied
components and systems are critical for long-term reliability. Collaboration ensures that
these activities align with SFT requirements and that there are no hidden changes.

o Evolving Technologies: As technology evolves, collaboration should remain dynamic.
OEMSs and vessel operators should work together to adopt emerging technologies that
enhance fault tolerance and safety while ensuring effective verification and validation is a
complementary objective.

e Stakeholder engagement is a fundamental aspect of collaborating with OEMs. It involves fostering
productive relationships not only with the OEMs themselves but also with regulatory bodies,
industry associations, and DP operators.

o Regulatory Compliance: OEM collaboration should ensure that components and systems
comply with relevant regulatory standards while ensuring SFT is maintained. Transparent
communication with regulatory bodies helps in achieving and demonstrating compliance.

o Industry Best Practices: Engaging with industry associations and sharing experiences and
insights benefits the entire DP industry. Best practices in SFT verification and validation
can be developed collaboratively.

The challenges associated with interconnected systems, risk management, and the analysis of fault
propagation pathways require a holistic approach that leverages OEM expertise. Effective collaboration
involves clear communication, adaptation to evolving technologies, and stakeholder engagement. It is a
continual process that contributes to the ongoing safety and reliability of dynamic positioning (DP) systems
in the maritime industry.

Case for Action — Challenges and Solutions (For Effective Verification and
Validation)

The following sections describes briefly, some events that have led to the single fault tolerance of DP
vessels to be compromised. The maritime industry's transition towards more complex and interconnected
systems has brought about real-world challenges that impact Single Fault Tolerance (SFT), and the
effectiveness of verification and validation processes is under scrutiny.

Case Study 1: Offshore Drilling Unit

A DP MODU has a faulty Generator connect on the port side which causes the other generators on the bus
trip on reverse reactive power and then trips itself on overcurrent. The disturbance is coupled to the other
redundant group (starboard bus) through incorrectly grounded network shields leading to a complete
blackout (Figure 6, Figure 7, and Figure 8). There was fault propagation that led to the redundancy concept
being compromised and the loss of SFT. Effective verification and validation should have identified the
grounding issue and restricted the failure effects to a single redundant group.

=

Figure 6 Vessel Intact State
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Figure 8 Vessel Post Single Failure (Actua_/) -

Case Study 2: Loss of all Main Propulsion
A dive support vessel was moving out of the quay. Due to certain actions and failure effects in combination,
the vessel was ultimately left with no aft main propulsion units. The event timeline was as follows:

e Vessel moves out of quay using DP Joystick
Control station changed to Aft Manual Control
Control Station changed to Fwd Manual Control (Vessel Speed Up)
Autopilot engaged
Port Prop Steering Angle Fluctuation and speed discrepancy Observed at Fwd Display
Control transfer to DP joystick
Port Prop High Speed and Thrust observed at Aft Display (See DP above!)
E-Stop for Port Prop (See DP above!)
Vessel in DP joystick control
Change to aft manual control and Stbd Prop to full lever
Stbd Prop Trips — No Main Propulsion
Thruster trips had been observed intermittently in the lead up to the event. OEM was requested to
investigate possible network issues. There was a communication and understanding issue within the DP
operators during the event. This all led to the redundancy concept being compromised and unpredictable
outcomes. There was a general lack of understanding of the integration of systems and the human
performance element was deficient. A holistic approach to verification and validation that included crew
training and familiarization and scenario-based testing was adopted to address the gaps.

Case Study 3: Loss of all forward thrusters

A dive support vessel is designed with three (3) forward thrusters, two (2) forward thrusters belonged to the
port redundant group and one (1) forward thruster to starboard redundant group. A network error led to the
controllers for all three forward thrusters to swap from the primary controller to the backup controller as they
were interfaced through a common network switch. As the backup controller was not interfaced to DP, all
forward thrusters dropped out of DP thus compromising SFT and leading to unpredictable outcomes (loss
of position and / or heading). Intermittent alarms were observed on the fwd thruster networks but there was
no observed loss of performance. (Figure 9)
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Effective verification and validation of the system integration of the thruster controllers, networks, and DP
system along with better understanding of fault propagation through common points could have highlighted
this end effect and led to systems engineering solutions predictable outcomes.
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Figure 9 Thruster Network Commonality

Case Study 4: Effective Verification and Validation Strategies

A semi-submersible drilling rig had S/C protection via unit zone protection to bus bar and interconnect using
directional blocking scheme. (Figure 10) This was achieved via hard wire connections between protection
relays. The system was designed to operate phase directional over current and earth fault protection
utilizing voltage and current waveforms within 10ms. An effective verification and validation program was
created by the OEM to ensure that the protection philosophy would be assessed using a system
engineering approach and provide confidence in the protection functioning predictably.
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Figure 10 Protection Philosophy
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This was achieved by:

Power plant modelling, generator decrement curve and transient response validation.
Real live testing was used to update and validate the model and to simulate further fault
scenarios.
Fault Ride Through Testing was carried out for S/C and E/F scenarios to validate that

o The S/C and E/F fault currents were as predicted

o The isolation strategy and post WCF capacity were as predicted

o Voltage recovered successfully and without propagation of other failures (Phase-Phase
and Phase-Ground as necessary)
Generators did not lose synchronism.
Transformer re-magnetization was successful.
Generators and critical DP loads returned to operation without manual intervention.
Loads with a DC Bus link did not fail on over voltage. (voltage doubling effect)
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Figure 11 Live S/C and E/F Testing

Identifying the need to conduct an effective verification and validation process followed by a holistic system
engineering approach (Intent / Objective — Basis of Confidence — Defense in Depth) is essential for
predictable outcomes, especially in complex, highly integrated systems. These should be the standard,
rather than only for specific circumstances.

Identifying Common Dilemmas
From these case studies and others like them, common dilemmas emerge:

Unpredictable Fault Propagation: Complex systems can exhibit unpredictable fault
propagation pathways. Identifying these pathways and understanding how faults cascade
through the interconnected components is a formidable challenge and requires increased
communication and participation by OEMs.

Trade-offs in Mission Flexibility: Balancing the need for mission-specific configurations with
SFT requirements often requires trade-offs. Mission flexibility may introduce vulnerabilities
that need to be carefully managed.

Maintaining Redundancy Effectiveness: While redundancy is a key strategy in SFT, ensuring
that redundant components remain effective under all fault scenarios can be challenging. The
interaction between primary and redundant systems is complex and requires careful
validation.
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The Way Forward
In conclusion, the pursuit of robust Single Fault Tolerance in DP systems is an ongoing journey that
demands a holistic approach. It necessitates collaboration, transparency, and continuous improvement. As
the maritime industry embraces emerging technologies and navigates evolving operational profiles, the
principles and strategies outlined in this paper remain invaluable.
The safety and reliability of DP systems are paramount for the maritime sector, and SFT verification and
validation processes are the guardians of this safety. By learning from real-world experiences, harnessing
the expertise of OEMs, and embracing a culture of innovation, the DP industry can navigate the
complexities of modern vessels and ensure that they remain resilient in the face of adversity.
This paper serves as a guidepost for stakeholders in the maritime sector, reminding us that Single Fault
Tolerance is not just a concept; it is a commitment to the safety and security of vessels and the invaluable
missions they undertake.
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