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Significance of Single 
Fault Tolerance (SFT) 

Single fault tolerance means that if a single 

component or system on the DP vessel fails, 

the vessel can still maintain its position, 

heading and operational stability. 
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Historical objective for DP 
equipment Class 2 and 3 vessels

Agnostic requirement (Open / 
Closed bus)

Effective Verification and Validation 
derisks the DP operation and 

improves the basis of confidence in 
the SFT attribute.
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IMO MSC 645 / IMO MSC 1580

• Purpose – Recommend design criteria, equipment, operating 

provisions and testing as well as a documentation regime for DP 

systems in order to reduce the risk to personnel, the vessel, other 

vessels or structures, sub-sea installations and the environment, 

while performing operations under DP control.

• Defined equipment classes by their worst-case failure modes

• Did not mention “Single Fault Tolerance” but it is implied.

• Limited instructions for DP operating manuals to include checklists 

and testing data.

• Did NOT include the FMEA as a key process / document.

• Purpose – Recommend design criteria, equipment, operating 

provisions and testing as well as a documentation regime for DP 

systems in order to reduce the risk to personnel, the vessel, other 

vessels or structures, sub-sea installations and the environment, 

while performing operations under DP control.

• Defined equipment classes by their worst-case failure modes

• Did not mention “Single Fault Tolerance” but it is implied.

• Expanded on instructions for DP operating manuals to include 

checklists, testing data, identification of critical components, 

blackout recovery, operating modes, and capability plots.

• Now included the requirement to

• Carry out FMEA for equipment class 2 and 3 vessels

• Ensure validation of the FMEA to demonstrate single fault tolerance
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Verification and Validation

Verification

• A process that is used to evaluate whether a 

product, service, or system complies with 

regulations and / or specifications

• Static process

• E.g. Ensure nameplate data meets 

specifications

Validation

• Confirmation by examination and provision of 

objective evidence that the functionality for 

specific intended use is fulfilled

• Dynamic Process

• E.g. Run the generator to ensure it operates as 

per expectations
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Verification requires testing to ensure the system meets technical requirements and specifications. 

Validation requires testing to ensure the system performs its function.

Thus, both are important for comprehensive risk management!
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What is the objective of the Trials? 
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The classification societies are verifiers – Their intention at the trials is to verify the DP system 
for compliance with their rules for the relevant notation. This may or may not align with

• Proving fault tolerance of the system.

• Charterers requirements to establish basis of confidence of predictable incident free DP Operations.

Particular attention is to be paid to condition, new installations, removed equipment and repairs.

Survey, inspection and testing are examples of verification tools. These are how the classification 
society determines compliance with their rules. 

As a third party, verifying compliance with their own interpretation of their own rules is the 
objective

Classification societies do not apply rules retrospectively
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Systems Engineering Approach
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DP system 
analyzed as an 
integral part of 
the vessel's 
complex 
system.

Consideration 
of interactions 
with other ship 
systems and 
external 
factors.
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Clear definition 
of DP system 
requirements 
and objectives.

Foundation for 
FMEA 
analysis.
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Identification of 
DP system 
functions and 
capabilities.

Understanding 
of their 
contribution to 
overall vessel 
performance.

Systematic 
identification of 
potential 
failure modes.

Includes both 
internal and 
external 
triggers.

Risk 
assessment 
for each failure 
mode, 
common 
points and 
fault 
propagation 
pathways. 
Prioritization of 
high-risk 
failure modes 
that may 
compromise 
the 
redundancy 
concept.

Development 
of strategies to 
mitigate high-
risk failure 
modes.

Strategies may 
involve 
redundancy, 
fault detection, 
isolation 
strategy or 
administrative 
procedures.

Incorporation 
of DP system 
FMEA into 
vessel design.

Ensuring 
vessel design 
is adjusted for 
mitigation 
measures.
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Essential attributes for Predictable Outcomes

• The MTS DP Temple is a familiar structure
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Predictability

Incident Free DP Operations

Effective 
Verification 

and 
Validation 

proves

•Fault Tolerance 

•Fault Resistance

•Fault Ride Through

• The 3 pillars on the left impact design and the 3 

pillars on the right reflect the burden of testing
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Effectiveness of Single Fault Tolerance 

Ensuring 
Effectiveness 

of SFT

DP Vessels 
Testing

DP Vessels 
Inspection 

DP Vessels 
Maintenance 

Regular 
Checks and 

Tests on 
Redundant 

systems

Fault 
Detection 
Systems 

Fault 
Diagnostic 
Systems

8

Worst case Failure Design Intent

Compromises Redundancy 
Concept

Fault Propagation Pathways 

Common Points Failure effects 
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Integration of complex systems 
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DP System

DP Control System

Absolute and Relative 
PRSs

Vessel Sensors

Thruster Systems

Thruster Commands

Thruster Feedbacks

Auxiliaries

Dependencies

Power Systems

Power Management 
Systems

Battery Management 
Systems

Vessel Management 
Systems

Safety Systems

ESD

F&G

Inert Gas

IM Equipment

Tension inputs to DP

Automatic Draft Input

External Force

Human Element

DP Operator

Decision Support 
Tools

IRM Activities
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Comprehensive and Effective Testing Framework to 
Prove SFT

SFT 
Testing 

Verified and 

validated 

FMEA

Conditional 

Validation

Contingency 

Testing

Human 

Performance 

Testing

Redundancy 

Testing

Fault 

Injection 

Testing

Simulation

Modelling
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Integration and synergy of testing methodology through a Systems Engineering Approach to ensure scalability and adaptability
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Verification and Validation of Failure Modes and Effects
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• Experience has shown that common points are the failure mechanism through which failure effects propagate and lead 
to global effects that exceed the WCFDI, compromise the redundancy concept and lead to unpredictable outcomes.

• The failure modes need to be identified and the failure effects assessed.

• To prove single fault tolerance, the verification and validation activities need to holistically address the fault propagation 
pathways and use all the available tools at our disposal to effectively achieve predictability.

Verified and Validated FMEA

• Integrated complex systems create a need for expanding the de-risking toolset beyond the traditional FMEA and Trials 
programs. The verification and validation activities need to be complemented by simulation and modeling-based 
validation like:

• Dynamic Simulations

• Modeling of Failure Effects

• Scenario-based testing

Simulation and Modeling

• Design systems with Built-In Test Equipment (BITE) (Build to test)

• Controlled Faults - Injecting controlled faults to study system response. (Test on Demand)

• Real-Time Monitoring – Monitor system performance in real-time. (Healthy to operate)

Fault Injection Testing
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Verification and Validation of Failure Modes and Effects
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• Redundancy tests measure the time it takes for the system to switch from a faulty component to a redundant one. The 
goal is to minimize this switching time to maintain uninterrupted control.

• Redundancy tests assess how well the load is shared among redundant components. Assessing the performance 
characteristics and ability to accept or reject load is essential to ensure single fault tolerance.

• Redundancy testing evaluates the system's ability to recover from a fault. It includes testing automatic fault recovery 
procedures and crew interventions.

Redundancy Testing

• Scenario based and Simulator Testing of a wide range of scenarios helps build confidence and predictability in DP 
operations

• Crew Training and Procedures assess the readiness of the crew to respond to faults and again promote a holistic 
approach to effective verification and validation

Contingency and Human Performance Testing

• Operational feedback through learning from incidents and learning from insights is essential in closing any gaps in 
verification and validation. A learner’s mindset is essential

Conditional Validation
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Verification and Validation of Failure Modes and Effects
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• Different testing methods complement each other by providing unique insights into system behavior. 
OEM involvement and communication will help consolidate testing methods and improve efficiency.

Integration and Synergy of Testing Methods

• Clear and comprehensive requirements to be established (basis of confidence)

• Collaboration of different disciplines is essential for a holistic systems engineering approach

Systems Engineering Approach

• The testing framework must be scalable for various different vessel types and missions to provide a 
singular vocabulary for effective verification and validation

• Effective verification and validation should also be adaptable to incorporate emerging technologies

Scalability and Adaptability
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Alternative test methods
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Fault ride-through testing – Alternative to repeating the short circuit test may include combinations of 

Bang-Bang testing of thrusters
Energising the main bus through an 

impedance – e.g. step-up transformer 
then conducting short circuit test

Controlled crash synchronisation to create 
a voltage dip in the power distribution 

system

Full field tests to confirm the ‘voltage 
overshoot’ ride through and capability of 

the excitation system 

Replica Software Testing  (on a simulator) could be used to test protective functions that may have 
been disabled by changes in user configurable settings, software updates or reboots or repairs etc.

Cascade Waveform Injection Testing (CWIT) can be used to test hardware based protection systems 
in the main switchboard without forcing the power plant into extreme fault conditions.
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Is it necessary to use the vessel as a test set?

• Performance tests generally require that the vessel’s performance be assessed and this 
required the vessel and its systems to be tested

• Protection & Detection tests:

• Hardware based protection & detection – may not require the vessel's system to be used as a 
test set but will require the actual hardware

• Software based protection & detection can be tested using an exact copy (replica) of the 
software installed on the vessel – Such a copy will have exactly, the same testing, bugs etc.

Note: Before performing off-vessel verification of protection and detection functions using replica 
software it would be necessary to review the functions and document the technical basis for 
concluding that failures in the vessel’s hardware could not disable the functions in a manner that 
was not brought to the attention of the crew. Performance tests may provide opportunities to 
verify the correct operation of any hardware elements that could influence the operation of the 
protection and detection – e.g. accuracy of measurements etc.
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The Critical Role of OEMs in Verification and Validation of 
SFT

OEM's Vital Role:
OEMs are critical in DP system design, development, and support.

Their expertise ensures system reliability and functionality.

Effective Communication is Key:
Clear communication with OEMs is essential for shared goals and expectations.

Alignment of objectives and transparent documentation are vital.

Comprehensive Risk Assessment:
Assess local and global risks associated with equipment and DP system 
integration.

Consider both vessel-specific and industry-wide risks.

Deference to Specialist Knowledge:
OEMs possess specialized knowledge in their domains.

Their expertise and understanding of control and protection philosophy in both 
hardware and software is invaluable.

Leveraging Tools and Technologies:
Utilize advanced tools like simulation, modeling, and real-time monitoring.

OEMs contribute to accurate modeling and data interpretation. They can support 
stakeholder objectives and bring effectiveness and comprehensiveness to 
verification and validation processes.
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The Critical Role of OEMs in Verification and 
Validation of SFT

17

Analysis and 
Iterative 

Improvements:
Collaborate on analyzing 
test results, identifying 

weaknesses, and making 
adjustments.

Ensure components and 
systems meet SFT 

requirements.

Fault Propagation 
Pathways:

OEM collaboration can 
provide insight into 

analyzing fault 
propagation pathways.

Identify critical pathways 
and conduct scenario-

based testing.

Collaboration 
Beyond Product 

Development:
Collaboration extends to 
maintenance, updates, 

and adapting to evolving 
challenges.

Embrace emerging 
technologies for improved 

fault tolerance.

Stakeholder 
Engagement:

Engage with regulatory 
bodies, industry 

associations, and DP 
operators.

Ensure compliance with 
regulations and share 

best practices.

Holistic Approach 
to Verification and 

Validation:
Recognize the 

importance of a holistic 
approach.

Collaboration with OEMs 
enhances safety and 

reliability of DP systems.

Continual Process 
for Ongoing 

Safety:
Collaboration with OEMs 
is a continual process.

It contributes to the 
ongoing safety and 

reliability of DP systems.
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Challenges and solutions (Effective V & V)
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Generator connects and trips other generators on bus on reverse reactive power protectionDisturbance was coupled to the other redundant groups through incorrectly grounded network shields 

leading to a complete blackout. 

18



11 OCTOBER 2023

Challenges and solutions (Effective V & V)

Event end effect – Loss of all Main Propulsion

• Dive Support Vessel

19

Vessel 
moves out 

of quay 
using DP 
Joystick

Control 
station 

changed to 
Aft Manual 

Control

Control 
Station 

changed to 
Fwd Manual 

Control 
(Vessel 

Speed Up)

Autopilot 
engaged

Port Prop 
Steering 

Angle 
Fluctuation 
and speed 

discrepancy 
Observed at 
Fwd Display

Control 
transfer to 
DP joystick

Port Prop 
High Speed 
and Thrust 
observed at 
Aft Display 
(See DP 
above!)

E-Stop for 
Port Prop 
(See DP 
above!)

Vessel in 
DP joystick 

control

Change to 
aft manual 
control and 
Stbd Prop 
to full lever

Stbd Prop 
Trips – No 

Main 
Propulsion
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Challenges and solutions (Effective V & V)

20
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Effective Verification and Validation Strategies

21
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Conclusions
In the dynamic maritime industry, the pursuit of Single Fault Tolerance in DP systems represents a commitment to the 
safety and reliability of vessels and their missions. This comprehensive exploration has revealed key insights and 
principles that underscore the significance of effective SFT verification and validation processes.

• A Robust Testing Framework: The Foundation of SFT

• A robust testing framework, forms the bedrock of SFT verification and validation. Verified and Validated Failure Modes and Effects 

Analysis (FMEA), simulation and modeling, fault injection testing, redundancy testing, and contingency and human performance 

testing collectively ensure the effectiveness of single fault tolerance mechanisms.

• Navigating Complex System Integration

• In an era of interconnected components, redundancy is paramount. However, effective validation of redundancy mechanisms and 
fault propagation pathways remains essential, requiring meticulous testing and validation.

• OEM Collaboration: A Crucial Partnership

• OEMs contribute specialized knowledge, assess risk profiles, align objectives, and ensure adaptability. Their involvement in fault 
propagation analysis is instrumental in identifying and validating critical pathways.
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Conclusions – Contd..

• Real-World Experiences: Learning from Incidents and Insights

• Real-world experiences and dilemmas shed light on unpredictable fault propagation, mission flexibility trade-offs, and redundancy 
effectiveness. Advanced simulation, scenario-based testing, and a culture of continuous improvement (learner mindset) are necessary to 
overcome these challenges.

• Clear Communication and Stakeholder Engagement

• Collaboration among technical experts, regulatory bodies, risk management professionals, and OEMs ensures alignment with SFT objectives. 
Transparency, documentation, and feedback loops foster a collaborative environment conducive to innovation and improvement.

• Conditional Validation: Navigating Diverse Scenarios

• Conditional validation is an integral component of SFT verification and validation. Operational profiles and fault recovery scenarios were 
highlighted as central elements. Conditional validation ensures redundancy mechanisms function effectively and that systems adapt to 
evolving challenges.

By learning from real-world experiences, harnessing the expertise of OEMs, and embracing a culture of innovation, the industry can 
navigate the complexities of modern DP vessels and systems to ensure that they remain resilient in the face of adversity and achieve the 
objectives of incident free DP operations.


