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ERROR HANDLING OF POSITION REFERENCE SYSTEMS in QRFT MODE

Why this Learning Is Being Issued
A DP incident was caused by poor performance of a laser-based position reference system
during operations in Quick Response Follow Target Mode - ‘follow multi-target’” mode.
Target Audience for this Learning
e Charterers
e DP Vessel Owners & Operators / Management Teams
e Vessel crew including Industrial Mission Personnel
e Verification and assurance providers
e Industry bodies / regulators
What happened
An IMO DP Equipment Class 2 vessel experienced a position and heading excursion while
conducting bunker operations next to a floating, weather vaning asset in Quick Response

Follow Target (QRFT) mode. The vessel was taken into manual control and the operation made
safe. There were no consequences for individuals, assets, or the environment.

Vessel PRS setup

e QRFT (Heading and Position) using one Microwave and one Laser PRS.
e Microwave (2 transponders) — See Figure 1.
e Laser (2 transponders)- Laser Transponder 1 as origin. — See Figure 1.
o Redundant DGNSS
Notes:

1. QRFT mode uses several combinations of target / transponder pairs to calculate the
heading of the target vessel. Target / Transponder pairs may have both targets /
transponders from the same PRS or from two different PRS.

2. Target / Transponder pairs will be rejected from the heading calculation if they deviate
from the estimated heading by more than 5 degrees or if a particular target or transponder
is rejected by a prediction error. Both these types of rejection occurred during the
development of the incident.

MTS DP committee thanks the submitter of this ‘learning from insights’ on behalf of the DP
community. Learnings from incidents LFlg and insights LFl, are published on the MTS DP committee
website to promulgate learnings form all available sources with a view to enable proactive management of
vulnerabilities and minimize potential for DP loss of position incidents.
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Figure 1 - Targets and Transponders on Target Vessel
Why it happened

The reported microwave transponder positions (MT1 & MT2) were stable, but the laser based
PRS was exhibiting poor performance. In particular, Laser Target 2 (LT2) was rejected and
reselected several times leading up to the loss position. Both Laser transponders reported
incorrect positions with Laser Target 2 position moving by 10’s of metres and Laser Target 1
(LT1) moving by a few metres compared to the Microwave transponder positions.

The position being reported by both laser targets was not only incorrect from time to time
(jumps) but appeared to be frozen at other times (this may not have been apparent to the
crew).

MTS DP committee thanks the submitter of this ‘learning from insights’ on behalf of the DP
community. Learnings from incidents LFlg and insights LFl, are published on the MTS DP committee
website to promulgate learnings form all available sources with a view to enable proactive management of
vulnerabilities and minimize potential for DP loss of position incidents.
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* licrowave T1

Figure 2 - Laser PRS Target Jumps

Sequence of events:

e The QRFT function was using six target / transponder pairs from two laser targets and
two microwave transponders as show in Table 1.

Table 1
Identifier Pairing

A LT1 with LT2

B MT1 with MT2
C LT1 with MT1
D LT1 with MT2
E LT2 with MT1
F LT2 with MT2

e During the incident, Laser T2 was rejected leading to loss of three pairs

MTS DP committee thanks the submitter of this ‘learning from insights’ on behalf of the DP
community. Learnings from incidents LFlg and insights LFl, are published on the MTS DP committee
website to promulgate learnings form all available sources with a view to enable proactive management of
vulnerabilities and minimize potential for DP loss of position incidents.
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e Laser T1 and Microwave T2 pair was rejected due to deviation for estimated heading
leaving only two pairs.

e Microwave T1 and Microwave T2 is rejected due to deviation from estimated heading
leaving only one pair.

e Laser T1 and Microwave T1 is now providing incorrect heading input to the DP control
system for the target vessel.

Note: The sequence of events above is provided in narrative form and tabulated in Table 2. It has
been simplified and different designators are used to maintain anonymity without detracting
significantly from the learning opportunity.

Table 2
Active
Lost Target / Transponder .
Sequence . . Pairs Remarks
Pairs Shown in Orange L.
Remaining
Start All pairs active ABCDEF | Intact state
Lazer T1 Laser T2
1 Laser T2 Microwave T1 BCD A E and F pairs lost because Laser T2
rejected.
Laser T2 Microwave T2
D lost because of deviation from
B lost because of deviation from
3 Microwave T1 | Microwave T2 C estimated heading. La?ser T1 Was fr'ozen
and therefore less noisy so given higher
weighting in the estimated heading.
Cis only surviving heading pair
End Laser T1 Microwave T1 ¢ Y g &P
(erroneous)

MTS DP committee thanks the submitter of this ‘learning from insights’ on behalf of the DP
community. Learnings from incidents LFlg and insights LFl, are published on the MTS DP committee
website to promulgate learnings form all available sources with a view to enable proactive management of
vulnerabilities and minimize potential for DP loss of position incidents.




Dynamic
Positioning
Committee

MTS DP Subcommittee for Learnings from Incidents and Insights

As the reported position of Laser T1 was faulty, the heading calculated from Laser T1 and
Microwave T1 is significantly in error leading the DP control system to adjust the vessel
heading. The estimated target heading changed around 15° in the last 30s before Joystick
mode was selected. This caused the vessel heading to rotate towards the asset to follow the
new target heading.

What investigation steps were carried out: The DP Control System OEM analysed the logfiles.
e What was focused on: Relative position reference systems error handling.
e Why was this focused: Faulty target positions were used by the DP control system.

e What was the investigation outcome: The DP Control System OEM enabled the freeze
detection function for the relative position reference systems.

e Confidence level on outcomes - Medium
e Basis of confidence — Medium

Medium has been selected because although there is confidence in the medium-term solution
there is also room for improvement in the error handling, a more efficacious protection system
should be developed as a longer-term goal.

Lessons learned:

The analysis indicates that the performance of the Laser based reference system was poor.
Why it was poor has not been ascertained but the failure modes of laser position reference
systems are well known. The focus of this LFl is error handling.

The reported position of both targets moved during the incident and targets and target /
transponder pairs (which included the laser system’s targets), were rejected automatically and
reselected manually if they became available.

What was not immediately obvious is that the DP control system could use faulty data from
the laser targets when the data was frozen (the target was not rejected for this type of error).
Furthermore, the position and heading information derived from this signal would be weighted
more favourably and this caused a more accurate heading pair to be rejected.

It’s not clear from the investigation how or why the Laser PRS exhibited this type of behaviour
(frozen data) but this is a known failure mode of position reference systems in general and all
position reference system inputs to the DP control system have freeze detection.

MTS DP committee thanks the submitter of this ‘learning from insights’ on behalf of the DP
community. Learnings from incidents LFlg and insights LFl, are published on the MTS DP committee
website to promulgate learnings form all available sources with a view to enable proactive management of
vulnerabilities and minimize potential for DP loss of position incidents.
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According to the investigation report, the default setting for ‘freeze detection’ is off for all
reference systems, except for HPR systems and Taut Wire. The reasoning behind this choice
has traditionally been to avoid an unwanted freeze detection due to low resolution in
measurement telegrams.

It’s not clear how the relative risks of a spurious PRS rejection (spurious freeze) versus those of
the DP control system using frozen data were evaluated for their effects on single fault
tolerance when making this design choice nor how the consequences of a particular operator
selection were communicated to the DPOs.

Reliance on protective functions:

The DP control system is highly reliant on protective functions to prevent loss of position. It is
one of the few parts of a DP system where standby redundancy (as opposed to active
redundancy) is routinely accepted. In control systems, standby redundancy depends on
detecting an erroneous control action and switching to a backup controller. Effective
protective functions are required to detect the error and execute this transfer.

It would appear that without the freeze detection enabled the protective functions in QRFT
mode are not sufficiently robust to prevent a faulty transponder signal from corrupting the
estimated heading calculation. In this particular failure mode, the nature of the error (frozen
data) was such that it defeated a second protective function namely deviation for estimated
heading. The protection function favoured the faulty target/ transponder pair.

Actions:
¢ Short term remedial actions — Manual control selected, and vessel moved to safe location.
e Medium term remedial actions - Freeze detection enabled by OEM.

e Freeze time limit = 20s

e Freeze detect limit=0.1m

e If raw measurement value (N/E, Surge/Sway) is varying less than Freeze Detect Limit for
Freeze Time Limit, the measurement from this system will be rejected and a suitable
alarm will be given.

e Long term remedial actions- Improvement in error handling — If the reasons for not
enabling freeze detection on all PRS, as a default, is because of the risk of spurious
unwanted reference system rejection, then the effects of spurious rejection should be
understood as a possible outcome and their effects evaluated along the lines below.

MTS DP committee thanks the submitter of this ‘learning from insights’ on behalf of the DP
community. Learnings from incidents LFlg and insights LFl, are published on the MTS DP committee
website to promulgate learnings form all available sources with a view to enable proactive management of
vulnerabilities and minimize potential for DP loss of position incidents.




Dynamic
Positioning
Committee

MTS DP Subcommittee for Learnings from Incidents and Insights

* If the risk of occasional spurious rejection of a PRS is simply a nuisance, then it is
generally not acceptable to risk loss of position to avoid a nuisance by disabling a
protective function.

* If the risk has more than nuisance value (more severe consequences), then other
more effective forms of protection must replace it or the problem with low
resolution telegrams resolved so it can be enabled as a default.

e |f the DPO is expected to decide under what circumstances freeze detection should be
enabled, the reasons and means for doing so should be unambiguously codified in activity
specific procedures.

e |n general terms, protection against faulty equipment causing a loss of position is expected
to be comprehensive and active at all times. If failure to engage a protective function
defeats the single fault tolerance of a DP system this must be clearly understood and
highlighted. It would be unusual to leave other parts of a DP system in a partially
unprotected state and rely upon the operator to engage protection when needed.

Results breakdown from MTS LFI Tool -The chart below shows the breakdown of the causal
and contributory factors as defined within the four criteria of Design, Operations, People and
Process obtained using the MTS LFI (fishbone) tool. Five factors were identified with the
following distribution.

Design - 4
Operations - 1
People - 0
Process - 0

The output from the LFI tool indicates that the causal and contributory factors in this incident
lie overwhelmingly in the design process (design of error handling functions) with some
influence from operations.

With the benefit of data analysis and hindsight it may be possible to conclude that the poor
performance of the laser based PRS, over a one-hour period was a leading indicator.

However, it seems clear from the OEM’s own investigation that the protective functions
intended to protect the DP system against the effects of such poor performance (as configured
at the time of the incident) were not fully effective because part of the protection was
disabled.

MTS DP committee thanks the submitter of this ‘learning from insights’ on behalf of the DP
community. Learnings from incidents LFlg and insights LFl, are published on the MTS DP committee
website to promulgate learnings form all available sources with a view to enable proactive management of
vulnerabilities and minimize potential for DP loss of position incidents.
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Results Breakdown
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The above Design subtopics have been found to be causal or contributory factors in many
learning from incidents and are thus highlighted separately by the LFI tool.

Ergonomics - Was a causal or contributory factor

Note: Ergonomics has been identified as a contributory factor because the incident
investigators believed that the default settings of important protection system should be more

prominent.
Commonality — Was not a causal or contributory factor

External Interfaces — Were not a causal or contributory factor

Suggested Actions

e |t is recommended that owners of DP vessels disseminate this LFl to Vessel Management
Teams on all DP Vessels as well as to their equipment vendors and vendors of DP FMEA's
and to their DP Technical Support Function.

e A general review of DPCS and PRS error handling may be warranted. The perceived
unsuitability of freeze detection for all PRS should be resolved so that it can be enabled by

MTS DP committee thanks the submitter of this ‘learning from insights’ on behalf of the DP
community. Learnings from incidents LFl; and insights LFl, are published on the MTS DP committee
website to promulgate learnings form all available sources with a view to enable proactive management of
vulnerabilities and minimize potential for DP loss of position incidents.
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default or the risk associated with inability to enable it in certain circumstances better

understood, so the risk can be proactively managed.

e A more efficacious protection strategy should be developed as a longer-term goal.

MTS DP committee thanks the submitter of this ‘learning from insights’ on behalf of the DP
community. Learnings from incidents LFlg and insights LFl, are published on the MTS DP committee
website to promulgate learnings form all available sources with a view to enable proactive management of

vulnerabilities and minimize potential for DP loss of position incidents.
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