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IACS has issued new Unified Requirements for Cyber Resilience that will be 
implemented by Class Societies soon.

1. These new URs are large with a lot of new requirements.

2. The work is ongoing.

• Equipment and System providers

• Shipyards

• Owners acquiring new vessels/units

• Contact ABS for assistance
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Overview



• Formed in 2016 to address Cyber Systems and security

• 2018 – published 12 Recommendation documents

• 2020 – the 12 Recommendations were consolidated into Recommendation 166

• This introduced the idea of Cyber Resilience
Cyber Resilience: The capability to reduce the occurrence and mitigating the effects of cyber 
incidents arising from the disruption or impairment of operational technology (OT) used for the 
safe operation of a vessel, which potentially lead to dangerous situations for human safety, 
safety of the vessel and/or threat to the environment.

• April 2022, Unified Requirements (URs) E26 and E27 were published

• Entry into Force Date: 1 July 2024

• New Construction Vessels Contracted on or after 1 July 2024

IACS Cyber Systems Panel
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IACS has recognized the need for robust cyber security and has 
issued:

• UR E26 Cyber Resilience of Ships (ABS Rules MVR 4-9-13)

- Provides minimum requirements for cyber resilience of ships

- Design, construction, commissioning, and operational life of the vessel

- Recognizes different roles and has requirements for

• Suppliers

• Integrators

• Owners

• Class

• UR E27 Cyber Resilience of On-board Systems and Equipment
(ABS Rules MVR 4-9-14)

- Provides minimum security capabilities for systems and equipment in 
order to be considered as cyber resilient

- Intended for third party CBS equipment and system suppliers

IACS URs E26 and E27

Identify

Protect

Detect

Respond

Recover
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• UR E26 Cyber Resilience of Ships

Identify (Inventory of Computer Based Systems (CBS))

• Functional description

• Block diagram of connections

• Inventory/register of hardware

• Feature, protocols, data flows

• Arrangements of networks connecting CBSs

• Inventory of software

Protect (Security zones)

• Firewalls

• Network separation

• Protection from network storm / overloads

• Antivirus, antimalware, antispam

• Access control, remote access control

• Wireless communication

• Use of mobile and portable devices

Main Requirements – UR E26 (ABS Rules MVR 4-9-13)

Detect
• Network monitoring

• Diagnostic functions

Respond
• Incident response plan

• Local, independent, and/or manual operation

• Network isolation

• Fallback to minimal risk condition

Recover
• Recovery plan

• Backup and restore capability

• Controlled shutdown, reset, roll-back and restart

Test plans
• Design and construction phase

• Ship commissioning

• Operational life
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• 17 Requirements organized according to the five sub-goals
- Identify, Protect, Detect, Respond, Recover)

• Each requirement includes
- Statement of the requirement

- The rationale

- Explanation of the requirement details

E26 Cyber Resilience of Ships
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E26 Applies to:

• Watertight integrity and flooding detection

• Lighting (e.g. emergency lighting, low locations, 
navigation lights, etc.) 

• Any other OT system whose disruption or 
functional impairing may pose risks to ship 
operations (e.g. LNG monitoring and control 
system, relevant gas detection system etc.) 

• Navigation systems required by statutory 
regulations

• Internal and external communications systems 
required by Class Rules and statutory 
regulations

• Propulsion 

• Steering 

• Anchoring and mooring 

• Electrical power generation and distribution 

• Fire detection and extinguishing systems 

• Cargo handling system (limited to safety-
related elements) 

• Bilge and ballast systems, loading/unloading 
control systems, loading computer 

• Boiler control system 

• Scrubber control system and other systems 
needed for compliance with class or 
international regulations to prevent pollution to 
the environment 
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UR E27 Cyber Resilience of On-board Systems and Equipment
System documentation

• List of equipment

• Details of hardware

• List of software

• Network flows

• Network security equipment

• Secure Development Lifecycle Document

• Plans for maintenance

• Recovery Plan

• System test plan

• Ops manuals, User manual

• Change management

Hardware Inventories

Software inventory

Main Requirements – UR E27 (ABS Rules MVR 4-9-14)
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• Documentation to be submitted to ABS Class
- List of equipment in the system

- For each equipment, details of the hardware and connectivity

- List of software

• OS, firmware, network services, applications, databases, configuration files

- Network or serial flows

- Network security equipment

- Security Development Lifecycle Document

- Plans for maintenance of the system

- Recovery plan

- System test plan

- Description of how the system meets the applicable requirements of E27

• Operation manual or User manual

- Change management plan

E27 Cyber Resilience of Systems and Equipment
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• Equipment may be one of the following:
- Network devices (routers, managed switches)

- Security devices (firewall, Intrusion Prevention System)

- Computers (workstation, servers)

- Automation devices (Programmable Logic Controllers)

- Virtual machine cloud hosted

E27 Cyber Resilience of Systems and Equipment
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System Requirements

- 31 Requirements

- Plus 10 additional requirements for CBSs with network communications to untrusted 
networks. (interface to any networks outside the scope of E26)

- Get to know IEC 62443-3-3

- Each requirement refers to a System Requirement (SR) in this IEC standard

- UR E27 is a subset, or summary, of the requirements in IEC 62443-3-3. 

- UR E27 contains the requirements applicable to ABS, suppliers, shipyards and integrators, 
and owners.

- IEC 62443-3-3 provides relevant guidance for each of the requirements in UR E27

E27 Cyber Resilience of Systems and Equipment
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E27 Cyber Resilience of Systems and Equipment
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Example

IEC 62443-3-3

SR 1.1

E27 Cyber Resilience of Systems and Equipment
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• Participating in IACS Cyber Systems Panel and 
other Project Teams

• UR E26 and E27 are incorporated into MVR 
Rules

• CR notation

• SMEs, Community of Practice

• Quality documentation with guidance for 
stakeholders

• UPDATE ON IACS WORK

ABS Implementation
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In addition to the new IACS URs on Cyber Resilience, IACS has also 

published a comprehensive revision to IACS UR E22 for Computer 
Based Systems (Rev. 3, June 2023) (ABS Rules MVR 4-9-3)

IACS UR E22 Computer Based Systems
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IACS has issued new Unified Requirements for Cyber Resilience that will be 
implemented by Class Societies soon.

1. These new URs are large with a lot of new requirements.

2. The work is ongoing.

• Equipment and System providers

• Shipyards

• Owners acquiring new vessels/units

• Contact ABS for assistance
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Overview



Thank You

www.eagle.org


