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Abstract

IACS has published Unified Requirements for Cyber Resilience which go into effect on new vessels and
units contracted for construction on or after 01 July 2024.

This paper is written to share the latest developments related to these requirements.

Two major takeaways:
1. These new requirements represent a large scope of work. The new URs are contained in about 50
pages. If you have new vessels or units under construction, your organization needs to get ready.
2. After publishing the URs, IACS is continuing to work on improving the documents and is already
working on revisions to the URs.

Abbreviation / Definition

Cyber Resilience: The capability to reduce the occurrence and mitigating the effects of cyber incidents
arising from the disruption or impairment of operational technology (OT) used for the safe operation of a
vessel, which potentially lead to dangerous situations for human safety, safety of the vessel and/or threat to
the environment.

IACS: International Association of Class Societies. IACS:

1. Establishes, reviews, promotes and develops minimum technical requirements] in relation to the
design, construction, maintenance and survey of ships and other marine related facilities.

2. Acts as a catalyst to assist international regulatory bodies and standard organisations to develop,
amend and interpret regulations and industry standards in ship design, construction and management,
with a view to improving safety at sea and the prevention of marine pollution.

3. Provides a Quality System Certification Scheme (QSCS) that IACS members shall comply with, as
an assurance of professional integrity and maintenance of high professional standards.

IT: Information Technology. Devices, software, and associated networking focusing on the use of data as
information, as opposed to Operational Technology (OT). (use case examples: email, finance, HR)

NIST: National Institute of Standards and Technology

OT: Operational Technology. Devices, sensors, software, and associated networking that monitor and
control onboard systems. Operational technology systems may be thought of as focusing on the use of data
to control or monitor physical processes.

Introduction

In April of 2022, IACS published Unified Requirements (URs) E26 Cyber Resilience of Ships and E27
Cyber Resilience of On-board Systems and Equipment with an enter into force date of 01 January 2024
for newly contracted vessel construction. This is for new vessel construction contracted on or after the
enter into force date. [ACS has now delayed this implementation date to 01 July 2024. This will be
further explained later in Final Notes section of this paper.
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IACS was aware that there was a lack of guidance and standards that were specifically developed for the
maritime and offshore industries.

These URs intend to provide a minimum set of requirements, common for all IACS Class Societies, for
cyber resilience of vessels and units. Cyber resilience means that the crew and the vessels have some
protections against cyber attacks as well as the capabilities to cope with cyber incidents in order to operate
and maintain the vessel safely.

These requirements apply to Operational Technology (OT) onboard vessels and units, i.e. those computer
based systems (CBS) using data to control or monitor physical processes that can be vulnerable to cyber
incidents and, if compromised, could lead to dangerous situations for human safety, safety of the vessel
and/or threat to the environment.

The CBSs used in the following systems are applicable:

- Propulsion

- Steering

- Anchoring and mooring

- Electrical power generation and distribution

- Fire detection and extinguishing systems

- Cargo handling systems (limited to safety-related elements)

- Bilge and ballast systems, loading/unloading control systems, loading computer

- Boiler control systems

- Scrubber control system and other systems needed for compliance with Class or international
regulations to prevent pollution to the environment

- Watertight integrity and flooding detection

- Lighting (e.g. emergency lighting, low locations, navigation lights, etc.)

- Any other OT system whose disruption or functional impairing may pose risks to vessel/unit
operations (e.g. LNG monitoring and control system, relevant gas detection system, etc.)

- Navigational systems required by statutory regulations

- Internal and external communication systems required by Class rules and statutory regulations

These new URs recognize the different roles and have requirements for
- Suppliers/vendors

- Integrators/Shipyard

- Owners

- Class

IACS UR E26 Cyber Resilience of Ships

The primary goal is to support safe and secure shipping, with is operationally resilient to cyber risks.
The supporting sub-goals are defined in the following five functional elements:

1. Identify: Develop an organizational understanding to manage cybersecurity risk to onboard systems,
people, assets, data, and capabilities
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2. Protect: Develop and implement appropriate safeguards to protect the vessel/unit against cyber
incidents and maximize continuity of shipping operations.

3. Detect: Develop and implement appropriate measures to detect and identify the occurrence of a cyber
incident onboard.

4. Respond: Develop and implement appropriate measures and activities to take action regarding a
detected cyber incident onboard.

5. Recover: Develop and implement appropriate measures and activities to restore any capabilities or
services necessary for shipping operations that were impaired due to a cyber incident.

Note that in addition to IACS UR E26, these five sub-goals, or functional elements, are similarly
described in NIST Framework for Improving Critical Infrastructure Cybersecurity.

The 17 requirements in UR E26 are organized according to the sub-goals. The requirements are presented
in support of achieving each sub-goal.

- Identify (Inventory of Computer Based Systems (CBS))
*  Functional description
*  Block diagram of connections
* Inventory/register of hardware
*  Feature, protocols, data flows
* Arrangements of networks connecting CBSs

* Inventory of software |C|E nt ify

- Protect (Security zones)
*  Firewalls Protect
*  Network segmentation
*  Protection from network storm / overloads
* Antivirus, antimalware, antispam DE‘tE [:t
e Access control, remote access control
*  Wireless communication

*  Use of mobile and portable devices Res pﬂ n d
TN Recover

*  Network monitoring
*  Diagnostic functions

- Respond
* Incident response plan
* Local, independent, and/or manual operation
¢ Network isolation
¢ Fallback to minimal risk condition

- Recover
* Recovery plan
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*  Backup and restore capability
e Controlled shutdown, reset, roll-back and restart

In the UR E26 document, each of the 17 requirement includes:
- A statement of the requirement

- The rationale, and

- Explanation of the requirement details.

IACS UR E27 Cyber Resilience of Onboard Systems and Equipment

UR E27 provides the minimum security capabilities for systems and equipment in order to be considered as cyber
resilient. This set of requirements is intended for third party equipment suppliers.

UR E27 includes 31 base requirements applicable to all CBS’s within the scope of systems detailed in UR E26.
Further, there are 10 additional requirements for CBSs with network communications to untrusted networks. This
would be interfaces to any networks outside the scope of E26.

UR E27 applies to the following equipment:

- Network devices (routers, managed switches)

- Security devices (firewall, Intrusion Prevention System)
- Computers (workstation, servers)

- Automation devices (Programmable Logic Controllers)
- Virtual machine cloud hosted

The documentation required to be submitted is:

- List of equipment in the system

- For each equipment, details of the hardware and connectivity

- List of software
- 0S, firmware, network services, applications, databases, configuration files

- Network or serial flows

- Network security equipment

- Security Development Lifecycle Document

- Plans for maintenance of the system

- Recovery plan

- System test plan

- Description of how the system meets the applicable requirements of E27
- Operation manual or user manual

- Change management plan

- Hardware inventories

- Software inventories

UR E27 is generally aligned with IEC 62443-3-3. For each of the 41 requirements, UR E27 provides a
reference to a specific System Requirement (SR) that is detailed in the IEC standard. For Class purposes,
the UR E27 takes priority over IEC 62443-3-3.
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1 Hurman wsie Thex CBS shat idkenlify and authentcale sl human wsens whio
i tificslion and ot aeoesy he syslem divecly or throwgh inlefaces
authertcatkan IEC 62443-5-45R 1.1)
|z = EnE praw s e capabilily b suppoe? the
2 Arcounl rngragernenl of sl acooents by aulhorized wsers incuding
management adding, activating, modbdng, dizabling and rerrcyiog socount
(IEC #2445 2481 1.5)
5 Ideniries The CES shat pravide te capahling to auppos the
management rnaaqerrant ot kEniters by user, group and mole.
(EC G24435-3-10E5R 1.4)
1 aLthentlicator The CES ghall provide the capatilitby o
management - InHiallze authenticasar eonss

Example of UR E27 requirements and references to IEC 62443-3-3

ABS Implementation Activities

ABS has representation in the IACS Cyber Systems Panel in their ongoing work around Cyber Resilience
and continues to have representation in other related Panels and Project Teams, including the Survey Panel.

IACS URs E26 and E27 have been incorporated into the 01 January 2023 ABS Rules for Building and
Classing Marine Vessels (MVR) in order to raise awareness of the coming requirements. The ABS Rules
clearly stated that these new requirements have a later implementation date. Further, ABS is offering
notation CR for vessels complying with these requirements.

ABS has formed an internal SME group, or community to study and implement the IACS URs. This group
has prepared the internal quality documents as well as some guidance for the various stakeholders.

ABS is partnered with a number of suppliers and shipyards in Joint Development Projects (JDPs) / Approval
in Principle (AIP) to start the implementation and begin using the requirements.

Conclusion

Again, two major takeaways:
1. These new requirements represent a large scope of work. The new URs are contained in about 50
pages. If you have new vessels or units under construction, your organization needs to get ready.
2. After publishing the URs, IACS is continuing to try to improve the documents and is already
working on revisions to the URs.

Please get in touch with your friends at ABS for assistance.
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Final notes

This paper is written in August 2023. At this time, the initial April 2022 releases of IACS URs E26 and
E27 are published and establish an implementation date of January 2024 (applicable to new construction of
vessels with contract dates of 01 January 2024 and later).

Since publishing the initial versions of URs E26 and E27, the IACS Cyber Systems Panel has continued
working on the subject and have been busy developing Survey requirements and verification guidance. This
will be included in Revision 1 versions, that TACS intends to publish soon.

As of this writing, the IACS is already in the process of finalizing Revision 1 versions of UR E26 and E27
with an intended implementation date of 01 July 2024.

Due to the proximity of the initial implementation date and the Revision 1 planned implementation dates,
IACS is indicating that the implementation date will be delayed altogether until 01 July 2024. This will be

determined soon and may be finalized before the MTS DP Conference in October 2024. An update to this
information will be shared at the conference.
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