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GNSS Hardening – Introduction

Topics

1. Jamming and Spoofing

2. Equipment Considerations

3. Crew Considerations

More detail in Paper
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GNSS – Introduction
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GNSS – Introduction

Most common source
RF systems onboard vessel

Detailed within MTS TechOp
(D06 Rev 1 - Jan 21)
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GNSS – Signal Strength

Received GPS signal 

= -130 dB milli-Watts

= 0.1 femto Watt

1/10th of 1 millionth of 1 
billionth of a Watt

Orbits 16,000 
miles
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GNSS – Jamming 

Jammers override or distort 
GNSS signals. 

Transmit more powerful RF 
noise in  GNSS frequency 
band.

Aim - disruption and denial 
of service

Weak Signals
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GNSS – Jamming

Jamming is not binary. 

State 2. Most dangerous. Can cause the receiver to output significant position 
or timing errors. 

State Ratio of Signal Strengths Effect

1 Jamming << GNSS Signals Normal Operation

2 Jamming approx. = GNSS Signals GNSS can feed erroneous 
Information.

3 Jamming >> GNSS Signals GNSS Equipment denied 
equipment fails to provide any 
information.  Break lock system 
attempts to reaquire.
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GNSS – Spoofing

A Spoofer transmits 
false information 
imitating signals from 
multiple satellites

The objective is to 
convince the victim that 
they are somewhere 
that they are not.

Weak Signals and  
No authentication
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GNSS – Spoofing

In the offshore environment 
spoofing is most likely to be 
from Military or Criminal activity 

AIS plots showing 
Spoofing of GNSS Position 
to conceal Illegal Fishing 
activities
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GNSS – Spoofing

Black Sea

Between 2016 -2018

Over 600 vessels 
Indicating at Russian 
airports 

Meaconing attacks on GPS
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GNSS - Hardening Measures -Equipment

4 Main Groups

1. GNSS – Signals in Space (SIS)

2. Antenna Solutions

3. Sensor Fusion / Augmentation

4. Receiver Signal Processing
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GNSS Hardening – (SIS) - Multiple Constellations

Multiple Constellations

Advantages.

Higher satellite numbers 
available permit use of antennas 
shielded against low elevation 
jamming

Greater number of signal types 
more difficult to replicate for 
spoofer

Wider frequency range spreads  
jammer effective power
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GNSS Hardening – (SIS) - Interoperable Signals

L1C International Signal

• Operational on GPS by mid-decade on 
GPS and Galileo

• Planned for compatibility with Japanese 
QZSS, Indian IRNSS and Chinese 
BeiDou. 

• Backward compatible with L1 C/A
• Broadcast at a higher power level 

(+1.5dB)
• Signal Authentication available
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GNSS Hardening – (SIS) - Authentication

GPS CHIMERA
(Chips Message Robust Authentication)

Galileo OS – NMA
(Open Service Through Navigation Message 
Authentication)

• Divide Signals Into - Real-time / Delayed 
Access - Components

• Authentication data is interleaved within 
navigation data stream. 

• The delayed component then authenticates the 
origin of data.
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GNSS Hardening – Anti Jamming - CRPA

Controlled Reception Pattern Antennas

CRPAs are digital, multi-element, phase-
steered antennas. 

Potential to reduce a jammer’s effective 
radius to 1% of the unprotected GNSS 
receiver value.

Null-steering mode.

Steers negative antenna gain towards RFI source to 
reduce interference
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GNSS Hardening – Anti Jamming – CRPA 

• CRPA among the strongest interference mitigation techniques
• U.S. government limits CRPAs number of elements for civil use
• International Traffic in Arms Regulations (ITAR). 

Non ITAR CRPA
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GNSS Hardening – Sensor Fusion - Inertial Navigation Systems

• GNSS+INS solution
• Bridge outages in GNSS tracking and 

short periods of radio frequency (RF) 
interference, jamming or spoofing.

• Enables rapid re-acquisition of 
positioning following GNSS outage or 
interference.

• Can detect and remove large jumps in 
measurements of position from the 
GNSS receiver during Spoofing attack

• However, longer periods of GNSS 
denial still create exponential drifting 
and spoofing may still be achieved 
using small incremental changes

IMU with 3 x RLG and 
3 linear accelerometers 

Simplified integration
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GNSS Hardening – GNSS Receivers

Desirable features in New Generation GNSS Receivers

• Multiple Constellations and Frequencies
• Improved tracking capabilities and interference rejection
• Authentication facilities

• Adaptive filtering with respect to
• Chirp signals 
• Narrow-band interference

• Parameter monitoring
• Spectrum Analysis
• Received Power monitoring
• Position Monitoring
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GNSS – Crew Considerations

Jamming trial UK - State 2 Jamming created symptoms similar to spoofing

GPS Jammer

GPS Vessel Position

Actual
Vessel Position
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GNSS – Crew Considerations

Effects observed on Crew during UK Jamming Trial:

• Random errors presented, lead to hazardously misleading information that led the vessel off course.

• Number of alarms on the bridge was disconcerting and distracting for the crew.

• GNSS fed systems were lost, which created an unfamiliar bridge situation and remove safety critical 
systems from operation.

• Situational awareness was reduced, and crew were confused.

• Erroneous and misleading data was presented to other vessels and shore-based infrastructure.
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GNSS – Crew Considerations

Planning

If operating in likely Jamming & Spoofing environment:
• Conduct Risk assessment. 
• Employ appropriate technologies. 

In high-risk areas consider:

• Potential over reliance on GNSS
• Alternative PRS principles of operation. 
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GNSS – Crew Considerations

Documentation 

• Detail the equipment onboard and the vessels GNSS capabilities and vulnerabilities within the DP 
Operations Manual.

• Detail the possible indications of Jamming or spoofing available from the equipment onboard.
• Detail Crew Actions to be taken in event of suspected Jamming or Spoofing.
• Take account of potential GNSS Jamming and spoofing occurrence in the ASOG
• Monitor and record GNSS divergence from other PRS.

Train

• Conduct drills to develop competency in detection of GNSS jamming or spoofing and practice safe 
DP Operations / navigation practices and transitions away from GNSS reliance.
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GNSS – Crew Considerations

In event of detection or suspicion of Jamming or Spoofing 

Possible Immediate Actions to consider in the event of detection or suspicion of Jamming or 
Spoofing: 

• Deselect the suspect GNSS if identified and not automatically deselected.
• Confirm or Select alternative Position Reference Sensor principle E.g. APOS or relative system.
• Follow ASOG Guidance
• Select alternative GNSS input only if confirmed to be reliable.

Subsequent actions. When situation has stabilized:

• Be aware that a jamming attack may be the first phase of a spoofing attack, breaking signal lock to 
force reacquisition of a false signal.

• Monitor the vessel and GNSS positions frequently.
• Record: location, date/time, duration of the event.
• Report GNSS disruptions or anomalies to the authorities.
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GNSS Hardening – Conclusions

• GNSS interference is on the rise 

• More likely:
• To affect vessels working closer to land or during port attendance than deep water operations
• To be experienced in areas of military or criminal activity

• Variety of GNSS hardening technologies are available and emerging

• Each hardening technology should be judged according to the circumstance and risk

• DP vessels should plan for the use of alternative PRS in GNSS Jamming and Spoofing environments

• Awareness and training are key factors
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GNSS Hardening

Questions ?
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